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System Hacking

Module 05

Unmask the Invisible Hacker.
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Security Breaches 2014 m

Department for Business Innovation and Skills Market Survey

5 9 G/{j of respondents
expect there will be more
security incidents in 2015

81 0,6 of large

organizations had
Cost of breaches nearly a security breach
doubled in the last 12
months

e | )
: 53 /ﬂ' of large organizations of small

suffered staff related security business had a
breaches security breach

695,0000+

were impacted due

“FIY todata breach

3 1 ﬂ/ﬂ some of

the worst
security breaches
were actually caused
by inadvertent human

error
http.fwww.egress.com
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. Module Objectives

Overview of CEH Hacking Overview of Different Types of
Methodology Rootkits

Understanding Techniques to Gain

Overview of Steganography and
Access to the System BAnGgrapiey

Steganalysis Techniques

Understanding Privilege Escalation

Tachniaoes Understanding Techniques to Hide

the Evidence of Compromise

Understanding Techniques to Create

and Maintain Remote Access to the Overview of System Hacking
System Penetration Testing
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Information at Hand Before
System Hacking Stage

What you have at this stage:

IP Range Namespace Employees
Footprinting
Module ' - W

Target assessment Identified systems Identified services

-_—

L i

Intrusive probing User lists Security flaws
Enumeration

Module
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System Hacking: Goals

To bypass access controls to Password cracking, social
gain access to the system engineering

— .
B Gaining Access

To acquire the rights of Exploiting known system
another user or an admin vulnerabilities

ﬂ Escalating Privileges

o, Executing Apubuations To create and maintain Trojans, spywares, backdoors,

== remote access to the system keyloggers

B3

Hiding Files

e

To hide attackers malicious

activities and data theft i ks e ERRORIDE

5

lﬂ Covering Tracks

- —

To hide the evidence of

: Clearing logs
compromise
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CEH Hacking Methodology (CHM) CEH

Coriifbed B Ethical Hachar

ystem Hacking

-

Cracking Passwords

\% Footprinting

Escalating Privileges

Gaining Access

. Executing Applications

,J Scanning
i

Maintaining

Hiding Files

\% Enumeration

P

Clearing Logs

m‘:{ Covering Tracks
L
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CEH System Hacking Steps | C|EH

Coriifbed B Ethical Hachar

2 Escalating Privileges

Executing Applications 4 Hiding Files

5 Covering Tracks 6 Penetration Testing
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. Password Cracking

Password cracking techniques are used to recover passwords from
computer systems

Attackers use password cracking techniques to gain unauthorized
access to the vulnerable system

‘ Most of the password cracking techniques are successful due to
weak or easily guessable passwords
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Types of Password Attacks

#EthicalHackx CEH v9

" ~EEL: Y “QL":."\
g@ Offline Attack N

Non-Electronic Attacks

Attacker need not posses technical knowledge to crack
password, hence known as non-technical attack

Active Online Attacks
Attacker performs password cracking by directly
communicating with the victim machine

Passive Online Attacks

Attacker performs password cracking without
communicating with the authorizing party

- e
¥
Attacker copies the target’s password file and then tries to &8

4
crack passwords in his own system at different location &

W

Shoulder Surfing
Social Engineering

Dumpster Diving

Dictionary and Brute Forcing
Attack

Hash Injection and Phishing
Trojan/Spyware/Keyloggers

Password Guessing

Wire Sniffing
Man-in-the-Middle

Replay

Pre-Computed Hashes
(Rainbow Table)

Distributed Network
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Active Online Attack: Dictionary,
Brute Forcing and Rule-based Attack

Brute Forcing
Attack Rule-based
A dictionary file is Attack
loaded into the
cracking application

that runs against user
accounts

The program tries
every combination of Thic attack iz w=ad
characters until the
password is broken

when the attacker
gets some
information about
the password

=
-
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Active Online Attack: Password C EH
Guessing =

Ethical Hachar

Frequency of attacks is
less

The failure rate is
high

The attacker creates a list of all
possible passwords from the
information collected through social
engineering or any other way and

tries them manually on the victim’s m
machine to crack the passwords

Key in each
password, until
correct password
is discovered

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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. Default Passwords £|EH

Ethical  Hacker

J A default password is a password supplied by the manufacturer with new equipment
(e.g. switches, hubs, routers) that is password protected

J  Attackers use default passwords in the list of words or dictionary that they use to perform
password guessing attack

Online tools to search default passwords:

.

Bl turner
WA

[rena|

waurity

n'rflp.,.r':."f_'-r_' Lt ol e rndfe o oy
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Active Online Attack:
Trojan/Spyware/Keylogger

Attacker installs Trojan/Spyware/Keylogger on victim's machine
to collect victim's user names and passwords

Trojan/Spyware/Keylogger runs in the background and send back
all user credentials to the attacker

Attacker infects victim's

local PC with Trojan/
Victim logs on to the domain

server with his credentials

Trojan/Spyware,
Keylogger sends login
credentials to hacker 5
Domain
Server

Attacker gains access to domain server
i
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Example of Active Online
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CIEH

Attack Using USB Drive i s e

Insert USE into

victim's computer

Attacker

Insert the USB drive and the

autorun window will pop-up
(if enabled)

Contents of launch. bat
start pspv.exe/stext

pspv.txt

Create autorun.inf in USB drive
[auntorun]
en—=launch.bat

#EthicalHackx CEH v9

Passwords

PassView is executed in the background
and passwords will be stored in the .TXT
files in the USB drive

Download PassView, a
password hacking tool

Copy the downloaded files to
USB drive
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Active Online Attack: Hash
C E H

Injection Attack ] s e

inject a compromised hash

domain controller

Compromises server

logged-on hashes are : ;
' ' local ot loit
stored in the SAM file ; S SLLLTTTEEEREP T us mga cn::a j’rem . eexpn .............. :

Extracts a logged on domain

USEI;,DE nn IIIIielIllIIIhIII'IIIIIIlIllIllhlll'llllll.lllllllh
L0
admin account hash

User Server
(Domain Controller)

e

Inject a compromised hash into a local session

User Computer Attacker
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Passive Online Attack: Wire
Sniffing

Attackers run packet sniffer tools on the local area network
(LAN) to access and record the raw network traffic

The captured data may include sensitive information such as
passwords (FTP, rlogin sessions, etc.) and emails

Sniffed credentials are used to gain unauthorized access to
the target system

Wire Sniffing +-+---» Computationally Complex :-:-»

Attacker

EthicalHackx.com

a3,

Coriifbed B Ethical Hachar

....II'-’

Hard to Perpetrate
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Passive Online Attacks: Man-in-the-
Middle and Replay Attack

Victim

Gain access to the
communication
channels

Use sniffer

#EthicalHackx CEH v9

Original Connection

..............................................................

MITM / Replay :

Traffic

Attacker

In a MITM attack, the attacker acquires

aceess to the communication channels

between victim and server to extract the
information

In a replay attack, packets and authentication ™
tokens are captured using a sniffer. After the

relevant info is extracted, the tokens are
placed back on the network to gain access

................ }
................ b

Web Server

Relatively hard to
perpetrate

Must be trusted by one or
both sides

Can sometimes be broken
by invalidating traffic
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Offline Attack: Rainbow Table

Attack

A rainbow table is a
precomputed table which
contains word lists like
dictionary files and brute
force lists and their hash
values

1qazwed
hh021da
9daBdasf
sodifo8sf

#EthicalHackx CEH v9

Compare the Hashes

Capture the hash of a
passwords and compare it with
the precomputed hash table.

If a match is found then the
password is cracked

B

P'recumputed Hashes

It is easy to recover
passwords by comparing
captured password hashes
to the precomputed tables

> 4259cc34599c530b28a6a8£225d668590

* ¢744bl1716cbf8d4dd0ff4ce31al77151
bk 3¢d696a8571a843cdad53a229d741843

» ¢744bl716cbf8d4dd0ff4ce31al77151
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Tools to Create Rainbow Tables: clEH
rtgen and Winrtgen ) e

rtgen Winrtgen

J The rtgen program need several parameters to Winrtgen is a graphical Rainbow Tables
generate a rainbow table, the syntax of the Generator that supports LM, FastLM, NTLM,
command line is: LMCHALL, HalfLMCHALL, NTLMCHALL, MSCACHE,

MD2, MD4, MD5, SHA1, RIPEMD160, MySQL323,
MySQLSHA1, CiscoPIX, ORACLE, SHA-2 (256),
SHA-2 (384), and SHA-2 (512) hashes

Min Len MasLen | - Index Chan Len Chair Cound N of tables
e =1 1 — |r =L |.Ij._.... b PR || —

Chaepet

dnha > ___Edl

(8 OV GHLIKLMNOFO RS T VWi s

T sl propees

Kooty spumcs; EECRRIRAE kg

Dk spacer 61035 WA

qrin £ = Succesy probabdty: 0097008 (57 08

e generabel {

Benchmark Diptioeal paramater
Hash speed

Shep dpaad

T ke piecormge s o Loy
Tokal paecomupe st fime
M coppiarushys lime

Berechimat: | Carcel |

http://project-rainbowcrack.com hitp:/fwww.oxid.it
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Offline Attack: Distributed
Network Attack

A Distributed Network Attack (DNA) technique is used for recovering passwords from hashes or
password protected files using the unused processing power of machines across the network to
decrypt passwords

The DNA Manager is installed in a central location where machines running '
on DNA Client can access it over the network

DNA Manager coordinates the attack and allocates small portions of the
key search to machines that are distributed over the network

DNA Client runs in the background, consuming only unused processor
time

The program combines the processing capabilities of all the clients
connected to network and uses it to crack the password

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Elcomsoft Distributed Password
Recovery

EthicalHackx.com

T —— | — Features:

o - Add Rl

_':-j Sarusra aversge mpeed w0 & DiStribUtE'd pESSWOHi recovery over
Pt e : - TET LAN, Internet, or both

ol B T Brasards. ko 000 e E ¥ ool tad
i & Target nkumadion pote B0 % ] ¥ . ok otarted
Aginti

Cemnictsn

Plug-in architecture allows for
additional file formats

i Schedule support for flexible load
Alprts "

_ balancing
ot 14, natsteried ], paused! D, weitng o0, pecovensd) D, netrecvvened 10, notonypled

Cache find Log ke ~BLT 3

Install and remove password

& Dicticoary

recovery clients remotely

Enerypted network communications

depwl - Yrem Heg
R Ml » Sun e

Faria PaEe iy e i T vt et g e (2

B ot AMES 4 =! tharted
@ Fresrinin b .. GAI% s [ = R e
177 Researdhe s = ] ¥ i vl

P i

(5 CWDA Presentahon Souroe. oo - .24 %

Elcomsoft Distributed Password Recovery breaks
complex passwords, recovers strong encryption keys,
and unlocks documents in a production environment

http./fwww.elcomsoft.com
Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com

Microsoft Authentication

Security Accounts Manager (SAM) Database
Erter network credentials

Windows stores user passwords in SAM, or in the IR el Z RN o SO TR TS
Active Directory database in domains. Passwords P
are never stored in clear text; passwords are H
hashed and the results are stored in the SAM b

|| Femiember my credentisls

NTLM Authentication H i o acomn

@ The NTLM authentication protocol types: NPT TEASNINS RO DRROAE I A Comers

aK

1. NTLM authentication protocol

2. LM authentication protocol

@ These protocols stores user’s password in the
SAM database using different hashing methods

Kerberos Authentication

ml \\/;
Microsoft has upgraded its default authentication .. W! ndOWS 8

protocol to Kerberos which provides a stronger

authentication for client/server applications than
NTLM

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com

How Hash Passwords Are Stored
in Windows SAIM?

Password hash using LM/NTLM

Shiela:1005:NO PASSWORD****
2 Ve = { ) *hkkkkkkkkkkkkkk k¥ - OCRBE69ABRO

EFT97TBF2ABZ2807973BBY537: 1

Administrator:500:NO PASSWORD****kkdkkakdkkkdkhadkkd: ] JE0BIEE373475C8148A7108ACB3031: ¢
:501:NC EAS

Admin:1001:NO PASSWORD*****kiftkdskkddkkdd*xx -BREANC450AB99713DF1EDCSB40C25AD47 : :

Martin:1002:NO PASSWORD****ddkkkddkkdkkkkhkdtdhk Br4nS02DA294ACBCLIT75B394A08

Juggyboy:1003 N0 PASSWORD**¥&&kdkidrkrkttkrtd* AHBCDCDDZ225312793ED6S 0T

Jason:1004: N0 PASSWORD***kkdkidkdkiddbhdbdrd: INI0D252A4TIFP4B85COFSELY:

ela wu5]:[1~q«:; PASSWORD* * # 4% & 44 %k #*x ks k4 x|:{)CBEI4BB05FTITB

v v v
Username User ID LM Hash NTLM Hash

“LM hashes have been disabled in Windows Vista and later Windows operating systems, LM will be blank in those systems.”

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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NTLM Authentication Process

Client Computer Window Domain Controller

User types o Shiela Domain controller has a stored copy of

password into logon e ok o ok ok o ok ok ok the user's hashed password
window

i T
. ,I" Hash P e !;:. - "E.ﬂ.-!.ESD
“ W Algorithm 5F797RF2AR2807973B89537 - - :

Windows runs Shiela:1005:HO DASSHORD*=*=
password through ERAFEEEEAEL XSRS L - (CREILBRD

hash atgorithm 5F797BF2ZAB2807973BB9537: : :

e Computer sends login request to DC .

DC compares computer's
response with the response
it created with its own hash

If they match, the logon is a
suUCCess

S e

9 DC sends logon challenge

A

Computer sends response to challenge

Nete: Microsoft has upgraded its default authentication protocol to Kerberos, which provides strong authentication for
client/server applications than NTLM.

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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. Kerberos Authentication

Key Distribution Center (KDC)

User request to the authentication server
.lllllllllllIII-IIII'IIIIIIIII IEFEEREENEENE NN E NN ENEEE IIIIIIIIIII-EII>‘

Authentication Server
Reply of authentication server | [ﬂS}

to the user request

Request to the TGS for a service ticket g .
cresassnsnnsnrsnsensnnsrnennsnrenennen e pliGket Granting Server

GEEEE s pte weeuSE Ll o | (TGS) Database

Reply of the TGS to the client’s request

Request to an application server to access a service

L T P T T Y

Reply to prove it really is the server the client is expecting

Application Server

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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. Password Salting

Password salting is a technique where random
string of characters are added to the password
before calculating their hashes

Advantage: Salting makes it more difficult to
reverse the hashes and defeats pre-computed hash
attacks

Same password
but di erent

Alice:root:b4ef21:3ba4303ce24a83fe0317608de02bf38d | < \&
Bob:root:a9c4fa:3282abd0308323ef0349dc7232c349ac :

Cecil:roﬂt:ZDBbe1:[3483b303c23af34?{5 fl{:l»e-DEI:)eEBdeEl[}S_-J{-'-E

Note: Windows password hashes are not salted

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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pwdump? and fgdump

pwdump7 . exe

X
J

En fgdump works like
http.//www.tarasco.org pwdump but also
extracts cached
credentials and
allows remote
network execution

Attacker

fgdmp_ .exe _h 1 9_2 . 168 ; D 3 1U I. 157, E ) Ll oy T.lll ..I- g Unknsias Peof edsienal CBuild F431)
-1 AnAdministrativelUser -p [ :
lidmepdsswird

Dumps a remote machine
(192.168.0.10) using a specified
user

http://foofus.net
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Password Cracking Tools:
LOphtCrack and Ophcrack

LOphtCrack

EthicalHackx.com

Ophcrack

LOphtCrack is a password auditing and recovery Ophcrack is a Windows password cracker
application packed with features such as scheduling, based on rainbow tables. It comes with a
hash extraction from 64-bit Windows versions, and Graphical User Interface and runs on
networks monitoring and decoding multiple platforms

T @ vwooa e o

[y i e [ T waad

i Malb Fiam e [ PR T BmrdAccurin -
D A als , Progress St :

User

| AdminisSater

= ] MEPMET

EDAMSDITE i =
| Gured

Lk R | - Hamslmuple.,

CCARRCORRA |0 lihn

LANGRIGRD 11

| = =

f 10 68 00T 1H141128 EnTersd WTLE |:1|:|.l!-:--l.h'.F AndiT
Losad/2003 18:41138 cracked wiuw passeord Tor aoefjohn sith piccionary crack.
1
i

0087003 1841 :3% guined wrLw u?rl:Snﬂl':rl audit
AR 0T 1A:AL 3T Erseres wiué wybeid aasdic

¥

—

ve _ Tebles
Preferences

LM Hash M1 Hash
Iogcteld b,
1 2 E 0N
eI ATk
Flaiched el
COEISEEIICE
o, |
FACEETFCADM..

R S ———
http://www.l0phtcrack.com

http://ophcrack.sourceforge.net
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Password Cracking Tools:

Cain & Abel and RainbowCrack

Cain & Abel

2 It allows recovery of various kind of passwords
by sniffing the network, cracking encrypted
passwords using dictionary, brute-force, and
cryptanalysis attacks

RainbowCrack

algorithm to crack hashes

EthicalHackx.com

fectitiod | Exbleal Hacker

J RainbowCrack cracks hashes with rainbow
tables. It uses time-memory tradeoff
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Password Cracking Tools

Offline NT Password & WinPassword

Registry Editor 2O o lastbit.com
http./fpogostick.net |

Password Unlocker Bundle - Passware Kit Enterprise
http:/fwanw passwordunlocker.com e 9 http:/fuwwwlostpassword.com

Proactive System Password

Recovery
httpy/ S wanw, elcomsoft.com

PasswordsPro
http:/fwwwinsidepro.com

John the Ripper S " LSASecretsView

httpe S wnw. openwall,. com | http:/fwwwnirsaft.net

Windows Password Cracker 4 LCP
http S wanw windows-password-crocker. com http:/fwww. fepsoft.com
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Password Cracking Tools
(Cont’d)

Password Cracker
http:/ www. amlpages.com

CloudCracker

https:/fvwww.clouderacker.com

Windows Password Recovery
Tool

https/ v windowspasswordsrecovery.com

Hash Suite
http:/fhashsuite.openwall, net

InsidePro
http:/fwanw. insidepro.com

Windows Password Recovery

hittp:/fwuww. passcape.com

Password Recovery Bundle
hittp: /v top-password.com

krbpwguess
http:fwwnw.cquire.net

THC-Hydra

hitp:fwww the.org

Windows Password Breaker

Enterprise
http:/ wuwwrecoverwindowspassword, com
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Password Cracking Tool for Mobile:
FlexiSPY Password Grabber

It captures the security pattern
used to access the phone itself
and crack the passcode used to
unlock the iPhone, plus the
actual passwords they use for
social messaging

It allows you to login to their
Facebook, Skype, Twitter,
Pinterest, LinkedIin, GMail and
other Email accounts directly
from your own computer

http:/fwww flexispy. com
Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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How to Defend against
Password Cracking

Enable information security audit to monitor and track password attacks

Do not use the same password during password change

Do not share passwords

Do not use passwords that can be found in a dictionary

Do not use cleartext protocols and protocols with weak encryption

Set the password change policy to 30 days

Avoid storing passwords in an unsecured location

Do not use any system's default passwords

OCOO0O0OOOO
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How to Defend against
Password Cracking (contq

9 Make passwords hard to guess by using 8-12 alphanumeric characters in combination
of uppercase and lowercase letters, numbers, and symbols

1 Ensure that applications neither store passwords to memory nor write them to disk
in clear text

1 1 Use a random string (salt) as prefix or suffix with the password before encrypting
1 2 Enable SYSKEY with strong password to encrypt and protect the SAM database
1 3 Never use passwords such as date of birth, spouse, or child’s or pet’s name

1 4 Monitor the server’s logs for brute force attacks on the users accounts

1 5 Lock out an account subjected to too many incorrect password guesses

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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CEH System Hacking Steps | C|EH

Coriifbed B Ethical Hachar

1 Cracking Passwords

3 Executing Applications 4 Hiding Files

5 Covering Tracks 6 Penetration Testing
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Privilege Escalation

. An attacker can gain access to the network using a non-admin user account, and the next step would be
to gain administrative privileges

d  Attacker performs privilege escalation attack which takes advantage of design flaws, programming errors,
bugs, and configuration oversights in the OS and software application to gain administrative access to the
network and its associated applications

These privileges allows attacker to view critical/sensitive information, delete files, or install malicious
programs such as viruses, Trojans, worms, efc.

Types of Privilege Escalation

Vertical Privilege Escalation Horizontal Privilege Escalation

& Refers to gaining higher privileges than the 2 Refers to acquiring the same level of privileges
existing that already has been granted but assuming
the identity of another user with the similar
privileges

| can access the network using lohn's user
account but | need “Admin® privileges?

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Privilege Escalation Using
DLL Hijacking

Most Windows applications do not use the fully qualified path when loading an external
DLL library instead they search directory from which they have been loaded first

If attackers can place a malicious DLL in the application directory, it will be executed in
place of the real DLL

Application Directory

Installs the application : e
'll'l"llll'?lIll'-l'l'l’llll"’l'll'-l'l"l& -...} lIllI‘l'llIl"lMFIII!!!III:
LEXE .

Malicious

Application loads malicious DDL S -
instead of real DDL

v
Windows DDL

Library

Real DDL required by
the .exe application

Places malicious DDL in the application

Attacker

Copyright © by HG-Bomneil Al Rights Reserved, ngrud uction is Stricﬁy prohibited.
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Resetting Passwords Using
Command Prompt

If attacker succeeds in gaining administrative privileges, he/she can
of any other non-administrative accounts using command prompt

Open the command prompt, type
command and press to list out
all the user accounts on target system

: mﬂ'#l;um nseraccountname *

Type the to reset the
password for specific account

#EthicalHackx CEH v9

Microzoft Windows [Uersion 6.1.76011
Copyright {(c) 2007 Microzoft Corporation.

C:slUzerssTestinet user
User accounts For “. NI-=FC
Ridministrator REPKET

i nt
Iheée command compléeted zucceszhi

C:slUzeresTestInet uzer
Type sword for the usep:
Retype the pazsword to confirm:

EthicalHackx.com

All rights reserved.

Guest

Updatusllzer
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Privilege Escalation Tool:
Active@ Password Changer

EthicalHackx.com

Active@ Password Changer resets local administrator and
user passwords

Features

Recovers passwords from
multiple partitions and hard
disk drives

Detects and displays all
Microsoft Security Databases
(sam)

Displays full account
information for any local user

#EthicalHackx CEH v9

Users in SAM hive fie at path: C:Windows\SYSTEM32\CONFIG \SAM
on drive C: (), e 24.66 GB, Fle System: NTFS

& mooo0Es
& ooooozee

E &' DOD0D1FS
I poooo3es
“ I, 000003EC

By | Ly’ dcrwun arnd press e Hext® bulion,

Total Lisers: 0006

LANGUARD 11 U,,,
Guest
HomaGrauplinsr S
ASPMNET

Bult-n account for GFT LMSS Monitor

Built-n account for guest acoess to the comp..
Buit-n account for homegroup access to the...
Accountused for running the ASPNET wark, ..

¥

hitbpr A weww. pussword-chunger.com
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Privilege Escalation Tools

Offline NT Password & Registry

Editor
http:/pogostick.net

Windows Password Reset Kit
httpe S v, reset-windows-password. net

Windows Password Recovery

Tool
http: /M www windowspasswordsrecovery.com

ElcomSoft System Recovery
http:/fwwnw, elcomsoft.com

Trinity Rescue Kit
http:ftrinityhome.org

Windows Password Recovery
Bootdisk

http:/fwwwrinler.com

PasswordLastic
http:/fwww. passwordlastic.com

Stellar Phoenix Password

Recovery
http:/fwwwstellarinfo.com

Windows Password Recovery
Personal

http:/fwwwwindows-passwordrecovery.com

Lazesoft Recover My Password
http:/fwwwe fazesoft.com
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How to Defend Against Privilege

Escalation

1 Restrict the interactive logon
privileges

Run users and applications on
the least privileges

5 Implement multi-factor
authentication and authorization

Run services as unprivileged
accounts

Implement a privilege separation
methodology to limit the scope

Use encryption technique to
protect sensitive data

Reduce the amount of code that
runs with particular privilege

Perform debugging using bounds
checkers and stress tests

Test operating system and
application coding errors and
bugs thoroughly

10 Patch the systems regularly
of programming errors and bugs 3
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CEH System Hacking Steps | C|EH

Coriifbed B Ethical Hachar

1 Cracking Passwords Escalating Privileges

Hiding Files

Covering Tracks Penetration Testing
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. Executing Applications C EH

f.uul-.l Eshical Macker

) Attackers execute malicious applications in this stage. This is called “owning” the system

o Attacker executes malicious programs remotely in the victim’s machine to gather information
that leads to exploitation or loss of privacy, gain unauthorized access to system resources,
crack the password, capture the screenshots, install backdoor to maintain easy access, etc.

keyloggers Spyware

o
®
0
s
o
-]

Crackers
¢==_(, —wr

-
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Executing Applications:
RemoteExec

- RemoteExec remotely installs applications, executes programs/scripts, and
updates files and folders on Windows systems throughout the network

- It allows attacker to modify the registry, change local admin passwords,
disable local accounts, and copy/ update/delete files and folders

fou - [ewe |firwdow e

File execution C: | File execution

ki b, P b s -l il
L e £ SproeSen Bered jin Mow et 00 Fie oot e

et B B
i Swvwin b Rsmin &

W Sl Torgwe &

http:/fwww.isdecisions.com
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Executing Applications: PDQ
Deploy
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PDQ Deploy is a software deployment tool that allows admins
to silently install almost any application or patch

E EDIT WIEW HELP

TRr % e & o

? Adebe Flash for [E 12.0,0.77
&

L B Depioy | " Edit Packsge
wh] Weicomnae o PO Depicy i
B All Desleyments B Magde o requened 12wkt sema featunes of this p

T AN Schagailes B Packoge | W Deployr

4 g Packege Libeary Dapioyments

3z kags

venks Schedules

b = Categones

¥ U Vendors

n -
0 ¥

B Packages eased Elspsed Time

3 i I 0 ; p -

o 7 Adobe Flash for IE. o AT HTOPM B seconds 0 Adobe Flashfor IE.. )
h | AF2FE0N4 11T PR T mmnide 1 1

B2 423004 106PM 27 seconds 1

h 1 AFE0T4 115 PR 11 segands

Computers  Failed Surressful Packans Deplayment Liser
0 Adobes Flash las I, P
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Executing Applications:
DameWare Remote Support

-1 DameWare Remote Support lets you
and

J It allows attacker to

ik S

Windis  Help

SRR OE B S
s | APAHT " Barvices BIMIN] %
Tois B TS
Siwhur Copiess
Hl Servcen, [ Beice Briwens ]|

Sarvice Gaten Hariug Account By

|ji' Reghovel | mrtpiler [AaneThi Lanuy Lot ¥ gtem , o T g k folreth
& icp Mescinem bianua LocaSysem s Gy
oF Acphvaten Eaygrrance it usal [ e AL TR IR
i B Satomans Loceliyriemn  CAMNIrODwS i LI ene -k apphos
F Lpphoaner F Lldrius. HE Lyliiar Lt SR e A et - b LI
! Applratan Y Sop Frvoe SRy L LocaSyvtam
oF iophoatir {& Bam barera sprrn tunus
Lty
HEERER S ey e
1 LAy

dedarmats

jretall Smrvce.

SR
x Atomats

5 MR Semy
o Raghsation e C LT

8, Lehadal o detocker G @ Bemove Serace apt Manuy
; s pead Meanu

P search i Bk Lol o} chen Service Mame F H

i Sand Maitags o Biantooth 1 =pped dunus

o tenncen :

] Sereces vies

L o SgriceProperis

i i Batch - Hddianblen dniea
L EERP Mction st

i Seiena

b2 Shaee

tI.g htdesan

li Hy Softme
3 Erowses [ inaermation] Y. 3 iR |
U T AR P

?'ru Hel fririd F1

hﬁp www.dameware.com

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com

. Kevlogger (_; EH

d  Keystroke loggers are programs or hardware devices that monitor each keystroke as user types on a keyboard,
logs onto a file, or transmits them to a remote location

Legitimate applications for keyloggers include in office and industrial settings to monitor employees’ computer
activities and in home environments where parents can monitor and spy on children’s activity

It allows attacker to gather confidential information about victim such as email ID, passwords, banking details,
chat room activity, IRC, instant messages, etc.

Physical keyloggers are placed between the keyboard hardware and the operating system

Keyboard
Save it to Injection
a log file
Send it to

TR Keylogger Injection 4. Application ' Application ‘
location
= . Driver

. Sy = € o e ey

5 - Uslng if({Get Aﬂg‘nckeyatate
Sl % {character) == -32767) '

malicious ﬂc'
file * User types P
r v makeybc-ﬂrd 0 Windows Kernel
llHiii--ilJ-b } I - = # & L 5 i —re

St W

User clicks ona B PASSWORD CUSRREBAREANES K B m
mialicious file, the e

keylogger gets installed  Jsar Keyboard
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Types of Keystroke Loggers (|EH

Coriifbed B Ethical Hachar

Keystroke

Application Keylogger

Kernel Keylogger

Hypervisor-based
Keylogger

Form Grabbing
Based Keylogger
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. Hardware Keyloggers

Whit is a hardware keylogger?

KeyCrabber LSE

Hardware Keyloggers:

#EthicalHackx CEH v9

KeyGrabber

The Keylogger.

)

Mow 546,991

www.ethicalhackx.com

@ KeyCobra (http://www.keycobra.com)

The KeyGhost
Hardware

Keylogger is a tiny
plug-in device that

records every
keystroke typed on
any PC computer,

o

ieam mors >>

TimeDate Stamping KeyGhost SX
st the KevGhyst SX website:

Click the bk below 1o v

Bty Kaeylhust oy ax

Ko Chmat B Atandalang |

KeyGhost |

EthicalHackx.com

mw
ammmmmw
B afed retrwee aperon 12
manii weoth of feping, Patent
Pending Inph-speed cownioad
Wisil the wabane beisw for
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& KeyKatcher (http://keykatcher.com)
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C|EH

Coriifbed B Ethical Hachar

All In One Keylogger allows you to secretly track all activities from all computer users
and automatically receive logs to a desire email/FTP/ LAN accounting
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Kevyloggers for Windows

Ultimate Keylogger Powered Keylogger
httpe S v ultimatekeyvlogger.com \ > http:/favww.mykeyvlogoer.com

Advanced Keylogger | | StaffCop Standard

http: S wane. mykevlogger.com { http:/fwww. staffeop.com

The Best Keylogger | Spyrix Personal Monitor

http: /i wanw. thebestkeylogger.com ] http: S wnw spyrix. com

SoftActivity Keylogger | | PC Activity Monitor Standard

http:/wnw, softactivity.com http:/fwww. pecacme. com

Elite Keylogger (=2 sl KeyProwler

http. S wanw, widestep.com ==L | http:/fheyprowler.com
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Kevyloggers for Windows

(Cont’d)

Keylogger Spy Monitor Micro Keylogger

http:/fematrixsoft. com 3 http:fAawnwemicrokeylogger.com

REFOG Personal Monitor =V Revealer Keylogger

httpeS v refog.com . T http: fwnw loginoft.com

Actual Keylogger \4 Spy Keylogger

http: S wanw. actualkeylogger.com v hitp:Awww.spy-key-lngger.com

Spytector Realtime-Spy

http:/fwnw, spytector.com - http:Awwwrealtime-spy. com

KidLogger ' SpyBuddy® 2013

http:/fkidlogger.net n httpzfAawnwexploreanywhere.com
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Keylogger for Mac: Amac ClEH
Kevylogger for Mac | i

Amige KeyLogee 510 L0
i NI Amac Keylogger for Mac invisibly
—— B records all keystrokes typed, IM
: P b [2NIS chats, websites visited and takes
e R S B I screenshots and also sends all reports
. ' i to the attacker by email, or upload
everything to attacker’s website

B Amacs-MacBock-Pro

A AmacTest

&y Satari :
= e Bl iy L e B racnd a £l L
& Firefox

{F" Chrome

ey Tex Ll
AT PRI D8 e T 18-k

o Chat logs ke b e - Teu lglkzsi”

Amac Zeylogger STD 2.0 i

k) Shyne

A aam

9 iChas
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G Adl
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4 MsH Bt A, G 1 e 2118480
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. Kevyloggers for MIAC

b

(®

&

P I ]

Aobo Mac OS X KeyLogger

http:/ www. keylogger-mac.com

Perfect Keylogger for Mac

http:/fwww. blazingtools.com

Award Keylogger for Mac

httpeS v oward-soft.com

Aobo Mac Keylogger
http:/faobo.cc

REFOG Keylogger for MAC

http S wanw, refog.com

KidLogger for MAC

http://kidlogger.net

MAC Log Manager

http:/fuwww.keylogger.in

Elite Keylogger

http:/fwww.elite-kevlogger.net

Keyboard Spy Logger

http:/falphaomega. software. free fr

FreeMacKeylogger

http:/fuww hwsuite, com
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. Spyware

Spyware is a program that records user's interaction with the computer and Internet without the user's
knowledge and sends them to the remote attackers

EthicalHackx.com

Spyware hides its process, files, and other objects in order to avoid detection and removal

It is similar to Trojan horse, which is usually bundled as a hidden component of freeware programs that can
be available on the Internet for download

It allows attacker to gather information about a victim or organization such as email addresses, user logins,
passwords, credit card numbers, banking credentials, etc.

Piggybacked software

Drive-by download i :
installation

Masquerading as

: Browser add-ons
anti-spyware

Web browser
vulnerability exploits
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Spyware: Spytech SpyAgent

SpyAgent Keystrokes Log Viewer - 9 entries
e Foemal i ke

®  Spytech SpyAgent allows you to monitor
everything users do on your computer

w |t provides a large array of essential computer et Eaeetim s e Eaviam daci T SRS

Zampan Securty Vanicaties
Birlaih bgpdgasd

monitoring features, website, application, b e g b s 18,3053 30153
Tepad

and chat client blocking, lockdown scheduling, FrcilFselFascmILAal
and remote delivery of logs via email or FTP

& %Ey#gent

[ B v Dptions Log Actons

Keyboard & Mouso Windows Yiowed Eragram Usage . Sorecnshols
T Akl ¥ Bl & i e by & randwriam Hﬂ e wEImi e by Remals Laj Dalivary I‘ﬂ (2 e ] *h-l Pl eaii] dedry.

.
Advanead Dplions

E:-ﬂlar-.1 .F-H;l_i:.'ln-;. FE atu res

Events Timefing Files. & Documents Camputer Uange
0 Sty Logged 0 Fig Brarns | egge 1 Sasssnre Lo

. e 2 See all keystrokes user type
a _..ﬂ -'T'J::lilIiLFJ.ﬂull-llﬂ ;

_msit!_!.lsuqt_:_ :
I Wi Loggod =" g st g

2 Reveals all website visits

Records online chat conversations

Babasics Amis

Start Monforin: Chick "Start Moniorng” i SEart Monitonng trate i :
bl =in See every email they send and receive

http:/fwww.spytech-web.com
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Spyware: Power Spy 2014

J Power Spy secretly monitors and records all activities on your computer

A It records all Facebook use, keystrokes, emails, web sites visited, chats, and
IMs in Windows Live Messenger, Skype, Yahoo Messenger, Tencent QQ,
Google Talk, AOL Instant Messenger (AIM), and others

F’l:] '.,'lll'El I- SF:]‘:'." '
facebook

Shee

asnus

-
Application:
ereCLited

=a P A —

http://ematrixsoft.com
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NetVizor 0 y  Activity Monitor
http://www. netvizor.net : http:/fuwwwesoftactivity.com

Remote Desktop Spy )| Child Control 2014

http:/fwww. global-spy-software.com ' hitp://www.salfeld.com

(®

Spector CNE Investigator Net Nanny Home Suite

httpeS v spectorcne.com http:/fwww. netnanny.com

&

REFOG Employee Monitor E SoftActivity TS Monitor

http: S wanw. refog.com f http:/fwww softactivity. com

Employee Desktop Live

Viewer
http:/fwww. nucleustechnologies. com

SPECTOR PRO

http:/fwww.spectorsoft.com

P I ]
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(Cont’d)

eBLASTER Ci Acho Filter for PC

http:/fwaw. spectorsaft.com F; 2 http:/fvwww.oobo-porn-filter.com

SSPro = SentryPC

http: v, gpsoftdev.org r http:/fwvwnwsentrypc.com

Imonitor Employee Activity

Monitor
http S v employes-monitoring-software.cc

Personal Inspector
http:/fwww.spyarsenal.com

Employee Monitoring 5 iProtectYou Pro
http: S wanw. employeemaonitoring. net http:/fwnnw. softforyou.com

OsMonitor " Spytech SentryPC

http/ wanw, os-monitor.com http:/fwww.spytech-web.com
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are: USBSpy

USBSpy lets
you capture,
display, record,
and analyze
F:jd,a S eERYADE data what is

Type Humber Reguest Type Ebpoed zoc. . Bewce Object BP Requ... BRP Skatus A |
i EI‘ s HT 18R il ALK _OR_INTERRLIPT TRA 0316083 LISRAN-6 ({aFFF OaF FFFEDD, STATUS_NOT SUPED | t ra n Sfe rrEd
= [ Inbell] § Serhec/ M08 Series Ehipact Family LISE {14 BULE_ SR INTERRUPT_TRA BB WSBPDO-6 (FFFw  GFFFFERG.  STATUS NOT SUPPG

\ISH Roet Huk IRP_MI_INTERMAL DEVICE_. - 1344133 LISBRDO-B 00FFF_  DFFFFEDL.  STATUS SUCCESS
D' b ‘:G; __" _ LR 3 BULE_QR_INTERRLIPT TRA_. 138033 LESSD B (faFFF SaFFFFEO0., STATUS HOT SUPRO
LIV Bt Ganaie LSS Hat RP_MI_INTERMAL DEVICE_. - { 236179 USERDO-A 0aEFF.  OuFFEREDD.. STATUS SUCCESS
@Y "ot No-device comnected VRE BULK_OR INTERRUPT_TRA.. 1836179 LISEPD0-6 (FFF.  OaFFFFEDCL.  STATUS MOT_SUPFQ
O7 Peeti Mo device connected IRP_MLI_INTERMAL DEVICE_ .. - 2348132 LISBRDOG (WFFE..  DuFFFREDL.. STATUS SUCCESS
EJR Part % LISE fregnrt Dmace LIER BULE_OR_INTERRLIPT_TRA d 238012 LISEPDED-F (D FFF ExFFFREDDL. STATUS NOT_SUPPO
n' T Part & Ma device comnested ' IBP b INTERKAL DEVICE . . 2802 LHEESG-A (PR OSRFPEPEOD.. STATUS SLCCELS
O0'7 Pert & Na device connected URE BULK_OR_IMTERRUPT TRA., [N 2BE02S \ISERDD-6E (FFF..  (wFFFREDD..  STATUS_MOT SUPPO
0 IRP_MU_MNTERNAL DEVICE .., - 372285 UUSEADO-6 (FFF.,. OuFFFFEDL.,  STATUS SUCCESS
Pt T LISH ki . B (1 1 BULE_OR_INTERRUPT_TRA-, 2JATIZES EEPDD -0 (RefFF..  DeFFFREDCL. STATUS MOT_SUPPD
avy S o e R 1 IRP_M)_INTERMAL DEVICE .. - 3868257 UUSBPDO-6 hFFF... OWFFFFEDL., STATUS SUCCESS
7 Pert & Na device connected T 13 BULK OR_NTERRUPT TEA . 1IN 1880387 LUSBPDO-6 (EFF_  faFFEREDG.. STATUS NOT SUPPO « |
n"_' Porl Mo desd g conmeoed »

L3
S OQw int i) 5 Sereec/ 1400 Serves Chipoet Family LB & v
= % USE Root Hub ROy R
CI# Por 1: Ganric USE Hubs
n'? Pert 1: Mo device cormecied

between any USB
device connected
to PC and
applications

[F5 Pest b USH mput Device

< .
2 Dovecas - Bgend | Rabrvers I e
- A HULK_OR_INTERRLFT_TRANSFER

Davace Marme Device Objact  Service
% USERDO-8  FRIFEDDOOMEF.. wnbhub 1 e B —
® {unnemed] FRFFECODIEOL. ACPI 0000 Rex: B0 Dec: 128 Bin 10000000 dscii 1
B _HIDOCDD.,, FRFFECOOODCA.  Hidisk BB 00 09 PO 0P 00 OO B0 OO0 U0 90 00 OO0 OO OO 00 00 Q0 00 OO
4 00 00 00 00 Fe Fé 2F 03 00 E0 FF FF 02 @0 00 00 @@ 00 00 00
D0 L% E0 0D 00 E0 FF FF 00 00 @0 00 00 00 0@ 00 @0 00 00 00
@0 00 DO DD 00 00 OO B0 00 GO OO0 00 OO0 O3 00 00 @0 0@ 00 DO

http://www.everstrike.com
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Audio Spyware: Spy Voice
Recorder and Sound Snooper

Spy Voice Recorder \SF | Sound Snooper

- Spy Voice Recorder records voice chat Voice activated recording
message of instant messengers, including
MSN voice chat, Skype voice chat, Yahoo!
messenger voice chat, ICQ voice chat, QQ
voice chat, etc. Radio broadcasts logging

File Help File Edit
02-04-2014 14:21:48.429 - Report:RegisterdsSowce(] - Ok
‘ 00:00:03.5 Start | Stop View Logs 02:04-2014 14:21:48.430 - Work :Init() - Ok

02-04-2014 14:21:48.430 - Work::SetwWorkDirectory[] - Ok
02-04-2014 14:21:48.430 - Paramelers:: Gelw sitTime(] - ent
]T aking a Call With Skype, or Yahoo Messenger 02-04-2014 14:21:48 430 - StdServFunc::SendPending(] - (
02-04-2014 14:21:48.430 - 5tdServFunc: EndSendPending
02:04-2014 14:21:48.431 - Bunning the service. ..

02-04-2014 14:21:48.431 - Work::Run{) started
02-04-2014 14 21:48.444 -W’aveﬂﬂ wavelnDpen D:-:FFFFF

Store records in any sound format

Conference recordings

http://www.sound-snooper.com
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Video Spyware: WebCam Recorder

WebCam Recorder
records anything such as:

Auto-detected image

Anidan IRA
il ot e
ALY

 conversations.
“%.m‘a‘%éxa:a%'sg’

from video
sites, e.g.
YouTube

Retty | | Use manual selection

Any video

playing on
desktop

http://webcamrecorder.com
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Cellphone Spyware: Mobile Spy

1

Mobile Spy records GPS locations and every SMS and logs every call including
phone numbers with durations and afterwards you can view real-time results
in your private online account

¥ Mabie Spy - Unine Dprap! Panel - Segriphons Montorng Sothasns - Wingows inlerat Epioeer
G v | B hHE i sees. mababe- iy comdmamiseunde php pages cafinoctEagno =SS ow =k
Filw Ede  Vies Fevorter  Tock  Welp

4 |8 Ml Spy - Onine Contiol Pansl - Smarphoos

@ LOB VIEWER | CRLINE CONTROL PANEL HOME  VIE
View Voice Call Logs

This lag contains 3k cals receivec oF dialed by the user.

& TOOLS ¥ i ‘
[E MOSILE TME 3
2007-04-20 220400 | 17004} B3OS0 ] 1 (502 304-3632
2007-04-20 1717100 | 1 (SRR E1Z207E | 1 (B0 2043827 Incoming D26
2007-04-20 083300 | (704} 295308 | - 1 02} 200-3432 Incoming . Unassmered
2007-04-20 073500 | (002 2093638 | 1 0602) 229-1133 Oulpaing Unaymesed
20070420 072600 | ¥ (B02p Z2FAR32 | | (302 2003003 inomng | ooT
HOT-R4-20 0FI00 | 8 (e .:?"l\-’]':‘_?‘.:.‘“l HeR) 20 againg ns
.2:15.‘4445 A0 £ REA5EDE | 1 B0 Ae-0EA2 In:um.nq |. Uinsaamesd
20070818 17 1180 | (B FERRTTAY | 1 o803 Ha-REAT Ingnmg L i ]
J007-04-10 R20E0G | A FE0X) 0 -3EER | 1 0802 20-5133 Dulgsng | L Gt !

et m s am o e | s s sk e | g sovn s saan

& ntamnat | Drztacied Lizder Or

— htfp:f;’mmv.phanesp Vsoftware.com
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Telephone/Cellphone Spyware

VRS Recording System FlexiSPY

http:/fwaww.nch.com.ou | : hittp: /S waw flexispy.com

Modem Spy = SpyBubble

http:/fwuww.modemspy.com = hittp:/fwwwe spybubble.com

MobiStealth Cell Phone Spy ¥ MOBILE SPY

httpe S wanwe. mobistealth.com — il http: A mobile-spy.com

SPYPhone GOLD StealthGenie

http:/fspyera.com hitp: Swww stealthgenie.com

SpyPhoneTap mSpy

http:/wanw, spyphonetap. com http: A wwnw.mspy.com
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GPS Spyware: SPYPhone

www.ethicalhackx.com EthicalHackx.com

SPYPhone software have ability to send events (captured data) from target
phone to your web account via Wi-Fi, 3G, GPRS, or SMS

Features

THE WORLDS LEADING MOBILE SPY SOFTWARE

| [ B R L] Served Tems 9 Prind

L : o[ e[ Sl .,IJ,..':\_-**_.'.;E

All Evants

See call i

histnry ImComing &
Ouitgaing (im
Miasad =

SM5

Incoming ea
Outgodng cay
Systemn

Messenger
Whats Apcp i
BEM 13
Facebook v

E-mail
I'm.'l.‘ullﬁlg m
Outgalng i
Lacation
Lo B0 14}

- e F BT :
Ao s e mer] Padis

=, Bdma
Asrondnsement Parm
-}

[

@

e
KRN seTETa P e

1oéma
Ammand saamant |

http:/fspvera.com
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. GPS Spyware @

EasyGPS y  ALL-in-ONE Spy

http:/fwaww. easygps.com . http:/fwwwe thespyphone.com

FlexiSPY ) Trackstick

http:/fwanw flexispy.com hittp:/ A trackstick.com

GPS TrackMaker Professional MobiStealth Pro

httpefwanwe trackmaker.com http:/funww. mobistealth.com

MOBILE SPY & 5 mSpy

httpe S v, mobile-spy.com [ http:/funnw. mspy.com

World-Tracker TracKing

httpefwanw, world-tracker.com http:/fuwww.spytechs.com

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com

How to Defend Against
Kevyloggers

Use pop-up blocker
Install anti-spyware/antivirus programs and keeps the signatures up to date

nstall good professional firewall software and anti-keylogging software

}ngnize phishing emails and delete them

'-; oose new passwords for different online accounts and change them frequently

‘Avoid opening junk emails

Do not click on links in unwanted or doubtful emails that may point to malicious sites
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How to Defend Against Keyloggers
(Cont’d)

Use keystroke interference software, which inserts randomized characters into every keystroke

Scan the files before installing them on to the computer and use registry editor or process explorer
to check for the keystroke loggers

Keep your hardware systems secure in a locked environment and frequently check the keyboard
cables for the attached connectors

Use Windows on-screen keyboard accessibility utility to enter the password or any other
confidential information

Install a host-based |DS, which can monitor your system and disable the installation of keyloggers
Use automatic form-filling programs or virtual keyboard to enter user name and password

Use software that frequently scans and monitors the changes in the system or network

Copyright & by EG-BOUNEI. All Rights Reserved. fReproducton is Stricy Prohibited.
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How to Defend Against Keyloggers
(Cont’d)

Hardware Keylogger Countermeasures

E T ’ Restrict physical access to sensitive computer systems

Periodically check all the computers and check whether there is
any hardware device connected to the computer

» Use encryption between the keyboard and its driver

Use an anti-keylogger that detects the presence of a hardware
keylogger such as Oxynger KeyShield
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Anti-Keylogger: Zemana
AntiL.ogger

0

J Zemana AntiLlogger

A 3 — ZEnManis
eliminates threats from Y e P —

keyloggers, SSL banker e O @ B~

Trojans, spyware, and
more

Protectien Consoke [ Anti-Keylogger : Enabled

h‘rﬂﬂﬂl‘lﬂ
s wmmmﬂﬁ :;lm'm
Features i antaom S aed o e By gt Secarty fomre oo

& SSL logger protection

.Han.n-;cn'-erlt Console
& Webcam logger |
protection

Key logger protection

Clipboard logger

pl’DtE'CtI'Dn Tral Expires in 15 Days
Register Now

Screen logger protection

http:/fwww.zemana.com
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Anti-Kevylogger

Anti-Keylogger i SpyShelter STOP-LOGGER

http:/fwww. anti-keyloggers.com I http:/fwwwespyshelter.com

PrivacyKeyboard 3 GuardedID

http:/fwanw. anti-keylogger.com hittp:/fwwguardedid.com

DefenseWall HIPS PrivacyKeyboard

httpe v softsphere.com http:/fwww. privacykeyboard. com

KeyScrambler : Elite Anti Keylogger

http/ S waw, gfesoftware. com ' I' Mmmmnim | http: v elite-antikeviogger.com

—

| Hate Keyloggers N CoDefender

http:/fdewasoft.com https:/fwanw. encossa. com
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How to Defend Against Spyware CIEH

Coriifbed B Ethical Hachar

Try to avoid using any computer system Adjust browser security settings to
which is not totally under your control medium or higher for Internet zone

e,
| 01 02

-

g_ Be cautious about suspicious emails Enhance the security level of the
and sites computer
T —————————

03 || 04

0 Update the software regularly and Regularly check task manager report
™ use a firewall with outbound protection and MS configuration manager report

l. 05 06
.

Update virus definition files and scan

Install and use anti-spyware software Wy
the system for spyware regularly

T TE—
07 A 08

LY
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How to Defend Against Spyware

#EthicalHackx CEH v9

(Cont’d)

orm WE__B surfing .

Do not use administrative mode unless it is necessary

Do not use 1|11 E Eife

Do not download free music files, screensavers, or smiley faces from Internet

 pop-upwindows web pages

Carefully read all disclosures, including the license agreement and privacy
statement before installing any application

- personal information
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Anti-Spyware: SUPERAntiSpyware

J  Identify potentially
unwanted programs and ﬁL
securely removes them

Rmcsss cprpaars, HOT jsst the EASY anes!

Detect and remove Spyware,

Adware and Remove
Malware, Trojans, Dialers,
Worms, Keyloggers,

Hijackers, Parasites, Rootkits,

Rogue security products and
many other types of threats

#EthicalHackx CEH v9

( thlll’EllnnuSmrware

Seannimg Prsgieo
O WINDOWS | ST S TEM A S TORSHELL DU

3.': Adware. Tracking Cookis [ 60 medns Fourd | “-u-mf lEems
2= Scanmed @ 555
|, PUPBProtecton [ 2 Wema Foand | Detected : o
' VraMD=11081640absrc=HP _ss&mnind=CECCAIBADBFDE
@ ‘SearchScopeskoProlectrDelauliScope [ [DICD1S4E-1326 : Regetiy [lome
i Cearnad @ RAM4

Detecied : 2

File lteme
Eramned BOiy

Distectied =

Thieats Detected

Elapsed Time : 00:02:57

() Fause scan . ) stop scan | €} cancei San ff'

By
g’
4

http:/fwww. superantispyware.com

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com

. Anti-Spyware

Kaspersky Internet Security

i,!ﬂiﬂ XoftSpySE Anti-Spyware Cil
{5 2 http:/fwww. paretologic.com ; b 2014
= hitp:/fwwav.kaspersky.com

;i'gﬁ‘ SecureAnywhere Complete

(=) Spyware Terminator 2012
I http:/fwanw, perx.com = 2012
| | hitp://www.webroot.com

/%  Ad-Aware Free Antivirus+ 3 \,, MacScan

o)
httpeSwanwe lavasoft.com k‘ﬂ" http://macscan. securenac. com

.

S

=

iy

Norton Internet Security () Spybot — Search & Destroy
http:/fin.norton.com - 3 http:/fwvwwsafer-networking. org

Malwarebytes Anti-Malware
PRO

http:/fwww.malwarebytes.org

SpyHunter

http. S wanw, enfgmasoftware.com
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CEH System Hacking Steps | C|EH

Coriifbed B Ethical Hachar

1 Cracking Passwords 2 Escalating Privileges

3 Executing Applications

5 Covering Tracks Penetration Testing

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com

Rootkits are programs that hide their presence as well as attacker’s malicious activities, granting them full access
to the server or host at that time and also in future

Rootkits replace certain operating system calls and utilities with its own modified versions of those routines that in
turn undermine the security of the target system causing malicious functions to be executed

A typical rootkit comprises backdoor programs, DDoS programs, packet sniffers, log-wiping utilities, IRC bots, etc.

Attacker places a rootkit by: ﬂ” Objectives of rootkit:

Scanning for vulnerable computers & To root the host system and gain
and servers on the web remote backdoor access

To mask attacker tracks and presence of malicious
applications or processes

Installing it on the public computers or corporate To gather sensitive data, network traffic, etc.
computers through social engineering from the system to which attackers might be
restricted or possess no access

Wrapping it in a special package like games

Launching zero day attack (privilege escalation,

buffer overflow, Windows kernel exploitation, To store other malicious programs on the system
etc.) and act as a server resource for bot updates
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Types of Rootkits

Hypervisor Level
Rootkit

Acts as a hypervisor and
modifies the boot sequence of
the computer system to load
the host operating system as a
virtual machine

Boot Loader Level
Rootkit

Replaces the original boot
loader with one controlled by
a remote attacker

#EthicalHackx CEH v9

Hardware/Firmware
Rootkit

Hides in hardware devices or
platform firmware which is not
inspected for code integrity

Application Level
Rootkit

Replaces regular application
binaries with fake Trojan, or
modifies the behavior of

existing applications by injecting

malicious code

EthicalHackx.com

Kernel Level
Rootkit

Adds malicious code or
replaces original OS kernel
and device driver codes

Library Level
Rootkits

Replaces original system calls
with fake ones to hide
information about the attacker

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Code section .

Call FindNextFile

Import data section
FindMextFile: 0xE7654321
Kernel32 dil
OnB7654321:FindMNextFile code

www.ethicalhackx.com

How Rootkit Works

Code section ...

Call FindMextFile

Import data section
FindMextFile: Ox87654321
Kernel32 dil

0x87654321-FindMextFile ««fosf..

Rootkit code:
k930045123 MyFindNextFile

EthicalHackx.com

C|EH

Coriifbed B Ethical Hachar

Rootkit replaces first 5
bytes of code with

jmp

0x90045123

Process 2
Direct Kernel
Object
Manipulation
(DKOM)

Unique process ID | Unigue process ID

ActiveProcesLinks

LIST ENTRY { LIST ENTRY { ' ~Jl|  LIST ENTRY{
*FLINK _ *FLINK
*BLINK  } T~ & g *BLINK  } | ! -

Process ldentifiers |

ActiveProcesLinks ActiveProcesLinks

| Process Identifiers | Process Identifiers

Before rootkit infection After rootkit infection

DKOM rootkits hide a process by unlinking it from the process list
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Rootkit: Avatar

pParanEler = COnmec
iF '[l'ul anpter
&b (Rllocationsize Not
'R} LetCurrentPrrocessi ),
Htal locatelirtea 1Hemorg (w1, RBasefddress, @, BAllocationd ize, EcAilbu, Bxhfu) >= @)
L (WF = Basedddress,
nencpy | Basefddress, Ldword_ 18000000, DxiBu),
w2 + Bx18) ={Edword_1000RI0D « B8],
nepset (fasefddress + 19, hyte 1RBOA31R, RxEfu),
|_1h|:'MJ_I'-11r__n-chr!il grl_krr’nnl_ﬂujm.'ll,]: = B} )

hbanile reabeEosnbif 8 &0 -
vl = Createihread(f, o, 'Iriuqn.-rjllﬂl'lI'I.IJl.l_jrlLt-.sH‘l.rI]uvrm'.;'[l:-._ LpParameler, &
etihreadriorityfwl, 15%);
F:~-I|I||.I|I||_|r!| = W
lesune Thiead {wd ) g
do
{
uhi = {HalbdspatchTable oFfset + b);
us = GetCurrentProcess();

it USES a driuer TnfE(-tIDn .-l"l = HtReadUirtualHe I‘||'|l'5l|:'.l‘-. whi, Tudwar ﬂ_1 DOBAERL , 4, GReEurnl it hjg
technique twice: the firstin t S e LR
B ui Bms_exc.oregistration;
gots LABEL h;
dropper so as to bypass y . 3
detections by HIPS, and the
second in the rootkit driver fe

surviving after system reboo

(HalbispatchTable_offset + h);
= GrEGurremtProcesst )
HetriteUir tualMemorg(wd, of , BHwFfer, bu, EwiS);
if [ oword 1000RERE
£

The infection technique is P e
X =k et ¥ -
restricted in its capability (by }
i = g whlile ( v9 € @ )3
code signing policy for kernel- etEvent {hilandle) ;
o thrh'll'_lrl[rl.lh'\.la!Fr ofile{ProfileTotalls sues . Rinkevual);
mode modules) and it works ClaseHanile(ud);
e _exc.registration. Trylevel Uk FFFEFFF 5
w1l = hDbject:
n"w on xﬂs mms élg _:.Ih:F_-ﬁ.|IJ|'_|_|._a|_-1;|-_

result CloseHandle{o1@):
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Rootkit: Necurs

: ; . 2def struc scursCmd
J Necurs contains backdoor functionality, i FEURERHEOREELIN

allowing remote access and control of the BYTE Reserved;
- DWORD CmdLength;

infected computer DWORD Keyl; //Prebuild keyl
; : s s DWORD Kew2; ~»Prebuild keyZ

It monitors and filters network activity and DWORD CmdBuffer;

has been observed to send spam and install

rogue security software

eax, [ebp+CmdBufferLength]
pax ; OUT_BufLen
eax, [ebp+CmndBuffer]

It enables further compromise by providing eax OUT_Buf

: g 9CA1E108h Skey?2
the functionality to: OAFES991Bh skey1

bHecurs_CmdSearchh

-~ Download additional malware

HTTP POST J118/
— Hide its CGITIFIDI"IEI'ItS HyperText Transfer Protocol
¥ POST Sis/host.aspx HTTP/L.1%r\n
content-Type: application/octer-streamirin

— Stop security applications from functioning HoST ! ki Com\r

5 Content-Len
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Rootkit: Azazel

Anti-debugging

Avoids unhide, Isof, ps, |dd detection
Azazel is a userland
rootkit written in C based
off of the original
LD_PRELOAD technique
from Jynx rootkit

Hides files, directories, and remote connections
Hides processes and logins

PCAP hooks avoid local sniffing

PAM backdoor for local and remote entry

Log cleanup for utmp/wtmp entries

LOmMmaIOIC=Ppmm

Uses xor to obfuscate static strings

git clone

LD_PRELOAD=flib/libselinux.so bash -|
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Rootkit: ZeroAccess CIEH

Coriifbed B Ethical Hachar

ZeroAccess is a kernel-mode rootkit which
uses advanced techniques to hide its

presence J  If running under 32-bit Windows,

It is capable of functioning on both 32 and | it will employ its kernel-mode
64-hit flavors of Windows from a single ' rootkit. The rootkit’s purpose is to:
installer and acts as a sophisticated

delivery platform for other malware

€ Hide the infected driver on the disk

IRSLRIFT exe

& Enable read and write access to the
encrypted files

WU dcac s el Wwprochack
i s HiNwprochack.exe Evaryone

€ Deploy self defense

HTS_REQUIRED

. . J  The payload of ZeroAccess is to connect to
E_ LI3 - :
LERERD_ATTRIBUTES a peer-to-peer botnet and download
further files
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. Detecting Rootkits

Signature-Based
Detection

Heuristic/Behavior-
Based Detection

Runtime Execution
Path Profiling

Cross View-Based
Detection

#EthicalHackx CEH v9

It compares a snapshot of the file system, boot records, or memory with a
known trusted baseline

This technique compares characteristics of all system processes and executable
files with a database of known rootkit fingerprints

Any deviations in the system’s normal activity or behavior may indicate the
presence of rootkit

This technigue compares runtime execution paths of all system processes and
executable files before and after the rootkit infection

Enumerates key elements in the computer system such as system files, processes,
and registry keys and compares them to an algorithm used to generate a similar
data set that does not rely on the common APls. Any discrepancies between these
two data sets indicate the presence of rootkit
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Steps for Detecting Rootkits

Run"dir /s /b
/ah"and "dir /s of WinDiff on the
/b /a-h"inside | /R two sets of results
the potentially g to detect file-
infected OS and save

hiding ghostware
‘same drive and (i.e., invisible

save the results inside, but visible
from outside)

the results

#EthicalHackx CEH v9
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How to Defend against Rootkits

Reinstall OS/applications Educate staff

Well-documented automated
installation procedures need to
be kept

Install network and host-based
firewalls

Perform kernel memory
dump analysis to determine
the presence of rootkits

Ensure the availability of trusted
restoration media

a

#Ethi x CEH v9

Harden the workstation or Update and patch operating
= www.ethicalhackx.co = . EthicalHackx.c

ol server against the attac systems and applications

e & ®
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How to Defend against Rootkits

e

#EthicalHackx CEH v9

(Cont’d)

Verify the integrity of system files regularly using cryptographically strong digital
fingerprint technologies

Update antivirus and anti-spyware software regularly

Avoid logging in an account with administrative privileges

Adhere to the least privilege principle

Ensure the chosen antivirus software posses rootkit protection

~N

Do not install unnecessary applications and also disable the features and
services not in use
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Virus Removal Tool Rootkit Buster
http:/ A sophos. com ; http:/fdownloadeenter.trendmicro.com

Hypersight Rootkit Detector | F-Secure Antivirus

http:/fnorthsecuritylabs.com I | http:/funwwe f-secure, com

Avira Free Antivirus 7| WinDetect
http: /A wasaw, avira.com 3 http:/fwww free-anti-spy.com

SanityCheck | TDSSKiller

http:/fwanw resplendence. com http:/fsupport. kaspersky.com

GMER L or| Prewx

http:/fwan gmer.net L | http: S wvnwe previ, com
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NTEFES Data Stream

=

Inject malicious
code in the existing file

Existing File NTFS File System

: —_—
02 ‘:B

NTFS Alternate Data Stream ADS is the ability to fork ADS allows an attacker
(ADS) is a Windows hidden data into existing files to inject malicious code
stream which contains without changing or in files on an accessible
metadata for the file such as altering their functionality, system and execute
attributes, word count, size, or display to file them without being

author name, and access and browsing utilities detected by the user
modification time of the files
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How to Create NTFE'S Streams

Notepad is stream compliant application

& Launch ¢:\>notepad myfile.txt:lion.txt %

2 (lick "Yes’ to create the new file, enter some data
and Save the file

@ To view or modify the
stream data hidden in step - ! @ launch c:\>notepad
1 and 2, use the following myfile.txt:tiger.txt

commands respectively: o !
P Y & Click "Yes' to create the new

notepad myfile.txt:lion.txt file, enter some data and

Save the file
notepad myfile.txt:tiger.txt

& View the file size of myfile . txt (It should
be zero)
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NTFS Stream Manipulation

i Move the contents of
Location '3:\. Trojan.exe to Readme.txt > : Location C:\

N =
. (w

Trojan.exe (size: 2 MB) Readme.txt (size: 0)

To move the contents of Trojan.exe to Readme.txt (stream):

C:\>type c¢:\Trojan.exe > c:\Readme.txt:Trojan.exe

To create a link to the Trojan.exe stream inside the Readme.txt file:

C:\>mklink backdoor.exe Readme.txt:Trojan.exe

To execute the Trojan.exe inside the Readme.txt (stream), type:

C: \>backdoor

Copyright © by EG-Counell. All Rights Reserved. Reproduction is Strictly Prohibited.
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How to Defend against NTE'S
Streams

EthicalHackx.com

To delete NTFS streams, move the suspected files to FAT partition

Use third-party file integrity checker such as Tripwire to maintain
integrity of an NTFS partition files

Use programs such LADS and ADSSpy to detect streams
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NTFES Stream Detector:
EH
StreamArmor b

T Eiigeny
bk sy

Stream Armor discovers hidden Alternate
Data Streams (ADS) and cleans them
completely from the system

e

ol lnmum Pk Path

B e s el S
Fam B b rre rveen
Esem Pir b riizes Sacmms
Eirdere U B bemed
Ll S e B St
Urferrwer Caare By dorvat
Lk ne s Thmir= P Gy
Wt g e

e e e Pl K -

W mpeey  CarmeEd
B Sereck | 9L gk, 11007 e
| Dl tmae - O ey O i 2 e

[

dpamwma

Vel Sranzen Vel 'nid

T

al
EECEELECLCOLE

i i Pl bl Pl T o iy L
e P M TS STeem L Programess TENE.OF 1407 128
Eanx B o i Shrmoem Ly IR 2] L Pregraelafe TEMP.ERTHCAD
s B L LR TeEE Syl g W R

SECURITY

L MFJBEC REEEARCH

http://securityxploded.com
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. NTEFES Stream Detectors

#EthicalHackx CEH v9

ADS Spy

http:/fwne merijnnu

ADS Manager

http://dmitrybrant.com

Streams
http:/ftechnet. microsoft. com

AlternateStreamView
http:/fwanw nirsoft.net

MNTFS-Streams: ADS

manipulation tool
http:/fsourceforge.net

www.ethicalhackx.com EthicalHackx.com

Stream Explorer

http:/ /v rekenwonder.com

ADS Scanner

http:/ v, pointstone.com

ADS Detector

http:/fsourceforge.net

GMER

http:/fwwnw.gmer.net

HijackThis

http:/ffree.antivirus. com
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What is Steganography?

Utilizing a graphic image as a cover is the most popular method to conceal the

data in files

Attacker can use steganography to hide messages such as list of the compromised
servers, source code for the hacking tool, plans for future attacks, etc. \

Cover Medium

EC-Council “Hackers F : EC-Council “Hackers
are here. Whereare  J----=--venveesd Stego Dbject sssesnesssseens Dl are here. Where are
Extracted you?”

you?" Message to be
embedded Message
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Classification of Steganography (C|EH

Technical
Steganography

#EthicalHackx CEH v9

Cortiffed § Evhlesl Hachar

Linguistic
Steganography

Semagrams

: V Null Cipher
Sl R
N/ Grille Cipher

Visual , Covered oo
Semagrams Ciphers

Text . : Jargon __
Semagrams Code
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Types of Steganography based

www.ethicalhackx.com EthicalHackx.com

CEH

on Cover Medium | pominie

Audio
Steganography

DVDROM
Steganography

#EthicalHackx CEH v9

Image
Steganography

White Space
Steganography

Natural Text
Steganography

[abecd

| efgh
ijidm
nop |

Document Folder Video
Steganography Steganography Steganography

Web Spam/Email
Steganography Steganography

Hidden OS C++ Source Code
Steganography Steganography

5
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Whitespace Steganography Tool:
SNOW

The program snow is used to conceal messages in ASCII text by appending
whitespace to the end of lines

t is detected

C\Windows\system32\cmd.exe

C:\Useps\C\Desktoprsnwdos322>snow —C —m "My swiss bank account number is 45656684
12263" -p "magic" readme.txt readme2.txt
Compressed by 23.37%

essage exceeded available space by approximately 526.67%.

n extra 8 lines were added.

C:x\UserssChDesktopssnwdos32 >

W

http:/fwww. darkside. com.au
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Image Steganography CEH

Cortiffed § Evhlesl Hachar

In image steganography, the information is hidden in image files of different
formats such as .PNG, .JPG, .BMP, etc.

Image steganography tools replace redundant bits of image data with the message
in such a way that the effect cannot be detected by human eyes

Image file steganography techniques:
Least Significant Bit Insertion
Masking and Filtering

= Algorithms and Transformation

]

4
;—'-'_.i

P °

—
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Least Significant Bit Insertion

The right most bit of a pixel is called the Least Significant Bit (LSB)

In least significant bit insertion method, the binary data of
the message is broken and inserted into the LSB of each
pixel in the image file in a deterministic sequence

Modifying the LSB does not result in a noticeable difference
because the net change is minimal and can be indiscernible
to the human eye

Example: Given a string of bytes

< 00100111 11101001 11001000) (00100111 11001000
11101001) (11001000 00100111 11101001)

' The letter “H" is represented by binary digits 01001000.
To hide this “H" above stream can be changed as:

00100110 11101001 11001000) (00100110 11001001
11101000) (11001000 00100110 11101001)

. To retrieve the " H" combine all LSB bits 01001000

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Masking and Filtering

Masking and filtering techniques are generally used on 24 bit
and grayscale images

The masking technique hides data using a method similar to
watermarks on actual paper, and it can be done by modifying
the luminance of parts of the image

Masking techniques can be detected with simple statistical
analysis but is resistant to lossy compression and image cropping

?é‘\u The information is not hidden in the noise but in the significant
, areas of the image

i’
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Algorithms and Transformation

J Another steganography technique is to hide data in mathematical functions
used in the compression algorithms

J The data is embedded in the cover image by changing the coefficients of a
transform of an image

J For example, JPEG images use the Discrete Cosine Transform (DCT)
technique to achieve image compression

Types of transformation techniques

o Fast fourier transformation

i: 2 Discrete cosine transformation

@ Wavelet transformation

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Image Steganography: QuickStego

4 J QuickStego hides text
in pictures so that only
other users of
QuickStego can retrieve
and read the hidden

EZ ciure, Image, Phabo File Slegansgraphy i'-.'-'=--.'
Secret FiE St g creo mase [ orerr |
The text message 5 now hdden in image. | “

| _ |

http://quickcrypto.com
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Image Steganography Tools

Hide In Picture Lo € OpenStego
http://sourceforge.net . http:/fwww.openstego.info

PHP-Class

StreamSteganography
http:ffwww phpclasses.org

gifshuffle

http:/fwanw dorkside. com. au

CryptaPix Red JPEG

httpe/fwnanwe briggsoft.com http:/funww. totalemd. net

ImageHide - () Steganography Studio

http:/fwasne doncemammoal.com o http:/fstegstudio.sourceforge. net

OpenPuff Virtual Steganographic

http:/fembeddedsw.net Labnrat ory {US L}
http://fvsl. sourceforge.net
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Document Steganography: whStego

-|-_.‘.I
"

i .? Q;,.(r‘“; =
& o -

e

A
Steg Tool : Steg Tool

ﬁ 5 - g “.-" Document Files
| B YIS T] T IEEEEEEEEREE t‘
-s.-_fr'\\?i Ty :

Information Information

The whisteqod Wizard will guide you step by step through
codingfdecoding
7 ‘With wioSe god vou ane able ta hide any files i a camer ile

(*BMF. * T=T. “HTM.* POF) withowt changing these camer files

| optically.

r’;j I s Sk Hyou are famibiar wath the way the program works you can usa
G | *2 ol 1:12 rl:_:m'chcrl-h'lnde to make all sefings in an owvensew
Hirwasmdbomet
™M
Help

Wigard  Seltings  Help mt"q ﬂ

Exit
Elowchast - Mode |

Confinue >

Baleot inpitand oltpal data
http://whstego.whailer.com
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Document Steganography Tools

5]

#EthicalHackx CEH v9

Office XML

http:/fwunirongeek.com

Data Stash
http: /A skyjuicesoftware.com

Xidie Security Suite
httpe/fwanw stegano. ro

Hydan

http:/fwasnw crozyboy. com

Steg)

http:/fstegj.sourceforge.net

StegoStick

http:/fsourceforge.net

SNOW

http:/fwww darkside.com.au

TextHide

http:/funwwe texthide.com

Camouflage
http:/feomoufloge. unfiction.com

Texto
http: S www.eberl.net
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Video Steganography CIEH

Cortified § Erhical Macker

Video steganography refers to hiding secret information into a carrier video file

In video steganography, the information is hidden in video files of different formats
such as .AVI, .MPG4, WMV, etc.

Discrete Cosine Transform (DCT) manipulation is used to add secret data at the
time of the transformation process of video

The techniques used in audio and image files are used in video files, as video
consists of audio and images

A large number of secret messages can be hidden in video files as every frame
consists of images and sound

Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Video Steganography: ClER
OmniHide PRO and Masker ik i i

OmniHide Pro hides a file within another file. Any Masker is a program that encrypts your files so that a
file can be hidden within common image/music/ password is needed to open them, and then it hides
video/document formats. The output file would files and folders inside of carrier files, such as image
work just as the original source file files, video, program or sound files

CmnHide Pro Trial v1.0

- File Actions Options Help
ompi
ll I Hide your data from those prying eyes 1_}' ::'{‘IJ' .ﬂ’ T,
Bads

olfers

O bide  Roorem | fsitogs | O Pl | Mo | EiE L] 1\”.!11

Carrier File - Hiding Place H

MaakFila c Storelimagesioabg g
The files and lolders will be hidden inside of the camer file
Casmar files are: pictureds, videos. programa and sound fles.

Locate the carrier file:
T:: Program Files (--'.'E:{_'f_i-ab'- arzhbb.dil
CIMindcwaTWanSlasimagssioabg_Owl jpg ¥ - B Browse. .,

Vi coreesind ble whan complale

nttp:/fomnihide.com http://www.softpuls.com
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Video Steganography Tools

#EthicalHackx CEH v9

Our Secret
httpe /A securekit.net

RT Steganography

http:/fristegwiden. sourceforge.net

Max File Encryption

http:/fwaaw softeza.com

MSU StegoVideo

http:/fwanw, compression.ru

BDV DataHider

http: v, bdvnotepod.com

StegoStick

http:/fsourceforge.net

OpenPuff
http:/fembeddedsw. net

Stegsecret
http:/fstegsecret.sourceforge. net

PSM Encryptor

http: S www. programsbase. com

Hidden Data Detector
http:Sfwww. digitolconfidence.com
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Audio Steganography

Information can be hidden in an audio file by using LSB or by using frequencies that
are inaudible to the human ear (>20,000 Hz)

Some of the audio steganography methods are echo data hiding, spread spectrum
method, LSB coding, tone insertion, phase encoding, etc.

ﬁ
; @ # Audio Files

Audio File :

\ o
? I.""41,.
(‘_\ ~ 't,.
_.a"\.a'-

e Steg Tool Stego Object Steg Tool

Information Information
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Audio Steganography: clEn

DeepSound b v

2 © @ & @

Reload Addfiles Encode Extract secret fils Settings Help

] DeepSound hides secret

data into audio files -
wave and flac

Camier audio files : Secrot files in 01 Track 1.wav
=HEr D) Secred fils nama | .
- SRECYCLEBIN s It enablles E)(‘.Eral:tlng
oy [ —— secret files directly from

DeapSoundFiles
Fi = .
L e %.| indesasOct. o audio CD tracks
Waw X | Hey32 png .
B101 Track | v R r——— DeepSound might be
* 01_a_prophec Sngs24, .
02 Track 2w ENcOde secretfiies 13 b used as a copyright
03 Track 3w Extroct secret files 74 marking software for
DT k4 . o
ik B wave, flac, and audio CD

05 Track &.wav

08-Dopisy_16bStereoway
MonoSbit.wav It also supports

Mono8bitNad1MB.wav i o
MonoBbitPod 1MB e encrypting secret files

SAM_1506, WAV using AES-256 to
Stereclbitway
&« 1 Track 1.wav
F 06_soulcrusher-nge.flac ]

Free space lor secret files 21.050 MB (22072852 Bytes) imprﬂue data prote

£

[ﬂuiputdlremry: DiADeepSoundFilesh NormalCQuality Encrypt disabled . besss

hitp://jpinsoft.net
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Audio Steganography Tools

Mp3stegz CHAOQOS Universal

http:/fmp3stegz. sourceforge. net i & http:/fsafechaos.com

MAXA Security Tools SilentEye

http:/fwnanw, maxa-toals.com http:/funww.silenteye.org

BitCrypt | QuickCrypto

http:/fhitcrypt.moshe-szweizer.com 3 http:/fwnnw, quickerypto.com

MP3Stego =7 CryptArkan

http:/fwanw petitcolas.net http:fwwwe kuskov.com

Hide4PGP . | StegoStick

http:/fwan heinz-repp.onlinehome. de [ http:/fstegostick. sourceforge. net
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Folder Steganography:
Invisible Secrets 4

Folder steganography refers to hiding secret
information in folders

A ¥visiBIL.®X | Support || Tell aF

I nvisible Secrats 4

Files  Popup Message

Salack the files you want to include in the self-decrypting package:
(You can add files by droppeng them on this §st). Chick NEXT to continue. ..

Mame Type Full Path
] awards html HTML Document  C:\alna\WEESITE),
* Rt Pl E el -Oupcrpt g P by &md-: g RODGee PEGT,.. C-\aknaiWEBSITE),
¥ Derrppt Tiles i ! ) 1
» fipen CrypHhoard ;irnaﬂ-dwt 24 Crypted Fia Celalina\WEBSITE  Templates’,
- I imain. deit DwiT File Co) alina\ WEBSITE| Tamplates|
FInan.css Cascading Styls C:\ Sina\ WEBSITE),
Tymain. css.isc Crypted File C:|aling\WEBSITE),

-
Yo
] i‘. = - '& sipport. jpg ACDSEe PEGL..  C:\abns|WEBSITE)
g 5 < L4
ey

Lu Add Files ]‘__] F.ddfn!der-x.l; b Piemove ||HCr\_.l|:t!:oad|

+ Ghired Files = IP-to-1P

= Locked Appdicationg
> Deslroy Ebordet Traces Secure Password Tracsier

» Lt ke Seltings

teed | [ metd | | Pren | [ 56 cose |

http:/fwwwe invisiblesecrets.com
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Folder Steganography Tools

#EthicalHackx CEH v9

Folder Lock

http: /A newsoftwares. net

A+ Folder Locker

httpe/fwaana giontmatrix. com

Toolwiz BSafe
http:/fwaa toolwiz.com

Hide Folders 2012

http:/ffspro.net

GiliSoft File Lock Pro

http:/fwaanwe gilfsoft.com

Universal Shield

http:/funnw. everstrike.com

WinMend Folder Hidden

http: S wwwwinmend. com

Encrypted Magic Folders

http:/fwww. pe-magic.com

QuickCrypto

http: S wwwe quickerypto.com

Max Folder Secure
http: v maxfoldersecure.com
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Spam/Email Steganography:
Spam Mimic

P
= I BTTD )
Pt o
(r 73 Pl F
ofalr,
Encode

) Wi
Enter patllig short seorat THCSRRPE: siw 7 deccion [Zap this messagn intn your malber

1E4E25E006 " : g iy _\ bt e s bt ati| o < Hck on Sovad)

Alternale encodings

#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com

Steganography Tools for
Mobile Phones

Steganography Master Stegais SPY PIX

STEGAIS
Welcome to

STEGAIS

our steganagraphy software for now

You can choose what type of message you want to
hide inside image:

.5.4__
CTEGANOGRAPHY S image
MmAcTCA ot TS

E'r :,'ITII._l Can gl!} i .’F_'"u'Eal thE rnu:-s.s..age- Fn:-r'.'l ',u:-l_.r
image:

Reveal the Message

For settings about email sending service tap here:

Please read important information about usage and
hiding messages into images:

o ][ | en]

THE DARKMESS IS DEEPES UMDER THE LAMP

) 'H

https://play.google.com http.//stegais.com http://www.juicybitssoftware.com
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Steganography Tools for
Mobile Phones (Contq)

Pocket Stego . StegoSec
http:/Awun taliva.com Y http:/fcsocks.altervisto.org

Steganography Image StegDroid Alpha

https://play.google.com R http:/fuww fommedley.com

Da Vinci Secret Image (™) Secret Letter
https:/fplay. google.com : https:/fplay.google.com

Steganography Application - Steg-O-Matic

https://play.google.com 41 http:/fstegomatic.com

Pixelknot: Hidden Messages - i' Secret Tidings

https:/fouardionproject.info https:/fplay.google.com

i
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. Steganalysis

. Steganalysis is the art of discovering and rendering covert messages using steganography

Challenge of Steganalysis

| | @
—II ; I |
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Steganalysis Methods/Attacks
on Steganography

Attacker compares the
Only the stego object is : et stego-object and the
available for analysis cover medium to identify
the hidden message

This attack generates stego
Attacker has the access to objects from a known

the stego algorithm, and - ; message using specific
both the cover medium Known-stego TR R SN steganography tools in

and the stego-object ' : order to identify the
steganography algorithms

Attacker has the access to Attacker has the access to
the hidden message and Known-message Chosen-stego the stego-object and
the stego object stego algorithm
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Detecting Text and Image
Steganography

- N4

J For the text files, the alterations are J The hidden data in an image can be
made to the character positions for detected by determining changes in
hiding the data size, file format, the last modified

J The alterations are detected by timestamp, and the color palette

looking for text patterns or pointing to the existence of the hidden
disturbances, language used, and an data

unusual amount of blank spaces Statistical analysis method is used for
image scanning
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Steganography Detection Tool: CIEH
Gargoyle Investigator™ Forensic Pro | .. |. ..

Gargoyle Investigator™ Forensic Pro provides inspectors with the ability to conduct a quick search on a given
computer or machine for known contraband and hostile programs

Its signature set contains over 20 categories, including Botnets, Trojans, Steganography, Encryption, Keyloggers,
etc. and helps in detecting stego files created by using BlindSide, WeavWav, 5-Tools, etc. steganography tools

Scan Rasults

a ¢ TSNS PRI . e # K o4 B B i
" | Cannmed
oty | LI TRTE | JRR - S I | T 1 A |
________________________.| :

AORCEEC Lokl kel |

ATNGEOC L A A

http://www.wetstonetech.com
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Steganography Detection Tools

Kstegsecret ) StegAlyzerSS

http:/fstegsecret. sourceforge.net . http:/fwnwnw. sarc-ww. com

Stego Suite Steganography Studio

http:/fwana wetstonetech.com http:/fstegstudio.sourceforge. net

Virtual Steganographic
Laboratory (VSL)

http:/fvsl.sourceforge.net

StegAlyzerAS

http:/fwana sarc-wae. com

StegAlyzerRTS i 5 Stegdetect

http:/fwaana sarc-wv.com http:fwww outguess. org

StegSpy ImgStegano

http:/fwaana spy-hunter.com : http:Sfwwwl. chapmaon. edu
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CEH System Hacking Steps

1 Cracking Passwords 2 Escalating Privileges

3 Executing Applications 4 Hiding Files

6 Penetration Testing
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Covering Tracks CEH

Cortiffed § Evhlesl Hachar

Once intruders have successfully gained administrator access on a system, they
will try to cover the tracks to avoid their detection

Gained
administrator sssssssss)
access

{--------- Cover Tracks

Target User

Attacker uses following techniques to cover tracks on the target
system

€ Disable auditing
€@ (Clearing logs

@ Manipulating logs
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Disabling Auditing: Auditpol

| 4 Intruders will disable auditing
.' immediately after gaining
administrator privileges

. At the end of their stay, the
intruders will just turn on
auditing again using
auditpol.exe

http://www.mlcrosoft.com
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Clearing Logs

If the system is exploited with the Metasploit,
attacker uses meterpreter shell to wipe out
all the logs from a Windows system

Attacker uses clearlogs.exe utility to clear the
security, system, and application logs

roat@hali =

Uidstram
[T T

Succezs The log baz: been cloared

http://ntsecurity.nu
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Manually Clearing Event Logs

Windows Linux

@ Navigate to Start = Control Panel > System Navigates to /vaxr/log directory on the
and Security = Administrative Tools = Linux system

double click Event Viewer Open plain text file containing log messages

@ Delete the all the log entries logged while with text editor /var/log/messages
compromising of the system Delete the all the log entries logged while
compromising of the system

ait
Rie  &cties  Veew  Hilp

jm iy H
6] Evere Vo fLocal) dpplicadica Mumberof ssents 000 ;hﬁu;-.n.
—_ ]

e L;Z:':'I.r:'.ll.l;;'.\l'_lil'll'. o Potpand T Gouroe &y LUl | Appiacaton
& Ly Wimdigws Logs l firtormabon SH/008 118, Locatw 20 Cipen Saved Lo.
B Apkrsina iinfermaticn i 18, Locelsa.- 20.. |
[ Secusing (hiormalin ? Locate
ftup Ldiformation 301 3004 B, Cugn
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Ways to Clear Online Tracks

- Remove Most Recently Used (MRU), delete cookies, clear cache, turn off =
AutoComplete, clear Toolbar data from the browsers é )

Privacy Settings From the Registry
in Windows 8.1 in Windows 8.1

@ Click on the Start button, choose & HKCU\Software\Microsoft\
Control Panel - Appearance and Windows\CurrentVersion)|
Personalization = Taskbar and Start Explorer and then remove the key
Menu for “Recent Docs”

Click the Start Menu tab, and then, Delete all the values except
under Privacy, clear the Store and "(Default)"

display recently opened items in the

Start menu and the taskbar check

box
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Covering Tracks Tool: CCleaner

. CCleaner is system optimization and cleaning tool

It cleans traces of temporary files, log files, registry files, memory dumps, and
also your online activities such as your Internet history

o Terporey i-ieet Pied
¥ HEDY
o Dy

o L pa Dmvrined Lot atem

oo Lipaicer

o At Dooumenly
! Pl (i Start ey
o Ottt Exgiorer ML
o Thumirad Cache

o Taskber Yoy Lmix

Syabem

Ld '-'\l:'.-'ﬂl,h:,.;h!p.
¥ Torponary Figy
| Ciptsiara
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Covering Tracks Tool: MIRU-Blaster

MRU-Blaster is an application for Windows
that allows you to clean the most recently
used lists stored on your computer

It allows you to clean out your temporary Scan Dptions

- . T hefkcrvmmg deers [t wiisr pegques] e been added i s mection fo alow you o pesmanently
lntEi’nEt flIES Eﬂd CDDklEE onole Ihmnl'.xu1'l'i5.':ﬁ.rr_.li.crr|hdls cheched belos vl be scanned

Lot uarpy Ao puaer maal) o e el & o

€l

Micrasolt Dfice MBL lems

‘Windows: Stream MALI |
‘windows Find/Sesich MALU:
‘Windowt "Recent” foude(s] il |
Warious Exin Srgle MAU tems 7
Wfmdiows Mebwork |bems

QuatoPio MEL ems

Initall Locahons MAL

¥ et Exploer Typed URLY
Windows "HAun.., " Dialog MALI
Googls Tools Hishory

Flesuts: ¥ Mzl Offica "Recant’ loldafz)
Tolad lems Dretected 457

g 4

4l

Windows Llpeefaget MALI:
 windoves - Dpena/ith MAU [pot) - MAIN ¥ Macrasolt Regedt MALU:

| Windowes: - Dperialith MBU [ppl') - a
) Naiincoves - Diperiwith MRU [TIF'] - MAIN WordPedact MAL lteme

« Windows - Dperin/ith MBLU [TIF) - a v Coeel Prasentaions MAL Rems
» Windows - Dperiv/ith MRU [u) - MAM r — g ; )
it .0 b MRU [if) - Uneeadbd sl Count f/in *F Logonl 7| Customize Motiications Past hems 2|
» Windows - Dpariafith MAU [ - b WS Vigual Shudio 6.0 MPL Reme R Windows: Operisin MR
v Windoves - Operie/ith MRL [Tat]) - ¢

w Windowes - Dparia/ith MBU 7] - MAIN
w Windows - Dperiafith MRU (1] - &

v Windowves - Dperia/ith MEU [prgT] - MAIN ' ; i3 4 ; i b | !

] Wirdows - Dperiw/th MRU [png] - 8 MRL-Blasier phags provide addiional Clesnrg sppoil o olber dems on disk

83 indow: - OperiwWth MAU (peg b | Go 1o Plugins
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Save Sellings Delete Settings from Registy
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Wipe

http:/fprivacyroot.com

Tracks Eraser Pro
http:/fwasnw acesaft.net

BleachBit
http://bleachbit.sourceforge.net

AbsoluteShield Internet
Eraser Pro

http:/fwanasinternet-trock-eraser.com

Clear My History

http: /v hide-my-ip.com

www.ethicalhackx.com

. Track Covering Tools

EthicalHackx.com

ClearProg

http:/fwnwwclearprog. de

WinTools.net Professional
http:/funww.wintools.net

RealTime Cookie & Cache
Cleaner (RtC3)

http:/fwww. keinsoft.co.za

Privacy Eraser
http: v cybertronsoft.com

Free Internet Window Washer
http: S uwvnw. eusing.com
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CEH System Hacking Steps

1 Cracking Passwords 2 Escalating Privileges

3 Executing Applications 4 Hiding Files

5 Covering Tracks
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Password Cracking

Convince people to reveal the
confidential information

Load the dictionary file into the
cracking application that runs
against user accounts

Run a program that tries every
combination of characters until
the password is broken
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Password Cracking

Perform Trojan/
Spyware/keyloggers

v

Perform Hash
Injection Attack

b4

Perform Wire
Sniffing

A4

Perform Man-in-
the-Middle Attack

#EthicalHackx CEH v9

(Cont'd)

Record every keystroke that an user types using
keyloggers

Secretly gather person or organization personal
information using spyware

With the help of a Trojan, get access to the stored

— passwords in the Trojaned computer
Perform Distributed

Network Attack

Inject a compromised hash into a local session and use
the hash to validate to network resources

A % Run packet sniffer tools on the LAN to access and

: | record the raw network traffic that may include

passwords sent to remote systems

Perform Rainbow Acquires access to the communication channels
Table Attack between victim and server to extract the information

Use a Sniffer to capture packets and authentication
tokens. After extracting relevant info, place back the
tokens on the network to gain access

Recover password-protected files using the unused
processing power of machines across the network to
decrypt password
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. Privilege Escalation
| @ :::mlRTu-%F |

enmnemteduser names
and cracked passwords

v

Interactive

logon privileges are
restricted?

& Use privilege escalation tools
such as Active@ Password
Changer, Offline NT Password
& Registry Editor, Windows
Password Reset Kit, Windows
Password Recovery Tool,
ElcomSoft System Recovery,
Trinity Rescue Kit, Windows
Password Recovery Bootdisk,
etc.
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Executing Applications

software is installed
and up to date

Use keyloggers such as All In One Keylogger, Ultimate
Keylogger, Advanced Keylogger, efc.

Use spywares such as Spytech SpyAgent, SoftActivity TS
Monitor, Spy Voice Recorder, Mobile Spy, SPYPhone, etc.
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Try to install the rootkit in the target system to
maintain hidden access

Perform Integrity Based Detection, Signature
Based Detection, Cross View Based Detection,
and Heuristic Detection techniques to detect
rootkits

Use anti-rootkits such as Stinger, UnHackMe,
Virus Removwval Tool, Rootkit Buster, etc. to
detect rootkits

Use NTFS Alternate Data Stream (ADS) to
inject malicious code on a breached system
and execute them without being detected by
the user

Use NTFS stream detectors such as
StreamArmor, ADS Spy, Streams, efc. to defect
MTF5-ADS stream

Use steganography technigue to hide secret
message within an ordinary message and
extract it at the destination to maintain
confidentiality of data

Use steganography detection tools such as
Gargoyle Investigator™ Forensic Pro,
Xstegsecret, Stego Suite, Stegdetect, etc. to
perform steganalysis
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Disable auditing
v
Tamper log files
v
Close all remote

connections to the
victim machine

v
Close any
opened port
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Remove web activity tracks such as MRU, cookies, cache,
temporary files and history

Disable auditing using tool such as Auditpol

& Tamper log files such as event log files, server log files and proxy

log files by log poisoning or log flooding

Use track covering tools such as CCleaner, MRU-Blaster, Wipe,

Tracks Eraser Pro, Clear My History, etc.
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. Module Summary

— -_—
i
e

.%@:ckﬂs use a variety of means to penetrate systems, such as:
2 Uses password cracking techniques to gain unauthorized access to the vulnerable system

2 Creates a list (dictionary) of all possible passwords from the information collected through social
engineering and perform dictionary, brute force, and rule-based attack on the victim’s machine to crack

the passwords

Performs privilege escalation attack which takes advantage of design flaws, programming errors, bugs, and
configuration oversights in the OS and software application to gain administrative access to the network
and its associated applications

Executes malicious programs remotely in the victim’'s machine to gather information

Uses keystroke loggers and spywares to gather confidential information about victim such as email ID,
passwords, banking details, chat room activity, IRC, instant messages, etc.

Uses rootkits to hide their presence as well as malicious activities, which grant them full access to the
server or host at that time and also in future

Uses steganography techniques to hide messages such as list of the compromised servers, source code for
the hacking tool, communication and coordination channel, plans for future attacks, etc.

Once intruders have successfully gained administrator access on a system, they will try to cover the
tracks to avoid their detection 3 ’
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