#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com

Hacking Mobile Platforms
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The Future of Mobile

Internet Users Worldwide

Global number of internet users

2013 2016 M
.4 Billion 3.4 Billion 3 5.4 Billion

6 69/ of the world's population {based on an increase
O of 2-3 billion connected to the Internet)
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Using Mobiles with Money

Mobile payment user '
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of transactions
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The Projected Growth of Mobile Use

Internet connections made via mobile devices
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Smartphone Adoption Rate Tablet Adoption Rate

Percentage of
UK Population
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. Module Objectives

Understanding Mobile Platform Attack Understanding various BlackBerry
Vectors Threats and Attacks

Understanding various Android Threats Understanding Mobile Device
and Attacks (EEE Management (MDM)
Understanding various iOS Threats and

Abacks Mobile Security Guidelines and Security

; : : Tools
Understanding various Windows Phone

0S Threats and Attacks Overview of Mobile Penetration Testing
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IModule Flow

Mobile Platform
Attack Vectors

Hacking iOS

Hacking BlackBerry

Mobile Security
Guidelines and Tools

EthicalHackx.com

C|EH
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Hacking Android OS

Hacking Windows
Phone OS

Mobile Device
Management

Mobile Pen Testing
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Vulnerable Areas in Mobile
Business Environment

Wi-Fi Device

Web Site

i
a N
ﬁ

Corporate VPN Gateway

: Maohile Device
(Bluetooth-enabled)

Arerssnnsrannnnannanaas

Maobile Device

3 & - Vulnerable Area Corporate Intranet

httpswaww-935.ibm.com
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. OWASP Mobile Top 10 Risks

Broken Cryptography

Client Side Injection

Insufficient Transport Layer Security Decisions Via

Protection ' - Untrusted Inputs

Unintended Data Leakage ¢ Improper Session Handling

Poor Authorization and
Authentication
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Anatomy of a Mobile Attack

Point 01 - THE DEVICE Point 02 - THE NETWORK | Point 03 - THE DATA CENTER

. P
e

| WEB SERVER

* PMlatform Vulnerabilities

& Phishing = Man-in-the-Mobile

t* Framing & Buffer overflow

® clicdkjacking % Data Caching 2 Wi-Fi [no encryption/weak
encryption

: Server Misconfiguration

2 Rogue Access Point

Cross-site Scripting [X55)

2 Packet Sniffing

* Cross-site Request Forgery

2 Man-in-the-Middle [MITM]
= Session Hijacking

= DN5 Poisoning

[XSRF)

~ Weak Input Validation

. Brute Force Attacks

£ 551Strip

= Fake 55L Certificate

sensitive Data Storage

No Encryption/Weak Encryption
Improper 551 Validation ] |
Config Manipulation ! _ DATABASE !
Dynamic Runtime Injection

Unintended Permissions = 50L Injection
Escalated Privileges Lo :
Acoess to device and User info = Privilege Escalation

== I 32 S0 WM = I o

= Data Dumping

= 05 Command Execution
https/fvigforensics. com
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How a Hacker can Profit from Mobile
when Successfully Compromised

Surveillance Financial L 16M

Audio
Sending premium rate SMS messages

Camera :
= Stealing Transaction Authentication 1 Mobile devices
Call logs \ Numbers (TANs) -
B -

sneasan ~ Extortion via ransomware IﬂfECtEd

SM3S messages ' Fake antivirus N worldwide

? ! Making expensive calls

=

Data Theft
6 out of the

-~ Account details

. = Contacts \
. < calllogs mpZO
k e = Phone number 2 mobile

- Stealing data via app vulnerabilities th reats are

= Stealing International Mobile Equipment
Identity Number (IMEI)

spyphone
apps

@ 14%

o : Impersonation
Botnet Activity y apb .
2 Launching DDoS attacks ' Sending email messages
Click fraud = Posting to social media malware
Sending premium rate SMS messages f

of homes are
infected with

hitp:/ Y oicotei-ucent.com
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Mobile Attack Vectors CEH

Coriifbed B Ethical Hachar
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Mobile Platform Vulnerabilities
and Risks

Malicious Apps in Stores | Mobile Application Vulnerabilities

Mobile Malware Privacy Issues (Geolocation)

App Sandboxing Vulnerabilities 09 | Weak Data Security

Weak Device and App Encryption Excessive Permissions

0OS and App Updates Issues Weak Communication Security

06 l Jailbreaking and Rooting 12 Physical Attacks
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Security Issues Arising from
App Stores

Insufficient or no vetting of apps leads to malicious and fake apps entering app
marketplace

App stores are common target for attackers to distribute malware and malicious apps

Attackers can also social engineer users to download and run apps outside the official
app stores

Malicious apps can damage other applications and data, and send your sensitive data
to attackers

Official o ommm,

App Store & i i i gy
:......}. ._-ﬂijm i -iiii-..... :
: 0 i oaa
: - S

Mobile App Neo Vetting £ | :
Attacker 58 Mobile

Call logs/photo/videos/sensitive docs
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. App Sandboxing Issues

Sandboxing helps protect systems and users by limiting the resources
the app can access in the mobile platform; however, malicious
applications may exploit vulnerabilities and bypass the sandbox

Secure Sandbox Environment

{ -

Vulnerable Sandbox Environment

Other | [ l o User Data ' other [ ‘ U.ser[‘.'ﬂbs l

User Data |
) [—

Unrestricted

Mo Access e

o ]

Resources
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User Data @~
£
A Unrestricted ey seasl
Feess Access M
Bypass
‘*.M'? o

Other &l the _
System I g Sandbox System
Resources ) Resources
= =
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Mobile Spam CEH

Unsolicited text/email messages sent
to mobile devices from known/
unknown phone number/email IDs

Spam messages contain To: abc.123@gmail.com
advertisements or malicious
links that can trick users to

Congratulations!!!

Vodafone.product@vodafone.com

Dear customer,

Vodafone is happy to inform you that
reveal confidential information your mobile number is selected as a
winner of 200,000,

To claim the amount click on the
S below link:

Significant amount of
bandwidth is wasted by

Spﬂ m messa ges This is a generic email box. Please do not reply to this.
To unsubscribe, click this link to call cur phone banking
and register for do not disturb. ™

Vodafonefreemoney.com

Spam attacks are done
for financial gain

A\
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SIVIS Phishing Attack (SMiShing)
(Targeted Attack Scan)

J SMS Phishing is the act of trying to acquire personal and financial information by sending
SMS (Instant Message or IM) containing deceptive link

" Attackers Buys
prepaid SIM i | congratulations!!!
card Dear,

You have won

Sends SMS bait lottery of 1 million.
Go to

wiwnw.rij.comfabec.h
tml to claim your
price.

Attacker
A

You have won price ' User clicks the link
Name: : and redirects to

: Ph. Number: : the phishing site
I NI NN NN NN DN Smia]semﬂw”a.: ﬁll'II.llrllllll--lll.lll'll.llrllllll.'
Page load distributed DOB: User provides

and attacker gets the credit Card No.: the personal and
information Credit Card Pin: financial information
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Why SMS Phishing is Effective? | C|EH

Coriifbed B Ethical Hachar

Mobile users are not conditioned to
receiving spam text messages on their
mobile

Most of the consumers access the
Internet through a mobile

Easy to set up a mobile phishing No mainstream mechanism for
campaign weeding out spam SMS

Difficult to detect and stop before Most of the mobile anti-virus does not
they cause harm check the SMS
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SMS Phishing Attack Examples

Ccongratulations!!!

Dear Walmart shopper,

Congratulations you have
won a 52000 Walmart Gift
Card.

Click here to claim your
gift.

warw. WmarkClick.com/pri

ce.html

M M s

#EthicalHackx CEH v9

B 5:28PM

Congratulations!!!

Dear,

Your entry last month has
WOomN!

Go to
http://jugeyboy.comy3/c

and enter your Winning
Code: “2233" to claim your
FREE $3000 Best Buy Gift
Card!

You have been selected for
a 52000 Amazon Gift Card.
Enter code “Free” at

http:/ fwww.AmaZon.com)/

wWim
To claim your price.
150 left!

www.ethicalhackx.com

Update!!!

Dear Customer,

Your card #2563 B5XMMNNX
has been temporarily
deactivated.

To activate, Please call:
205-358-5689
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Pairing Mobile Devices on Open
Bluetooth and Wi-I'i Connections

Mobile device pairing on open connections (public Wi-Fi/unencrypted Wi-Fi routers) allows
attackers to eavesdrop and intercept data transmission using techniques such as;

2 BlueSnarfing (Stealing the information via bluetooth)

BlueBugging (Gaining control over the device via bluetooth)

. Sharing data from malicious devices can infect/breach data on the recipient device

open Bluetooth Connecy;, Bluebugging Attack

Paired

Bluetooth Devices
. ................ }. ..............}.% L —: } Jrltf."rrlet
G, =

WLAN
Access Point

p Attacker comes in Bluetooth
range and intercepts data
transmission

Attacker
Attacker's Access Point

Legitimate Users

Legitimate Users
Laptop
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IModule Flow

Mobile Platform
Attack Vectors

Hacking iOS

Hacking BlackBerry

Mobile Security
Guidelines and Tools
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Hacking Android 0S

Hacking Windows
Phone OS

Mobile Device
Management

Mobile Pen Testing
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Android OS CIEH

Coriifbed B Ethical Hachar

Android is software environment developed by Google for mobile devices
that includes an operating system, middleware, and key applications

Features

Application framework enabling reuse and replacement of
components

Dalvik virtual machine optimized for mobile devices
Integrated browser based on the open source WehKit engine

S0Lite for structured data storage

Media support for common audio, video, and still image formats (MPEG4, H.264,
MP3, AAC, AMR, JPG, PNG, GIF)

Rich development envirenment including a device emulater, tools for debugging, @
memory and performance profiling, and a plugin for the Eclipse IDE

http;/fdeveloper. android. com
Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Android OS Architecture | C|EH

Cortified § Evhical Hachar
-r.-.‘-l_l_—“n_.u_-_-rn P — - a
APPLICATION

Phone

APPLICATION FRAMEWORK

Activity Manager Window Manager Content Providers View System

Package Manager

Telephony Resource K costin Mg Motification
Manager Manager Manager

Surface Manager Media Framework i ANDROID RUNTIME

Core Libraries
LIBRARIES OpenGL | ES FreeType WebKit

e
Dalvik Virtual Machine

LINUX KERNEL
B —————— P ———
Display Driver Camera Driver Flash Memaory Driver Binder [IPC) Driver

VY ) 1 ——
Keypad Driver WiFi Driver Audio Driver Power Management
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Android Device Administration
API CIEH

The Device Administration APl introduced in Android 2.2 provides device administration features
at the system level

These APls allow developers to create security-aware applications that are useful in enterprise
settings, in which IT professionals require rich control over employee devices

h Policies supported by

the Device Administration API

Password enabled 8 Minimum uppercase letters

Minimum password length required in password

Alphanumeric password & Password expiration timeout [
required

Password history restriction

C I d ired
T AL Maximum failed passwaord

Minimum letters required in attempts

password
Maximum inactivity time lock

mMinimum lowercase letters
required in password ERIE staraRe cncryption _

Minimum non-letter characters Disable camera

required in password Prompt user to set a new

Minimum numerical digits password
required in password

i P Lock device immediately
Minimum symbols required in

password Wipe the device's data

“ht tﬁu—ffde veloper.android.com
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Android Rooting ClEH

Coriifbed B Ethical Hachar

Rooting allows Android users to attain privileged contrel (known as "root access") within Android's subsystem

Rooting process involves exploiting security vulnerabilities in the device firmware, and copying the su binary to
a location in the current process's PATH (e.g. fsystem/xbin/su) and granting it executable permissions with the
chmod command

Rooting enables all the user-installed applications Rooting also comes with many security and
to run privileged commands such as: other risks to your device including:

@ Modifying or deleting system files, module, @ Voids your phone's warranty

ROMs (stock firmware), and kernels
_ ‘ Poor performance
Removing carrier- or manufacturer-

installed applications (bloatware) Malware infection

Low-level access to the hardware that are Bricking the device
typically unavailable to the devices in their
default configuration

Improved performance / z
Wi-Fi and Bluetooth tethering _ z

Install applications on SD card

Better user interface and keyboard

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Rooting Android Phones Using
SuperOneClick

; S ; i L :
(= USB connection B debugging .
g Made wihin USE I3 donne-tted

Plug in and connect your android device to Dt
B ¥ PC Mode O

your computer via USB Stay awake P

; Goinio Windows Media Sync b
Install driver for the device if prompted e © Ak ok IosaEsRE

Unplug and re-connect, but this time select USB Mass Storage Q) e
“Charge only" to sure that your phone’s SD
Card is not mounted to your PC

Charge Only

Go to Settings = Applications =2
Development and enable USB Debugging to
put your android into USB Debugging mode

Run SuperOneClick.exe (available in Tools
DVD)

Click on the "Root" button

Wait for some time until you see a "Running a
Su test Success!"” message

Now check out the installed apps in your
phone

Superuser icon means you now have root
access (reboot the phone if you do not see it)

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Rooting Android Phones Using
Superboot

Download and extract the Superboot files

2 Put your Android phone in 3 Depending on your computer's
bootloader mode 0S, do one of the following:

J  Turn off the phone, remove the battery, and Windows: Double click "install-superboot-
plug in the USB cable windows.bat”

When the battery icon appears onscreen, pop Mac: Open a terminal window to the directory
the battery back in containing the files, and type "chmod +x install-
superboot-mac.sh" followed by "./install-

Now tap the Power button while holding e

down the Camera key
Linux: Open a terminal window to the directory
containing the files, and type "chmod +x install-
superboot-linux.sh" followed by "./install-
superboot-linux.sh”

For Android phones with a trackball: Turn off
the phone, press and hold the trackball, then
turn the phone back on

s - A
Your device has been rooted { —, ‘

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Android Rooting Tools

One Click Root

Download One Click Root

Connect your Android phone or tablet to your computer using
your Micro USB/USB cable

Enable USB Debugging mode and Install USB drivers for your
device

Run One Click Root software then click ‘Root Now’

Kingo Android ROOT

Download Kingo Android Root and install it on your desktop

Run the tool and connect the device to the computer with
USB cable

Now the tool will install the latest drivers on your PC

You will see a new screen on your desktop with your device
name and "ROOT" button

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Android Rooting Tools ClEH

(Con‘t ’d] Cartifid || Efbical Bachar

 BEO®GE  BF@i2sew
Unre oked e 3

unrevoked S IREEE
ll Eh?:?i

CONGRATULATIONS!

Your device has root access!
10 o weilritE fod ke il

Unrevoked |

RescueRoot

Unlock Root Pro
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Hacking Networks Using
Network Spoofer

J Network Spoofer lets you
change websites on other
people's computers from an
Android phone

Features
€ Flip pictures upside down
€ Flip text upside down

Make websites experience
gravity

Redirect websites to other pages

Delete random words from
websites

Replace words on websites with
others

Change all pictures to Trollface

Wobble all pictures / graphics
around a bit

#EthicalHackx CEH v9

www.ethicalhackx.com

Q

.1 Network Spoofer

Setup & Install

1A |

EthicalHackx.com

7 B
<y Select Hack to use

Multiple spoofs

Aun multiple spool

Adblock

Blocks adverts o

All sites -= kittenwar.com

Redirect all websites to Kittenwar.cof

All sites -= other website

Hedireot all wehsiles 1o another website
{x)
Blur images

Bl all the images an webpages

Custom Google search change

Change the text in google searches

Custom image change (image on
phone)

Change all images an all websites

Custom image change (image on
weh)

http://www.digitalsquid.co.uk

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

www.ethicalhackx.com

EthicalHackx.com




#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com

Session Hijacking Using clEn
DroidSheep ) e

# ul B © 202em
DroidSheep is a simple Android tool for web session hijacking T —

(sidejacking) spoafing IP: 192.168.0.1

It listens for HTTP packets sent via a wireless (802.11) network
connection and extracts the session |IDs from these packets in
order to reuse them

DroidSheep can capture sessions using the libpcap library and
supports: OPEN Networks, WEP encrypted networks, WPA and WPA2
(PSK only) encrypted networks

f
A
g

Access Point
= @ JSwitch

: A A .
User . At & - Attalclcer modifies the Internet
A ' session 1Ds and relay
e them to web server " | ARP-Spoofing " | Generic mode

XL

Attacker intercepts vy
client’'s request for a
web page

http://droidsheep.de

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com

Android-based Sniffer: FaceNiff

J FaceNiff is an Android app that allows you to sniff and intercept web
;l session profiles over the Wi-Fi that your mobile is connected to
T |

It is possible to hijack sessions only when Wi-Fi is not using EAP, but it
should work over any private networks (Open/WEP/WPA-PSK/WPA2-PSK)

http://faceniff ponury.net
T ™ 2059 . = 15 2089
I Fiter services ——

Vibration
hrage " i BMEZOn, COm

bponury
MAC TO Vendor resolving - B p e

t bponury Filter ‘_;In:-h..-lr_'EE- —_— amazon.de
tuent.com
T Bartosz Testowy

- — nk F‘;:I
twilter.com
tumblr.com

meinyzZ. net

Feguest mew key  Go o websile studivz.net

hlorner com
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Android-based Sniffers: Packet Sniffer, CIEH
tPacketCapture, and Android PCAP | e

Packet Sniffer
B il & 11:45PM

WIFI-5niffer

Bluetooth-Sniffer

Statistic Analysis |

Statistic advanced I

https://sites.qoogle.com

#EthicalHackx CEH v9

tPacketCapture Android PCAP

=tk tPacketCapture
Dedete Unagames
MAIN FILE LIST

 Stora ge Size:

TOTA

FREE

Current File:

2013 02 08 170349 peap

http:/fwww.taosoftware.co.jp http://www.kismetwireless.net
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Android Trojan: ZitlVio (ZeusS-in-
the-Mobile)

ZitMo is the notorious mobile component of the Zeus banking Trojan that
circumvents two-factor authentication by intercepting SMS confirmation codes to
access bank accounts

The new versions for Android and BlackBerry have now added botnet-like features,
such as enabling cybercriminals to control the Trojan via SMS commands

il @ 10:53 Sa il & 10:54 am

°© Mo & © MR &

Car Home Contacts Custom

Car Homse Contacts Custam Dev Tools
Lacale ik

- W OE O o Zertifikat
tad

Installation erfolgreich

# Ihr Aktivierungskode lautet

Phone 5 Spare Parts Speech ??2 511-351 93

ikt Zartifikat

A
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Android Trojans: FakeToken and
TRAMP.A

FakeToken TRAMP.A

FakeToken steals both banking authentication Design to log the keystrokes of target
factors (Internet password and mTAN) directly android mobile to steal passwords and
from the mobile device other sensitive information

Permissions I
Google Play services
21.05ME

Your messages Your messages

Network communication Network communication Google Play Store
UL Ste e ACces full Internet acces 10.08MB
Your personal information Storage

Storage Phone cal

Is " Google Search

Phone calls Services that cost you
read phone state and identity money
Services that cost you T e

Google Service
money

204KB
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E.ndrbld Troj ans* ]:"akedefender
and Obad "

Fakedefender Obad

4 Android.Fakedefender is a Trojan horse for Android - Obad Trojan is distributed through different methods
devices that displays fake security alerts in an such as mobile botnet, traditional SMS spam, Google
attempt to convince the user to purchase an app in Play fake store, etc.
order to remove non-existent malware or security It gains administrator privileges and uses an exploit
risks from the device to break through the Android operating system'’s

security layer

@ ANDROID DEFENDER G AMNDROID DEFENDER

com.android

Android.Plankton

Dy wimnit o install this .'4.|'|:'|i|'.41l:'-|'|7

Androld.RootSmart nanial . oy ; .
Allow thag apphicatson to:
Your me
Android.Placms EALE ¢

Android. 5MSpacem Hehwork communication
e Ddu 1t nect = Lock the screen

Android.DroidDreamLight PURCHASE FULL VERSION Your personal information
o axd denEilne o
& Andreid.HengTouTou/Adrd MANUAL ACTTVATION Slra0e

Android.LeNa Sl
CONTINUE UNPROTECTED a it
Android.Walkinwat/Pirater ity
Services that WO INCITEY
d opporiuniies of regsiensd dine ik e

Android.BeanBot

Fyxt 1
pamg and banking BRI

REMOVE ALL THREATS NOW Wi Gur a8ty raiecton _ 5 e
Cance Install Cancel Activate

pyright © by EC-Council. All Righ _li._e*s' -Reproduction is Strictly Prn!:ﬁi:aite-ti

#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9

Fakelnst

- Fakelnst Trojan sends SMS messages to
premium rate phone numbers or a
subscription-based paid service

Do you want to install this
application?

Allow this application 1o;
« Network communication

« Hardware controls

www.ethicalhackx.com EthicalHackx.com

OpFake

4 Android.Opfake is a detection for Trojan
horses on the Android platform that send
SMS texts to premium-rate numbers

| - ezl

Do you want to install this
np.rln.allun‘

Allow this application to:
“ Your messages

Your personal information

Network communication

opera_mini_65

Do you want to install this

application?

= Your messages

Network communication

Your personal
infarmation
£ 1

Storage

Services that cost you
money

Ingtall

Opera Mini
Do you want to install this
application?
Allow this application 1o
+« Storage
Metwork cammunication

Your personal
information
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Android RAT: AndroRAT and._
Dendroid . AN

AndroRAT Dendroid

4 AndroRAT allows a remote attacker to gain Dendroid is a HTTP RAT that is marketed as
control over the device and steal information being transparent to the user and firmware

from it interface, having a sophisticated PHP panel, and
It allows a remote attacker to perform various an application APK binder package
actions such as retrieve call log and contact It generates a malicious APK file that can delete

information, place a call, etc. call logs, open web pages, etc.
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Securing Android Devices

Enable screen locks for your
Android phone for it to be
more secure

Do not directly download
Android package files (APK)

Never root your Android &) Update the operating system
device Y . regularly

: Use free protector Android app
Download apps only from ) like Android Protector where

official Android market you can assign passwords to text
messages, mail accounts, etc.

Keep your device updated with : Customize your locked home
Google Android antivirus N2 screen with the user’s
software information

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Google Apps Device Policy | C/EH

Coriifbed B Ethical Hachar

Google Apps Device Policy app allows Google Apps domain admin to set security policies
for your Android device

It is a device administration app for Google Apps for Business, Education, and Government
accounts that makes your Android device more secure for enterprise use

3 This app allows IT administrator to enforce security pelicies and remotely wipe your device

H“‘m.n__/ Additionally, this app allows you to ring, lock, or locate your Android devices through the
My Devices page: https: //www.google . com/apps/mydevices
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Remote Wipe Service: Remote Wipe

A If users have Google Sync installed on a supported mobile device or an Android device
with the Google Apps Device Policy app, they can use the Google Admin console to
remotely wipe the device

To remote wipe Mobile settings
a lost or stolen device: P S
g Soach | | 2 ; Dapeart AS
Sign in to your Google Admin console — e mat L‘,’f_'f', o
3 Al NUCTH A Dby on s aAon it ¢ e N i
Click Device management = Managed D Al B Zun srmanruracemscon P 083

E Appi DI Bl Dosmcdy BukndomocgRallialiom  iPRoee 3Ga 45 4 0
devices

i e Eora 4 el &
On mouseover hovarcands ks :
. - - e P o AT

In the Devices tab, hover your cursor ol oo T Sl 0, 7 Phana ?

Appl iR Bopnrpe rrrTiiw, el e e [ ] aOE a2

over the user whose device you want to R R e e e

wipe D AwlPWOMT  Lamesbow] 7o _ be
Aopl TN W Bt Mielier - Sinred Mramin

it e 2 AT SaRon i sl |
Click Remote Wipe (or Wipe account) © MelZUAS Dok oo 0 Mted is

DTS ROGHTS 205 5
Appl, DUOAAT 2 R e T LI S P

in the box that appears T B T0THY 208 P i

. Appl JCRAAT Joropem Reboul i LB e T :“
A second box appears asking you to T g [ ST O ]_“

confirm that you want to remotely wipe AwLEYORE  fom Casio bcmbolaatstcon Pl i 0843
2 Apol SC00AT Coama i AP RERIAG  nary anticwmeont salioed fril Seen Frore 4 0l 4 )

the device. If you are sure your want to S e ey P LA -~ R T T

w'l pe the. device} Elick Wipe Device Apd OAAT Fnni Fip i ey [ S R S S Proes 4 0343 Donpa Sy
e, Priorris Masryare! Gt sabal et e WT Android 330 Androsd

(or Wipe account) D AcclZPOSHA  ShwsMsslen slsbwmealoatintoon P 3 0543 Googhe Syec

http://support.google.com
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Android Security Tool:
DroidSheep Guard

DroidSheep Guard monitors
your phones ARP-Table and
pop-up alerts in case it
detects suspicious entries in
the phones ARP-Table

It can immediately disable
Wi-Fi connection to protect
your accounts

DroidSheep Guard works
with all ARP-Based attacks,
like DroidSheep and Faceniff

#EthicalHackx CEH v9
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Android Security Tools: TrustGo Mobile
Security and Sophos Mobile Security

TrustGo Mobile Security

- TrustGo SAFE lets you know which apps are

free from malware and risks before you
download

7T Data Backup

http://www.trustgo.com
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Sophos Mobile Security

J Sophos Mobile Security protects your Android
device without reducing performance and
helps you avoid undesirable software

(5) SOPHOS

(S) scanner

Cloud scan mode: Mol whils rearming

| %/ Scanner
o Lasl scan bess than ane hour
[ ago.

'# ) Loss & Theft

— Threats and PUAs
I- -. = k1

: :- Spam Protection

Calls ar

can successfully finished
Scanned apps:
Scanned files
Threats fowond
Start

|. TestApp_Block_App
ot

TEST TestApp_Suspicious_App
APF

d messages. ON

\ &) ) Privacy Advisor
e Privacy Infermatson ks 29
Apns avalkable

http://www.sophos.com
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Android Security Tools: 360 Security,
AVL, and Avira Antivirus Security

360 Security Avira Antivirus Security

AVL for Android

Antivirus

Phonesiaiie
scar alk the apps and fles on your tevice

CANBE | ot/
IMPROVED |

AR Ll
.,‘ ,.r”"l:‘“&l
b

canned apps

Scanned files

Virus Definition File

http://www.360safe.com http://www.antiy.net http://www.avira.com
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Android Vulnerability Scannezr:
X-Ray

X-Ray scans your Android device to
determine whether there are
vulnerabilities that remain unpatched
by your carrier

X x-Ray
Heeds Anabyus

Wunderbar

It presents you with a list of e
vulnerabilities that it is able to identify Mempodroid
and allows you to check for the presence ——
of each vulnerability on your device
ASHMEM
ZergRush
Gingerbreak
X-Ray is automatically updated with r
the ability to scan for new Zimperlich
vulnerabilities as they are discovered
and disclosed

http:/fwww xray.io
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Android Device Tracking Tools | C|EH

Coriifbed B Ethical Hachar
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L& g Cal fstup

Atbenbion Weids ™

‘ Whieduwa  J Agpasced

—
=

? Help .'. U pgrande W Prie

Find My Phone Prey Anti-Thett My AntiThett Wheres My Droid
http://findmyphone. mangobird com http:/fpreyvproject. com http:/fmyantitheft. com hitp:/fwheresmydroid com
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NEN Pr tection
' app

Configure Motures
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GadgetTrak Mobile Security Total Equipment Protection App AndroidLost.com
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IModule Flow

Mobile Platform
Attack Vectors

Hacking BlackBerry

Mobile Security
Guidelines and Tools

EthicalHackx.com

C|EH

Coriifbed B Ethical Hachar

Hacking Android OS

Hacking Windows
Phone OS

Mobile Device
Management

Mobile Pen Testing
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. Apple 105

J iOS is Apple’s mobile operating system, which supports Apple devices such as
iPhone, iPod touch, iPad, and Apple TV

J The user interface is based on the concept of direct manipulation, using
multi-touch gestures

Core
Framework

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Jailbreaking iOS ClEH

Coriifbed B Ethical Hachar

d Jailbreaking is defined as the process of installing a modified set of kernel
patches that allows users to run third-party applications not signed by the
0S vendor

A Jailbreaking provides root access to the operating system and permits
downloading of third-party applications, themes, extensions on an i0S devices

 Jailbreaking removes sandbox restrictions, which enables malicious apps to

I access restricted mobile resources and information

Jailbreaking, like rooting, also comes with many security
and other risks to your device including:

Voids your phone's

1 warranty Malware infection
)

3
g‘ Poor performance = ﬂ Bricking the device _.;.' *

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Types of Jailbreaking

Userland A userland jailbreak allows user-level access
Exploit but does not allow iboot-level access

iBoot An iboot jailbreak allows user-level access
Exploit and iboot-level access

Bootrom A bootrom jailbreak allows user-level access
Exploit and iboot-level access

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Jailbreaking Techniques

Untethered Jailbreaking

2 An untethered jailbreak has the property that if the user turns the device off
and back on, the device will start up completely, and the kernel will be patched
without the help of a computer —in other words, it will be jailbroken after each

reboot

Semi-tethered Jailbreaking

A semi-tethered has the property that if the user turns the device off and back
on, the device will start up completely, it will no longer have a patched kernel,
but it will still be usable for normal functions. To use jailbroken addons, the
user need to start the device with the help of the jailbreaking tool

Tethered Jailbreaking

4 With a tethered jailbreak, if the device starts back up on its own, it will no longer
have a patched kernel, and it may get stuck in a partially started state; in order for
it to start completely and with a patched kernel, it essentially must be "re-
jailbroken" with a computer (using the "boot tethered" feature of a jailbreaking
tool) each time it is turned on

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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App Platform for Jailbroken
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C|EH

Devices: Cydia ) e

Cydia is a software application for
i0S that enables a user to find and
install software packages (including
apps, interface customizations, and
system extensions) on a jailbroken
iPhone, iPod Touch, or iPad

It is a graphical front end to Advanced
Packaging Tool (APT) and the dpkg
package management system, which
means that the packages available in
Cydia are provided by a decentralized
system of repositories (also called
sources) that list these packages

#EthicalHackx CEH v9
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Jailbreaking Tool: Pangu

Pangu is a jailbreak program and performs an untethered jailbreak for all devices on iOS 7.1.x

Pangu Jailbreak for iOS 7.1 ~ 7.1.x v1.1.0

iPhone5,3 with iOS 7.1.2 (11D257)
¥E - : ‘Jailbreak,
©) -

Please hackup yaur device hefare jailbreak. Pangu will nat cause any prohlems,
JG"AN a but we can not make any guarantees. Use pangu at your own risk.
Pamu 06 7. _r..-;

Official site: http://pangu.io

>
% ‘5 Developed by @PanguTeam ﬁ

nrrp:/en.pangu.io
Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Untethered Jailbreaking of iOS
1.1.1/1.1.2 Using Pangu for Mac

#EthicalHackx CEH v9

www.ethicalhackx.com EthicalHackx.com

Download Pangu.dmg application (also available in CEH Tools DVD)

Connect your device running i05 7.1.1/7.1.2 to your Mac computer via USB cable
and launch Pangu.dmg application

Wait until the device is detected by the Pangu application and then click Jailbreak
button

A guide will popup asking you adjust your date back in time. Navigate to Settings =
General = Date & Time and disable the Set Automatically toggle. Press the date &
time and set the date to 1 June 2014

Once the date has been adjusted, a Pangu icon will appear on your Springboard. Tap
the icon to launch Pangu app then press Continue when prompted to confirm the
launch of the application

The Pangu utility will continue with the jailbreak. you will get a prompt to unlock
your device once it reboots. You will see Cydia icon on your device Home screen

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Jailbreaking Tools: Redsn0w
and Absinthe

RedsnOw ' ‘ Absinthe

J  RedSnOw allows you to jailbreak your iPhone, J A jailbreak solution for your iPhone, iPod,
iPod Touch, and iPad running a variety of iPad, and AppleTV brought to you by Chronic
firmware versions Dev Team

_ﬁ Mg redsnOw 0.9.12b1 8.0 Chronic-Dev Absinthe - Version 2.0

Welcome! This is the latest version of redsnOw. Welcome to Abisinthe 105 5.1.1 untethered jalibreakl

Copyright 2007-2012 iPhone Dev-Team. All rights reserved. Not Please make a backup of your device before using this tool. We don't expect
for commercial use. any ssues, but we aren't responsible if anything happens.

http://blog.iphone-dev.org iPhane 45 with (05 5.1.1 (98206) detected. Click the button to begin.

Jailbreak | Jailbreak and install Cydia.

Jailbreak
Extras Everything else. Chronic-Dev Absinthe € 2011-2012 Chronic-Dev Team.
5.1.x exploits by: @pod2g, @planetbeing, and @pimskeks

5.0.x exploits by: @pod2g, @planetbeing, @saurik, Bpimskeks,

Connected: iPhone 45 (5.1.1) @p0sixninja, @MuscleNerd, and @xvalks.
Artwork by &i0PK. GUI by Hanéne Samara & @pimskeks.

Cancel Support us (PayPal) hittp:/ fgreenpoisDn.com

http://redsnOw.info http.//greenpoisOn.com
Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Jailbreaking Tools: evasiOnZ clEH
and GeekSn0w s et

B N

I —

Gagkoniw - Vel 29
il comel This is e {agiad version o GeekSnOw

I : ;
= Capyright 2014 Andrea penfegna [Esankﬁeﬂlmunal].ﬁll rights

T,
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Vasiln 7 is an Untethered jailbreay for s 7 o j P

I o

reserved

ol fo7 commedtial i

Booling wilh opensniw
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USQWM ?a‘!mgm risk. IPhone 4 COMA

= ava Credi|
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7 y iy - inté
graphic design by @5urent E&LN Tor the A Gy 1

oo i -
websita UEeiphone |
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R . s T —
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Jailbreaking Tools: Sn0wbreeze
and PwnageTool

*E iPhone 3GS

Salect any of the following opt

[ {4 Unloclks

U Installers : .Guam packages

ions. then click the arrow to continue

iPod Touch™ iPad™,
3G, 4G AppleTV™ 2G
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C O thal yo 5
B B e = Wi iy 1 ity
i (1L, 3e i 2
i, Pod Toweh (16, 4¢ P
= T of Pad or ApaleTy
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I
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Jailbreaking Tools: LimeRaln clEn
and Blackraln ) ot

LimeRaln

Blackrain

limesalm, & months in the making
IPheone 1G5, iPod Toach 3G, Pad, iFhone 4. od Touch 4G
d Nk | anad beyondes-e
limemalm ix unpaschabie
antetherrd thanks o failhrsskme dar comex
rebensed indey o gt chmnicdey (o do the right thing
brought o you by geaknt
Mo and Linun coeming soom
follow the Instractions in the box, sadly limera 16 e ome elick
tha's the price: of unpaschabilivy
s usaal, donatdons appreciaied but not regquined
etill im beta, parden rry meped adges
AppleTV is techrically sopported., but theses Ba opps vet
rero pactures of my foce

known bugs
IG5 new bootram is bmken, fix pending
soune people peed 1o nestart o get the Cydial ioon o show sp afier installing
soume people stll doa't have wind ows
bt (085 Yersions aren 't sappartsd

uninsisl] i limeraln app dossn'T work, Yoo can just delewe the blackeals app direcsory, § nocd segressines iestng
© Q. andil

http://www.limeraln.com

()

b

Unpacking Cydia...

blackrain by geohot

http://blackraln.com
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Guidelines for Securing clEn
105 Devices s e

Use passcode lock feature for Disable Javascript and add-ons from
locking iPhone web browser

Use iOS devices on a secured and Do not store sensitive data on client-
protected Wi-Fi network side database

e ——————————————————
04

or, Do not access web services on a Do not open links or attachments
2 compromised network from unknown sources

——"———

Deploy only trusted third-party Change default password of iPhone's
applications on iOS devices root password from alpine

Do
W 08
- . _
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Guidelines for Securing clEn
105 Devices (Conta) s e

Do not jailbreak or root your device if used within enterprise environments

Configure Find My iPhone and utilize it to wipe a lost or stolen device

Enable Jailbreak detection and also protect access to iTunes ApplelD and
Google accounts, which are tied to sensitive data

Disable iCloud services so that sensitive enterprise data is not backed up to
the cloud (Note that cloud services can back up documents, account
information, settings, and messages)

Along with this follow the common security guidelines for all the mobile
devices outlined in the later slides
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iOS Device Tracking Tools

GadgetTrak Bl

Change Package Settings

(("l)) (i Author

Package Detaila

TRALE Pl E%ABLETH

[[a] com.llocalts frontend

g’ Section Lhillties

mg'ﬁl. Tiach Devices

Pt _tolly

Find My iPhone iHound GadgetTrak iOS Security iLocalis
https://itunes.apple.com https://www.ihoundsoftware.com  htip://www.gadgettrak.com http://ilocalis.com

@ .'_:I‘ ._F‘:-.

-

H-“'* Hig_ ?/
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IModule Flow

Mobile Platform
Attack Vectors

Hacking iOS

Hacking BlackBerry

Mobile Security
Guidelines and Tools
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Hacking Android OS

Hacking Windows
Phone OS

Mobile Device
Management

Mobile Pen Testing
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Windows Phone 8

It allows devices with larger screens and
multi-core processors up to 64

Trusted shared Windows core and
improved support for removable storage

Core components from Windows 8, including
kernel, file system, drivers, network stack, security
components, media and graphics support

Internet Explorer 10, Nokia map
technology and background multitasking

Supports Near field communication (NFC),
including payment and content sharing with
Windows Phone 8 and Windows 8 machines

www.ethicalhackx.com

EthicalHackx.com

Supports native code (C and C++), simplified
porting from platforms such as Android,
Symbian, and i0S

Carrier control and branding of "wallet"
element is possible via 5IM or phone
hardware

Native 128-bit Bitlocker encryption and
remote device management of Windows
Phone

United Extensible Firmware Interface
(UEFI) secure boot protocol and Firmware
over the air for Windows Phone updates

Features improved app sandboxing and
VolP and video chat integration for any
VolP or video chat app
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Windows Phone 8 Architecture

Identical or Subset -

Windows Phone - Windows 8

Native APl Differences Windows Phone Additions -

Touch Launchers InApp ¥box Live
(WinRT) onli and Choos-  Purchasing (WinRT) sIp/ Miscella-
Id:nltri.:'.r Keyboard ers WinRT] {WinRT) TextCom- Speech S Wallpapers

neous ;
2 {WinRT) ro— Camer W position (WinRT) : {WinRT)
(WinRT) —— T S (WinRT) {(WinRT)

XAMLIDX |
Interop

CoreApplication (WinRT) Launchers and Choosers l TextComposition

Bluetooth  Proximity
Media Networ- Datasaver/ Storage {WinRT) [WinRT]

Khudio? king Connection SEnsors [WinRT Location

it Camera Contacts
(COM]} ne

] = 3 P : :
tcoa) [WinRT Manager [WinRT) and [WinRT) ;:::i Dm:i;? [WinRT) [WinRT)
and COM) {WinRT) Win32) S via BT

Base
CRT|C/C++), Threading (WinRT), MoCOM (WinRT), Base Types/Windows.Foundation {WinRT)
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Secure Boot Process CIEH

sl Machar

Windows
Phone 8
Firmware W_induws OS Boot

Bunt IIIIIIII-I'I gEM UF_FI ) IEEmEEEEE m 2 3.;'= hesmennn
Loaders : i ger

System-on-chip
(SoC) vendors

Secure

-, UEFI

MSFT
TechEd

http:/fwww._uefiorg
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Guidelines for Securing
Windows OS Devices

#EthicalHackx CEH v9

Download apps only from trusted
sources like windowsphone.com

Setup passwords for WP8 lock
screen and keep your phone
updated with WP8 security
updates

Make sure to clear all your
browsing history from Internet
Explorer

Try to avoid accessing password
protected websites in your
windows phone while you are in
unsecured Wi-Fi networks

www.ethicalhackx.com

Protect your WP8 SIM (Subscriber
Identity Module) with a PIN
(Personal Identification Number)

Enable device encryption using
Exchange ActiveSync (EAS) or
device management policy

Implement the chambers concept
for all applications on Windows
Phone 8

Implement trusted Boot and
code signing features on
Windows Phone device
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Windows OS Device Tracking Tool:
FollowMee GPS Tracker

- GPS Tracker by FollowMee
converts your smart phone
or tablet into a GPS tracking
device

It tracks location of a
Windows Phone 8 device,
records locations (GPS, Wi-
Fi, or cellular triangulation)
and uploads to a secured
server

Using this app, you can track
your children's movement
daily, follow whereabouts of
your family members or
employees

It supports multiple mobile
platforms

#EthicalHackx CEH v9

| o)

. lound

2013-01-17 05:30:41 PM
GPS 32.946028,-97.057867
Speed: 0 mph, 0 kimv'h
Accuracy. 10 meters

Show Address

]
5
*
-

Crapavne

B I S

@ www. followmee.com/m/maf

J

|_|p|-:::-.!df'd
ped

ng UserMame=chnsl2
ng Trackinterval=60
tting UDPPort=53
tting PowerSavingMode=0
0117 2 Setting SatelliteTimeout=17
MA7A3 17:18:12 Minutes from GMT=-360

Om...
6,017,103 17:18:21
.~ 966000, 0,6

18:24 1 of 1 have been uploaded

1 TR0 1 AF 1 haes haan jinlaadad
Stop | Tracking Settings

https://www.followmee.com
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IModule Flow

Mobile Platform
Attack Vectors

Hacking iOS

Hacking BlackBerry

Mobile Security
Guidelines and Tools
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Hacking Android OS

Hacking Windows
Phone OS

Mobile Device
Management

Mobile Pen Testing
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BlackBerry Operating System @

HIaI:I(Berl_'I BlackBerry OS is a proprietary mobile operating system developed

- X J,-'. , by Research In Motion (RIM) for its BlackBerry line of
“- smartphones and handheld devices

It includes a Java-based third-party application framework that
Y, implements J2ZME Mobile Information Device Profile v2 (MIDP2)
h and Connected Limited Device Configuration (CLDC), as well as

a number of RIM specific APls
BlackBerry Features

Native Support | BlackBerry | BlackBerry ~ BlackBerry BlackBerry
for Corporate | ' Messenger : ] Email Client
Email :

@p
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BlackBerry Enterprise Solution
Architecture

BlackBerry
Smartphones

-.I
._,.1_
o
.1
|

Weh, Database and : BlackBerry mtornet

Application Servers Enterprise Server

&

e \"\
/flﬂ
Wireless
Metworks

(B EH-WN
BlackBerry

: Instant Messaging Servers Enabled Devices

w
=
]
-
=
=
-
=
-
=
-
-
=
=
-
=
=
=
=
-
=
-
=
-
-
=
=
-
=
=
=
=
-
=
-
=
-
-
=
=
-
=
=
=
-
-
-
-
=
-
-
=
"
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Blackberry Attack Vectors

Memory and
Processes
Manipulations

Malicious Code E JAD File
Signing # Exploits

Short Message

. : PIM Data :
Email Exploits Attacks E Serwcle (SMS)
Exploits

> TCP/IP Connections +  Blackberry g=p Telephony
e+ Vulnerabilities @ Malwares i) Attacks
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Malicious Code Signing m

. BlackBerry applications must be signed by Attacker can obtain code-signing keys
RIM to get full access to the operating system anonymously using prepaid credit-cards
APls and false details, sign a malicious
application and publish it on the BlackBerry

If a required signature is missing or the
app world

application is altered after signing, the IVM
Attackers can also compromise a developer’s
system to steal code signing keys and
password to decrypt the encrypted keys

S .
app world EE(_ malicious app

Malicious App Blackberry App
A A World

Code Signing Service

Create
malicious App

.

Dhtainmcle-signingkevs o “i{“ S Bl i e i N s

Malicious app sends all incoming

anonymously using prepaid messages and sensitive data
credit-cards and false details
Attacker
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JAD File Exploits and Miemory/
Processes Manipulations

JAD File Exploits

4 .jad (Java Application Descriptors) files include the attributes of a java
application, such as app description, vendor details and size, and provides

3 the URL where the application can be downloaded
o ltis used as a standard way to provide Over The Air (OTA) installation of
java applications on J2ZME mobile devices

o Attackers can use specially crafted .jad file with spoofed information and
trick user to install malicious apps

R e S R

Memory/Processes Manipulations

@ o Attackers can create malicious applications by creating an infinite loop,
: with a break condition in the middle that will always be false to bypass
P—— compiler verification

It will cause a denial-of-service (DoS) attack when the malicious
application is run rendering the device unresponsive
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Short Message Service (SIMD)

Exploits

Premium Rate Scam

App sends premium rate
messages in the background

=

=
i E T AR AR SRR R EE RS R

—

Premium Rate Service Provider huge bill

Service

www.ethicalhackx.com EthicalHackx.com
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User downloads and
runs the malicious App

Allow Network
If is not signed
A.pp ........ s <ss«d  Connection?

SMS Interception

“ﬁ App sends a nutlf' {-“&tll]n SMS
. and forwards all incoming messages
Attacker

Attacker opens TCP/IP connections

App sends all incoming messages
Attacker and sensitive data

#EthicalHackx CEH v9

User quits the game, but App
runs silently in the background

User download and run
the malicious App

Allow Network

If App is not signed
Connection?

o .

. irrrnnnnnanannsnssnnnen

User agrees - No

User

User download and run
the malicious App

If App is not signed Allow Net.wnrk
R il--l-ilii} fu““ectlﬂ“?

User agrees E - Mo

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9 www.ethicalhackx.com

check out this cool new game!

BlackBerry user http:f/ www. jugeyboy.com/game.jad

Prompts to
download and
install the .cod file

Hosts malicious .cod application file
: on a web server: hitp:/ /v,

: juggyboy.com/game.cod along with B ﬂ - A
: matching .jad file: @ -
» HAD

¢ http:// www. juggyboy.com/
¢ game.jad

3 a2

fi (b

Web Searver Uszers Contact List

EthicalHackx.com

.cod file installs itself
as a start-up process
with no icon

{ ..........

.cod file enumerates
the contact list, and
forwards the email to
everyone on the list
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PIIVI Data Attacks and TCP/IP
Connections Vulnerabilities

PIM Data Attacks AE LSRRG oS
2 Vulnerabilities

i B i

o Personal Information Manager (PIM) o If the device firewall is off, signed apps
data in the PIM database of a can open TCP connections without the
BlackBerry device includes address user being prompted
books, calendars, tasks, and memo

s ; Malicious apps installed on the device
pads information

can create a reverse connection with
Attackers can create malicious signed the attacker enabling him to utilize the
application that read all the PIM data infected device as a TCP proxy and gain
and send it to an attacker using access to organization’s internal
different transport mechanisms resources

The malicious applications can also Attackers can also exploit the reverse
delete or modify the PIM data TCP connection for backdoors and
perform various malicious
information gathering
attacks
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Guidelines for Securing clen

BlackBerry Devices ) ot

Use content protection feature for Enterprises should follow a security
protecting data on the BlackBerry L4 9> policy for managing BlackBerry
Enterprise Network devices

Use password encryption for o Maintain a monitoring mechanism
protecting files on BlackBerry ._s  for the network infrastructure on
devices ' BlackBerry Enterprise Networks

Use BlackBerry Protect or other 8 Disable unnecessary applications
security apps for securing from BlackBerry Enterprise
confidential data _ Networks

Enable SD-card/Media card Provide training on security awareness
Srervntion tar pEciecting data and attacks on handheld devices on
ik s “ BlackBerry Enterprise Networks
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BlackBerry Device Tracking Tools: MobileTracker
and Position Logic Blackberry Tracker

MobileTracker

http:/fwww skylab-mobilesystems.com

#EthicalHackx CEH v9

General Options
Name: B100000a_2010-08-11T18-46-52

Ask lor custom name add No -
Derectory: /SDCard/blackberry/

Delay 1 Sec. *
Track altitude Yes =
Export to GPX No =
Export to KMZ (KML): Yes =
KMZ (KML) Options

Altitude mode Clamp to ground «
Trackiog style Line & Waypoints =
Photo Options

-
Directory: /SDCard/blackberry/pictures/
Image prefix: IMG

Image Dimensions 330240 -

Save & Close

Position Logic
Blackberry Tracker

@ POaOSITION
LOGIC

1| PRSITION
LOGIC

(oo | coture | 5

http:/fwww.positionlogic.com
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Mobile Spyware: mSpy and
StealthGenie

A

StealthGenie

Hiboln s [y

Afwna Lishef®

frad
LA
Latai ke A gl

Mstayia Mc donaid

LOCATOHS

13 TEE

ThinkidadT b

ARIAEIRES

IBTRaE 1Y

N i _

PRSI A stealn :ﬁgn]‘c Q T h.j C]"' E, _L

Dhashbaard &
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http://www.mspy.com i http://www.stealthgenie.com

s
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Mobile Spyware

#EthicalHackx CEH v9

Mobile Spy

http:/ www. mobile-spy.com

SpyBubble

http:/fwww. spybubble. com

Mobistealth

httpe S wanw. mobistealth.com

FlexiSPY

http/ S wanwe, flexispy. com

Highster Mobile

httpfwanw, highstermobile.com

EthicalHackx.com

SpyPhoneTap

http:/fwwwespyphonetap.com

Spyera

http:/fspyera.com

PhoneSheriff

http:/fwww. phanesheriff.com

My Mobile Watchdog

https:/fuvnv. mymaobilewatchdog.com

SpyToMobile

http:/fspytomaobile. com
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IModule Flow

Mobile Platform
Attack Vectors

Hacking iOS

Hacking BlackBerry

Mobile Security
Guidelines and Tools
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Hacking Android OS

Hacking Windows
Phone OS

Mobile Pen Testing
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Mobile Device Management (MDM)| C|EH

Coriifbed B Ethical Hachar

A Mobile Device Management (MDM) provides platforms It helps system administrators to deploy and

for °""er'the'a_'r oY "‘:”"Ed d‘_“‘"'b”“"“ of appl":at""'.'s‘ manage software applications across all enterprise
data and configuration settings for all types of mobile mobile devices to secure, monitor, manage, and

devices, including mobile phones, smartphones, tablet supports mobile devices

computers, etc.
It can be used to manage both company-owned

and employee-owned (BYOD) devices across the
enterprise

MDM helps in implementing enterprise-wide policies
to reduce support costs, business discontinuity, and
security risks

Windows

i' | B— —
f,g# ‘1}-. Directories and

1L -'r\‘ﬂ' J}, s Firewall Databases
2

BlackBerry

= —m
& [Fe=TerT
T

Wireless Internet

Smart Phone  Symbian 05

Tablet PC iPhone

LH
Administrative
Console Server

]
(]
[
=
=
-
ap
=
]
=
=
-
-
¥
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IMIDM Solution: MaaS360 VMlobile
Device Management (IVIDM)

01 MaaS360 supports the complete mobile device management (MDM) lifecycle for smartphones and
tablets including iPhone, iPad, Android, Windows Phone, BlackBerry, and Kindle Fire

0 2 As a fully integrated cloud platform, MaaS360 simplifies MDM with rapid deployment, and
comprehensive visibility and control that spans across mobile devices, applications, and documents
‘ = 2

E3  workplace Setiings

urshar ot Faded Pasacods AHempts Befees Al Dats b Drassd [4-18}

http:/www. moas360.com
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. IMIDM Solutions

Bﬁxfﬁ] XenMobile | Good Mobile Manager

http:/fwaw. citrin.com g http:/fwwwl.good.com

Absolute Manage MDM = Mobilelron

http:/fwnw. absolute.com - ol http:/fuwww.mobileiron.com

SAP Afaria 4 Tangoe MDM

httpe/fwanwe, sybase.com http:/fwww. tangoe.com

Device Management Centre | MobiControl
httpe i wanw. sicap.com https:/fuwwnsoti net

AirWatch - MediaContact

http i wanw, air-watch. com http:/fuwww. device-management-software.com
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Bring Your Own Device (BYOD) m

2 Bring your own device (BYOD) refers to a policy allowing an employee to bring their
personal devices such as laptops, smartphones, and tablets at workplace and use them

for accessing organization’s resources as per their access privileges

J BYOD policy allow employees to use the devices that they are comfortable with and best
fits his/her preferences and work purposes

.. . ) i ‘t.‘.‘.-,

BYOD

Benefits . = Employee satisfaction

i

. Work flexibility
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BYOD Risks a3,

Coriifbed B Ethical Hachar

Sharing confidential data on unsecured Data leakage and endpoint security

network issues

Improperly disposing device Support of many different devices

Mixing personal and private data Lost or stolen devices

-

Ability to bypass organizations network

Lack of awareness .
policy rules

Infrastructure issues Disgruntled employees
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BYOD Policy Implementation

Develop policies
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BYOD Security Guidelines for
Administrator

#EthicalHackx CEH v9

Make it clear who owns
what apps and data

‘what apps
will be allowed or banned

Do not allow jailbroken

and rooted devices
[ — — ==

Use encrypted channel
for data transfer

Control access

Apply session authenticatior
and timeout policy on access

gateways
- _‘ v

EthicalHackx.com

cen
]
5
o
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BYOD Security Guidelines for
Employee

Use encryption mechanism to store data

Maintain a clear separation between the business and personal data

Regularly update your device with latest OS and patches

Use anti-virus and data loss prevention (DLP) solutions

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Module Flow CIEH
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Mobile Platform

Attack Vectors Hacking Android OS

Hacking Windows

Hacking iOS Phone 0S

Mobile Device

Hacking BlackBerry Management

Mobile Security
Guidelines and Tools

Mobile Pen Testing
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General Guidelines for Mobile
Platform Security

Do not load too many applications
and avoid auto-upload of photos to
social networks

Securely wipe or delete the data
disposing of the device

Ensure that your Bluetooth is “off”
by default. Turn it on when ever it is
necessary

Perform a Security Assessment of
the Application Architecture

Do not share the information within
GPS-enabled apps unless they are
necessary

Maintain configuration control
and management

Never connect two separate networks
such as Wi-Fi and Bluetooth
simultaneously

Install applications from trusted
application stores
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General Guidelines for VMiobile
Platform Security (Contd)

Use Passcode J Enable Remote I.!se Remr_:ute
Management Wipe Services

& Use remote wipe services such

& Configure a strong passcode with 2 In an enterprise environment,
as Remote Wipe (Android) and

maximum possible length to gain use Mobile Device
access to your mobile devices Management (MDM) software Find My iPhone or

Set an idle timeout to to secure, monitor, manage, FindMyPhone (Apple i0S) to
automatically lock the phone and support mobile devices locate your device should it be
when not in use deployed across the lost or stolen

Enable lockout/wipe feature after organization

a certain number of attempts

.E Update 0OS Do not allow Encrypt
and Apps Rooting or Storage

Jailbreaking

& Ensure your MDM solutions & |If supported, configure your
prevent or detect mobile device to encrypt its

rooting/jailbreaking storage with hardware

€ Include this clause in your encryption

mobile security policy
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General Guidelines for VMiobile
Platform Security (Contd)

| —

ESELLCIEE PASELTIETIE Use a secure, over-the-air backup-and-restore tool that performs
backup and

| synchronization periodic background synchronization

Fitter e-matt F|Ite.r emalll,"ernalls by configuring server-side settings of the corporate
forwarding email/emails system

barriers Use commercial data loss prevention filters

Configure

Application Allow only signed applications to install or execute
certification

rules

Harden
browser @ Harden browser permission rules according to company’s security

permission policies to avoid attacks
rules

Design and
implement @ Set a policy that defines the accepted usage, levels of support, and

mobile device type of information access permitted on different devices
policies
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General Guidelines for VMiobile
Platform Security (Contd)

Set require t passcode e auto- Encrypt the
passcode to ue ; set to device and
immediately ‘one minute backups

Configure
wireless to
ask to join

networks

Perform regular | Control the Control
software location of devices and
maintenance backups applications

Prevent local Sandbox
caching of application
email and data

Prohibit Encrypt
USB keys backups
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General Guidelines for VMiobile
Platform Security (Contd)

Disable the collection of Diagnostics and
Usage Data under Settings = General Managed application environment
- About

— T —

Apply software updates when new releases Press the power button to lock the device
are available whenever it is not in use

R — T —

Verify the location of printers before

Limit logging data stored on device b g
EEINg printing sensitive documents

T —

Utilize a passcode lock to protect access
to the mobile device - consider the eight
character non-simple passcode

— —-’-—

Use device encryption and patch
applications

Report a lost or stolen device to IT so they

Managed operating environment can disable certificates and other access
methods associated with the device

— S —
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General Guidelines for VMiobile ClEH
Platform Security (Contd)

Consider the privacy implications before

enabling location-based services and
limit usage to trusted applications

Ask your IT department how to use
Citrix technologies to keep data in the
data center and keep personal devices
personal

(Android) Backup to Google Account
so that sensitive enterprise data is not
backed up to the cloud

Configure notifications to disable the
ability to view notifications while the
device is locked for applications that
could display sensitive data

Coriifbed B Ethical Hachar

Keep sensitive data off of shared mobile
devices. If enterprise information is locally
stored on a device, it is recommended that
this device not be openly shared

If you must have sensitive data on a
mobile device, use follow-me data and
ShareFile as an enterprise-managed
solution

Configure location services to disable
location tracking for applications that
you do not want to know your location
information

Configure AutoFill - Auto-fill Names and
Passwords for browsers to reduce password
loss via shoulder-surfing and surveillance (if
desired and allowed by enterprise policy)
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Mobile Device Security ClEH

Guidelines for Administrator e b

Publish an enterprise policy that specifies the acceptable usage of consumer grade devices
and bring-your-own devices in the enterprise

Publish an enterprise policy for cloud

Enable security measures such as antivirus to protect the data in the datacenter

Implement policy that specifies what levels of application and data access are allowable on
consumer-grade devices, and which are prohibited

Specify a session timeout through Access Gateway

Specify whether the domain password can be cached on the device, or whether users must
enter it every time they request access

Determine the allowed Access Gateway authentication methods from the following:

2 No authentication © Domain ﬁl‘ll’f 2 SMS authentication © RSA SecurlD only © Domain + RSA SecurlD
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SIMIS Phishing Countermeasures

% Never reply to a suspicious SMS without verifying the source

% Do not click on any links included in the SMS

Never reply to a SMS that requires personal and financial information from you

T i! Review the bank’s policy on sending SMS

;‘f"i Enable the "block texts from the internet"” feature from your provider

"} Never reply to a SMS which urging you to act or respond quickly

@ Never call a number left in a SMS
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Mobile Protection Tool:
BullGuard Mobile Security

EthicalHackx.com

o It delivers complete mobile phone antivirus against all mobile phone viruses

o It locks, locates and wipes device remotely if lost or stolen

J It blocks unwanted calls and SMS messages

RV T R TIE
M¥ Mobile Security 10 MY Mobile Security 03 * Antivirus 5 + Backup oy

@ You are protected "fE:'f' Problems detected! I e B BACHUR

.31 GB ol 10,65 GB awaitabde on B ackun

Antivirus Call Manager Antivirus Call Manager g Currently Backed up ltems
32 ] o 2

Device cean 2 Malware found? 2 44% Check |l..||1rririg backup tasks and their

status. Tap on completed tasks to restart
Amalyzing them or on the Bin con 1O remove them
@ .
Fa - a% " Fa o g
= 0| Py 0

Parental Control Antitheft FParental Cantrol Antitheft

2 o o2

== Calendar

eyent uplosded

. Contacts
B inProqmees
Lagl Scan: 2014-07-03T1123.66 =
= Music
= TH] PSS
+
Backup

Device clean
Aol Baschoms U1 206 1410

Choose Wiat To Backugn

Hillp. e bullguur d corn
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. Moblle Protectlon Tool: Lookout C E H

fmlrh.l Eshical Macker

Lookout protects your phone from mobile

tHreuis Locate & Scream

C — Lookour.com and
Helps avoid risky behavior, like .Hﬁgﬁﬁmwﬂ"ﬁ:am

connecting to an unsecured
Wi-Fi network, downloading
a malicious app - TS Theft Alerts

Gt an amail with a phatn & laealan.
when someane messas with your device

Security
and
Privacy

Provides safe, secure and
seamless backup of your
mabile data, automatically

over the air

Backup

4 Thedl leris

Helps you find your phone

if it's lost or stolen 4 9. :

b &

https:/fwww.fookout.com 1
Allows you to remotely manage

your phone
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Mobile Protection Tool: WiSelD

-  WISelD provides secure and
easy-to-use encrypted storage
for personal data, personally
identifiable information (PlI),
PINs, credit and loyalty cards,
notes, and other information

WISelD allows you to store your
web sites, user names and
passwords and quickly log on to
your favourite websites through
your mobile device

#EthicalHackx CEH v9

Mew Password
Re-type Password Audio Samphe mid
Example ip
Generate Halp and Suppeet pdf

bty Files

Set my password ; Phato Sample pag

AT AP Manage your Files

el = CCICly
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. IMobile Protection Tool: zIPS

J  zIPS employs machine-learning to
detect abnormal behavior and
isolate your device before any exploit
can take place

TIPS Dashboard

zZIPS is equipped with a behavioral

analysis engine to automatically

detect and block malicious threats by

monitoring how they change the _ ’ _

characteristics of the mobile device o — 2 P

Dashboard

It scans all mobile applications and -
browsers to enhance the security of = £y Total threats

. .‘ Mebwork scan detected e
user device and keeps your whole
organization safe from MITM, |Pv4
and even IPv6 attacks

https://www.zimperium.com 140

Total WIFT networks

2 ZIMPERIUM S

MOBILE DEFENSE
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McAfee Mobile Security

http://home.mcafee.com

AVG AntiVirus Pro for Android
httpe v, avg. com

avast! Mobile Security
http S wanwe, avast. com

Norton Mobile Security
http:/fus. narton. com

ESET Mobile Security

http/ wanw. eset.com

EthicalHackx.com

Kaspersky Internet Security
for Android

http: v kaspersky.com

F-Secure Mobile Security

hittp:/fwnvw f-secure.com

Trend Micro™ Mobile

Security
http: v trendmicro.com

Comodo Mobile Security
http:fwwnw.comodo. com

Bitdefender Mobile Security

hitpefwanw bitdefender.com
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Mobile Anti-Spyware

SeCore Security AntiSpy Mobile Malwarebytes Anti-Malware Mobile

T A m16:24 ; T ool | 18:44
@'SeCnre Security

L]
o —
3 E- | "@lj
Anti-Virus Anti- Adware
Secured

Anti-Tracking Anti-Surveillance

Malwarebytes

Fecent Events

activated.

D Wipe After Lost successfully
koA
207T4-03-31 Mon

Anti SIM Cloning successfully
@ activated.
2074-03-31 Mon

SeCore successfully activated
2014-03-21 Mon

http://www.secorelab.com http://www.antispymobile.com https://www.malwarebytes.org

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9 www.ethicalhackx.com

IModule Flow

Mobile Platform
Attack Vectors

Hacking iOS

Hacking BlackBerry

Mobile Security
Guidelines and Tools

EthicalHackx.com

C|EH

Coriifbed B Ethical Hachar

Hacking Android OS

Hacking Windows
Phone OS

Mobile Device
Management

Mobile Pen Testing
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Android Phone Pen Testing

Try to Root an Android Phone to gain the administrative access to the
Android devices using tools such as SuperOneClick, Superboot, One Click
Root, Kingo Andreid ROOT, etc.

Use tool AnDOSid to perform DoS and DDoS attacks
on Android phone

Check whether cross-application-scripting errer is present in the android
browser which allows hackers to easily hack the Android device and try to
break down the web browser's sandbox using infected java script code

Check whether email password is stored as plain text in the SQlite database
and also check whether Skype on Android uses unencrypted 5CLite database
to store contacts, profile information and instant message logs

Try to expleit Android Intents to obtain the user’s private information

You can use ComDroaid tool to detect application’s communication
vulnerabilities

Use tool Weodpecker to detect capability leaks in Android devices
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iPhone Pen Testing

Jailbreak the iPhone

v
Unlock the iPhone

\ 4
Use SmartCover
to bypass passcode
\ 4
Hack iPhone
using Metasploit

#EthicalHackx CEH v9

www.ethicalhackx.com

Check for access point

¥
Check i05 device data

transmission on Wi-Fi
networks

v
Check whether the

malformed data can
be sent to the device

EthicalHackx.com

C|EH

Coriifbed B Ethical Hachar

Try to Jailbreak the iPhone using tools such as
Pangu, evasiOn7, RedsnOw, Absinthe,
SnOwbreeze, PwnageTool, etc.

Unlock the iPhone using tools such as
iPhoneSimFree and anySIM

Hold the power button of an i05 operating device
till the power off message appears. Close the
smart cover till the screen shuts and open the
smart cover after few seconds. Press the cancel
button to bypass the password code security

Use the Metasploit tool to exploit the
vulnerabilities in iPhone. Try to send malicious

code as payload to the device to gain access to
the device

Setup an access point with the same name and
encryption type

Perform man-in-the-middle/SSL stripping attack
by intercepting wireless parameters of i05 device
on Wi-Fi network. Send malicious packets on
Wi-Fi network using Cain & Abel tool

Use social engineering techniques such as
sending emails, SMS to trick the user to open
links that contain malicious web pages
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. Windows Phone Pen Testing

A4

Check for vulnerability

#EthicalHackx CEH v9
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Send an SMS to the phone which turns off the
maobile and reboots again

Use WindowBreak program to jailbreak/unlock
Windows phone

Check whether the data on phone can be accessed
without password or PIN

Check whether the flaw in C55 function in Internet Explorer allows
attackers to gain full access over the phone through remote code
execution
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BlackBerry Pen Testing CI[EH

Coriifbed B Ethical Hachar

Perform blackjacking

on BlackBerry Use BBProxy tool to hijack BlackBerry connection

v

Check for flaws in applica- Obtain code-signing keys using prepaid credit-cards and false details,
tion code signing process sign a malicious application and publish it on the Blackberry app world

v
Send mails or messages to trick a user to download malicious .cod

Perform email exploit
P application file on the BlackBerry device

v
Perform DOS attack Try sending malformed Server Routing Protocol (SRP) packets from
BlackBerry network to the router to cause DOS attack

v
Check for vulnerabilities 2 Send maliciously crafted web links and trick users to open links containing
in BlackBerry Browser malicious web pages on the BlackBerry device

v
Search for password 2 Use tools such as Elcomsoft Phone Password Breaker that can recover
protected files password protected files, backups from BlackBerry devices
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Mobile Pen Testing Toolkit:
zANTI
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ZANTI is a comprehensive network diagnostics toolkit
that enables complex audits and penetration tests

It provides cloud-based reporting that walks you
through simple guidelines to ensure network safety

It offers a comprehensive range of fully customizable scans
to reveal everything from authentication, backdoor and
brute-force attempts to database, DNS and protocol-
specific attacks — including rogue access points

It produces an Automated Network Map that shows any s
vulnerabilities of a given target

wa 10.20.21.3

https:/fwww_zimperium.com
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Mobile Pen Testing Toolkit:

dSploit

- dSploit is an Android network
analysis and penetration suite
which aims to offer to IT
security experts/geeks the
most complete and advanced

professional toolkit to perform
network security assessments
on a mobile device

Features

€ Wi-Fi scanning and common
router key cracking

Deep inspection
Vulnerability search

MITM multi protocol
password sniffing

MITM HTTP/HTTPS session
hijacking

#EthicalHackx CEH v9
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X =
{ Perform a traceroute on target

podT scanning on targel

Peric operating system and

senvices deep defection (slower than por

Search for knowen vulnerabilities for target
running services upon Mational

Vulreerability Database

x  Search for exploit that matches found

EthicalHackx.com

(2192.168.1.3> MITM

hup./rdsplolt.net
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Mobile Pen Testing Toolkit: ClEH
Hackode (The Hacker's Toolbox) il W5

, |

Hackode: The hacker's Toolbox is
an application for penetration
tester, Ethical hackers, IT
administrator and Cyber security
professional to perform different
tasks like reconnaissance,

a3

e Hackode

scanning for exploits etc.

Google Hacking and
Google Dorks

Whois, Ping, and
Traceroute

DNS lookup, MX H a E I..: L“} UJ i' 1

Records, DNS Dig
The Hacker’s Tmlbnx

Exploits and Security
Rss Feed

https://play.google.com
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Module Summary

i
B

—

> ‘%{)CUS of attackers and malware writers has shifted to mobile devices due
to the increased adoption of mobile devices for business and personal purposes
and comparatively lesser security controls

Sandboxing helps protect systems and users by limiting the resources the app can access in the
mobile platform

Android is a software stack developed by Google for mobile devices that includes an operating
system, middleware, and key applications

Rooting allows Android users to attain privileged control (known as "root access") within Android's
subsystem

lailbreaking provides root access to the operating system and permits download of third-party
applications, themes, extensions on an i0S devices

Attacker can obtain code-signing keys anonymously using prepaid credit-cards and false details, sign
a malicious application, and publish it on the Blackberry app world

Maobile Device Management (MDM) provides a platform for over-the-air or wired distribution of
applications, data, and configuration settings for all types of mobile devices, including
mobile phones, smartphones, tablet computers, etc.
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