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. Network Sniffing and Threats

- Sniffing is a process of monitoring and J  Many enterprises’ switch ports are
capturing all data packets passing through a open

B R g snilling tools Anyone in the same physical location

It is a form of wiretap applied to can plug into the network using an
computer networks Ethernet cable

L _"'..
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. How a Sniffer Works

Promiscuous Mode
%'2':

EthicalHackx.com

Sniffer turns the NIC of a system to the 10US M snt!mtltllstemtualiﬂm datatransmi‘tted
on its segment

ré‘ ] Attacker PC running
e NIC Card in
@ Promiscuous Mode

Attacker forces & 3
switch to behave as e ]

a hub ?-

;!I‘lllll!l'l"""!-l--l'!'!'l-"-l}

TaEEEEEEEESENEEES

A sniffer can constantly monitor all the network traffic to a computer through the NICby
encapsulated in the data packet
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Types of Sniffing: Passive Sniffing

Passive sniffing means sniffing through a hub, on a hub the traffic is sent to all ports

It involves only monitoring of the packets sent by others without sending any
additional data packets in the network traffic

In a network that use hubs to connect systems, all hosts on the network can see all
traffic therefore attacker can easily capture traffic going through the hub

Hub usage is out-dated today. Most modern networks use switches

Mote: Passive sniffing provides significant stealth advantages over active sniffing
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Types of Sniffing: Active Sniffing

o Active sniffing is used to sniff a switch-based network

d  Active sniffing involves injecting address resolution packets (ARP) into f" te, -
the network to flood the switch’s Content Addressable Memory (CAM) @' } ; | s ,
table, CAM keeps track of which host is connected to which port et T e

Active Sniffing Techniques

e Spoofing Attack
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How an Attacker Hacks the
Network Using Sniffers

An attacker connects his laptop to a
switch port

He identifies victim's machine to
target his attacks

The traffic destined for the victim
machine is redirected to the attacker

Lt
{-w : J:'.

He runs discovery tools to learn
about network topology

He poisons the victim machine by
using ARP spoofing techniques

]

£

E'u.'ﬁ “ﬁﬂi }"'-L'

MiTM

The hacker extracts passwords and
sensitive data from the redirected traffic

EthicalHackx.com
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Protocols Vulnerable to Sniffing

'I" Passwords

Protocols vulnerable to sniffing

| HTTP IMAP

Telnet and SMTP and
Rlogin NNTP

POP FTP
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Sniffing in the Data Link Layer
of the OSI Model

 Sniffers operate at the Data Link layer of the OSI model

J Networking layers in the OSI model are designed to work independently of each other; if a
sniffer sniffs data in the Data Link layer, the upper OSI layer will not be aware of the sniffing

Application

- Presentation l
Session l

Network

Data Link

| Physical
——
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Application Stream
Application '

l Presentation '
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' Transport I
e
Network I

POP3, IMAP, IM, SSL, SSH

Protocols/Ports

Compromised

IP Addresses

Initial Compromise

l Data Link i
Physical Links
Physical

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com

Hardware Protocol Analyzer

It can be used to monitor network usage and identify malicious network
traffic generated by hacking software installed in the network

It captures a data packet, decodes it, and analyzes its content according to
certain

——
It allows attacker to see individual data bytes of each packet passing through
the cable
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Hardware Protocol Analyzers

—3

L wmeim
L

Keysight N2X N5540A

RADCOM Prism UltralLite FLUKE Networks OptiView® XG FLUKE Networks OneTouch™
Protocol Analyzer Network Analyzer AT Network Assistant
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Wiretapping is the process of monitoring telephone and Internet conversations by a third party

Attackers connect a listening device (hardware, software, or a combination of both) to the circuit
carrying information between two phones or hosts on the Internet

It allows an attacker to monitor, intercept, access, and record information contained in a data flow
in @ communication system

IF es o
':B_ l{'ﬂl!&‘;'\| W-il;ft'appirlg

T Active Wiretapping Passive Wiretapping

It monitors, records, alters and also injects | p It only monitors and records the traffic and
lsomething into the communication or traffic gain knowledge of the data it contains

MNete: Wiretapping without a warrant or the consent of the concerned person is a criminal offense in most countries
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Lawful Interception

& % Lawful interception refers to legally intercepting data communication between

- 13:/ . two end points for surveillance on the traditional telecommunications, VolP,
' data, and multiservice networks

o Court order/request for wiretap 4 “'?* A ! Service

]
R M s, S Mﬂ HEs

System for real-time P -
" - ] {.. TICIIIICIIIIT
Legal Authority reconstruction of 9 . .
intercepted data = :’ﬁr;ii:;r::;:;f;“
. p
Access *s on exchange route

r .
Switch/Tap ", o u| User 1

: Q4 %
Storage ‘ .

-

*

Exchange '

System |

¥ Router E . HI User 2
+ Law enforcement

agencies can access
intercepted data

) 4
* whenever required | & &

Central Management Server [CMS) Internet
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Wiretapping Case Study:
PRISM

J PRISM stands for "Planning Tool for Resource Integration, Synchronization, and Management,"
and is a "data tool" designed to collect and process "foreign intelligence" that passes through

American servers

- NSA wiretaps a huge amount of foreign internet traffic
that is routed through or saved on U.S. servers
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MAC Address/CAM Table

Each switch has a fixed size dynamic Content Addressable Memory (CAM) table

The CAM table stores information such as MAC addresses available on physical ports
with their associated VLAN parameters

MAC Address CAM Table

3 Bytes
oo von | waCAdd | Type | team | age | Fors

D
T % | o |eish
mic

255 00d3.ad34.123g

s | v Gi2/5
mic

as23.df45.45t6

Dyna
mic

er23.23ert5e3 Yes 0 Gil/e

0: Unicast | :
1: Multicast
0: Globally unique |
1: Locally administered
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How CAIVI Works

EthicalHackx.com

ARP for B3>

] B is unknown, broadcasts
the ARP ARP for B>
CAM Table

E IE3 R—

A 1
9 <--lam MACB
B 2

c 3 Aisonport 1
CAM 1able Learn: B is on port 2

A 1

@ : |-

€ 3 e

MAC A Bis on port 2 ; s i
CAM Table Does not see trafficto B ==
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What Happens When CAIM Table
Is Full?

Once the CAM table on the switch is full, additional ARP request traffic
will flood every port on the switch

This will change the behavior of the switch to reset to it's learning mode,
broadcasting on every port similar to a hub

This attack will also fill the CAM tables of adjacent switches @

Y Is on Port 3

TrafficA-->B
Zls on Port 3

MAC C can see the traffic from Ato B
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MAC Flooding

MAC flooding involves flooding of CAM table with fake
MAC address and IP pairs until it is full

Switch then acts as a hub by broadcasting packets to
all machines on the network and attackers can sniff the

traffic easily

! i MAC Address Flood [
‘ li " } |

[ LN W
Switch:
Attacker :
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Mac Flooding Switches with
macof

macof is a Unix/Linux tool that is a part of dsniff collection
Macof sends random source MAC and IP addresses

This tool floods the switch’s CAM tables (131,000 per min)
by sending bogus MAC entries

.86254: 5 2658741236:1235486715(0) win 512
.78962: 5 1238569742:782563145(0) win 512
L4568: 5 123587152:456312589 (0) win 512
.35842: 5 3256785512:3568742158 (0) win 512 )
.2358: 5 3684125687:3256874125(0) win 512
.78521: 5 1236542358:3698521475(0) win 512
L12369: 5 8523695412:8523698742 (0) win 512
.0.45686: 5 236854125:365145752 (0) win 512

2 a8 g @ e @ e o 2
- -
B 2 e e e e e
scssb585 5
Vo N B Y Y Y Y Y Y
==.===ﬂ===
B &8 8 &8 88 8 &
ccscss55 s

.0.85236: 5 86235T4125:3698521456(0) win 512

http://monkey.org
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Switch Port Stealing CEH

Cortiffed § Evhlesl Hachar

Switch Port Stealing sniffing technique uses MAC flooding to sniff the Layer 2 Switch
packets

Attacker floods the switch with forged gratuitous ARP packets with target
MAC address as source and his own MAC address as destination

A race condition of attacker’s flooded packets and target host packets will
occur and thus switch has to change his MAC address binding constantly
between two different ports

In such case if attacker is fast enough, he will able to direct the packets
intended for the target host toward his switch port

Attacker now manages to steal the target host switch port and sends ARP
request to stolen switch port to discover target hosts’ IP address

When attacker gets ARP reply, this indicates that target host's switch port

binding has been restored and attacker can now able to sniff the packets sent --=- Logical Connection
toward targeted host Real Connection
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How to Defend against VIAC
Attacks

00:0c:1c:cc:ccicc Only 1 MAC Address
00:0a:4b:dd:dd:dd Allowed on the Switch Port

mAs . " ? W ™
132,000
Bogus MACs r&-—'
—

e

' %)

Configuring Port Security on Cisco switch:

switchport port-security

switchport port-security maximum 1 vlan access Port security can be used to restrict inbound
switchport port-security violation restrict traffic from only a selected set of MAC
switchport port-security aging time 2 addresses and limit MAC flooding attack

switchport port-security aging type inactivity

snmp-server enable traps port-security trap-rate 5
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. How DHCP Works

2 DHCP servers maintain TCP/IP configuration information in a database such as valid TCP/IP configuration parameters,
valid IP addresses, and duration of the lease offered by the server

It provides address configurations to DHCP-enabled clients in the form of a lease offer

Client broadcasts DHCPDISCOVER/SOLICIT request . Relay agent broadcasts DHCPOFFER/ADVERTISE in the client’s
asking for DHCP Configuration Information subnet

DHCP-relay agent captures the client request and . Client broadcasts DHCPREQUEST/REQUEST asking DHCP
unicasts it to the DHCP servers available in the network server to provide the DHCP configuration information

DHCP server unicasts DHCPOFFER/ADVERTISE, which . DHCP server sends unicast DHCPACK/REPLY message to the
contains client and server’s MAC address client with the IP config and information

DHCPDISCOVER (IPv4) / Send My DHCP
SDLICITHP\:E} ﬂBruadcast:l ~ | (unﬁgurﬂh'un Information

SRR —— SWaTa *‘9
151

DHCP-relay agent

EEEEEE LR R R R R R R R R TR I R R R RN IIIll-lll'lIl-lIFl!!ll-lll-lll'lll-l'l!-lll}

DHCPREQUEST (1Pv4) / REQUEST (IPv6) {Broadcast)

.q-|llllIJIIlllllllrlll.lll:ll:;l:lé;::{ll;qli';;;'lqll}lé;;};l{;;;é;lfﬁ;;;ﬂl;tl]lllllrllrllllelillrlllll DHCPSE”ET

Here Is Your Configuration

TR R LR RENERREENLELEREELELERREERELRELELERRERERLERLERLERLRJLN.]
: + IF Address: 10.0.0.20

E Submet Mask: 255.255_255.0

sswssunssnssefps Default Routers: 10.0.0.1

* DHS Servers: 192 168 168.2, 192.168.168.3
! Iease Time: 2 day=
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DHCP Request/Reply Messages

ST -

DHCPDiscover solicit Client broadcast to locate available DHCP servers
DHCPOffer Advertise Server to client in response to DHCPDISCOVER with offer of configuration parameters

Request, Confirm, Client message to servers either (a) Requesting offered parameters, {b} Confirming correctness of
Renew, Rebind previously allocated address, or (c) Extending the lease period

DHCPRequest
DHCPAck Reply Server to client with configuration parameters, including committed network address
DHCPRelease Release Client to server relinguishing network address and canceling remaining lease

DHCPDecline Decline Client to server indicating network address is already in use

Sepver tells the client that it has new or updated configuration settings. The client then sends

N/A Reconfigure either a renew,/reply or Information-request/Reply transaction to get the updated information

Client to server, asking only for local configuration parameters; client already has externally

DHCPInform Information Request T Nk

A relay agent sends a relay-forward message to relay messages to senvers, either directly or

N/A Relay-Forward through another relay agent

A server sends a relay-reply message to a relay agent containing a message that the relay agent

N/A Relay-Reply delivers to a client

Server to client indicating dlient’s notion of network address is incorrect (e.g., Client has moved to

e N/A new subnet) ar client’s lease as expired
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IPv4 DHCP Packet Format C(|EH

Cortified § Erhical Macker

Hardware Type | Hardware Length

Transaction ID (XID)

Seconds

Client IP Address (CIADDR)

Your IP Address (YIADDR)

Server IP Address (SIADDR)

Gateway IP Address (GIADDR)

Server Name (SNAME)—64 bytes

Filename—128 bytes

DHCP Options
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ﬂaﬂ@h“ %Wm;:e
! fﬁqﬂﬁﬁ’ted via DHEP falllng

DHCP Scope

. 10.10.10.1
mim

B 10.10.10.2

10.10.10.3

DHCP Server 10.10.10.4

Server runs out of IP 10.10.10.5
addresses to allocate I
to valid users :
L]

10.10.10.254

M,

User

User will be unable to
get the valid IP address

My Mar address [z er?h.ll.-ir;k:-h
- L -

Attacker sends many
different DHCP requests
with many source MACs

Attacker
Copyright © by EG-Eomneil. All Rights Reserved. Reproduction is Strictly Prohibited
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DHCP Starvation Attack Tools

Dhcpstarv Yersinia

= dhcpstarv implements DHCP starvation - Yersinia is a network tool designed to take
attack. It requests DHCP leases on advantage of some weakeness in different
specified interface, saves them, and network protocols

renews on regular basis = It pretends to be a solid framework for

analyzing and testing the deployed
networks and systems

A . & i it A )
il e e P s i O, T e S
= -

DofF MR (3 MLE TR SRR e NP TE e g

S0 T M P Emeter Ceant Liol s

http:/f/dhcpstarv sourceforge.net http /Y www versinio.net
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Rogue DHCP Server Attack

Attacker sets rogue DHCP server in the network and responds to DHCP requests with bogus IP addresses; this
results in compromised network access

This attack works in conjunction with the DHCP Starvation attack; attacker sends TCP/IP setting to the user
after knocking him/her out from the genuine DHCP server

H
DHCPDISCOVERY [IPwd] / SOLICIT (IPv6) [Broadcast) |
DHCPOFFER (IPwd) / ADVERTISE [iPvE) [Unicast) from Rogue Server

DHCPREQUEST [IPvd] / REQUEST (IPvE) (Broadcast) _ g.l:]

User Y- : DHCP Server

1P Addresa: 10.0.0.20

Subnet Mask: 255.255.255.0 .
ferlb foatees 102 e . : By running a rough DHCP server, an attacker
ONH5S Servers: 192 168.168.2 listen all the : : : ;

192 .168.168_3 traffic passing - - can send incorrect TCP/IP setting

Lease Time: 2 days to or from the ¢
H Wrong Default Gateway = Attacker is the
gateway

Wrong DNS server = Attacker is the DNS server
Wrong IP Address = DoS with spoofed IP

Rogue Server
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How to Defend Against DHCP
Starvation and Rogue Server Attack

Enable port security to defend against DHCP

starvation attack

#  Configuring MAC limit on switch's edge ports drops the
packets from further MACs once the limit is reached

==

—— |

“ ] b
o e T
rmm S

SRl EERE
—e

Attacker

L

105 Switch Commands

switchport

switchport

awitchport

d
d
d switchport
|
d

switchport
inactivity

port—security
port—security
port—security
port—security

port—security

v
maximum 1 L-ﬂ_

violation restrict
-y

aging time 2

aging type

Enable DHCP snooping that allows switch to
accept DHCP transaction coming only from a
trusted port

DHCP Snooping
Enabled

L=

—

Trusted

Untrusted

Attacker

10S Global Commands

J ip dhcp snooping vlan 4,104 -2 thisis what
VLANS to snoop

no ip dhep snooping information option
= this allows some DHCP options

d ip dhcop snooping —* this turns on DHCP snooping

Mote: All ports in the VLAN are not trusted by default
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What Is Address Resolution
Protocol (ARP)?

Address Resolution Protocol (ARP) is a stateless protocol used for resolving IP addresses to machine (MAC) addresses

All network devices (that needs to communicate on the network) broadcasts ARP queries in the network to find out other
machines’ MAC addresses

When one machine needs to communicate with another, it looks up its ARP table. If the MAC address is not found in the table,
the ARP_REQUEST is broadcasted over the network.

All machines on the network will compare this IP address to their MAC address

If one of the machine in the network identifies with this address, it will respond to ARP_REQUEST with its IP and MAC address.
The requesting machine will stare the address pair in the ARP table and communication will take place

ARP_REQUEST
1 want to connect to Hello, | need the MAC address of 192.168.168.3
192.168.168.3, but |
need MAC address

Ny

IP 1D: 192.168.168.1
MAC: 00-14-20-01-23-45

: ARP_REQUEST
: Hello, | need the MAC address of 192.168.168.3 i
: "=~

IP 1D: 192,168.168.2
MAC: 00-14-20-01-23-46

IP ID: 194.54.67.10 i
MAC: 00:1b:48:64:42:24 : ARP_REQUEST

A A Helle, | need the MAC address of 192.168.168.3 g
. : ..........................................................-..............‘.;.. .
ARP_REPLY 1 am 192.168.168.3. MAC address is 00-14-20-01-23-47

IP ID: 192.168.168.3
s P MAC: 00-14-20-01-23-47

Connection Established

Copyright © by EE-Eamngll, All Rights Reserved. Reproduction Is Strictly Prohibited.
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What Is Address Resolution
Protocol (ARP)?

Address Resolution Protocol (ARP) is a stateless protocol used for resolving IP addresses to machine (MAC) addresses

All network devices (that needs to communicate on the network) broadcasts ARP queries in the network to find out other
machines’ MAC addresses

When one machine needs to communicate with another, it looks up its ARP table. If the MAC address is not found in the table,
the ARP_REQUEST is broadcasted over the network.

All machines on the network will compare this IP address to their MAC address

If one of the machine in the network identifies with this address, it will respond to ARP_REQUEST with its IP and MAC address.
The requesting machine will stare the address pair in the ARP table and communication will take place

ARP_REQUEST
1 want to connect to Hello, | need the MAC address of 192.168.168.3
192.168.168.3, but |
need MAC address

Ny

IP 1D: 192.168.168.1
MAC: 00-14-20-01-23-45

: ARP_REQUEST
: Hello, | need the MAC address of 192.168.168.3 i
: "=~

IP 1D: 192,168.168.2
MAC: 00-14-20-01-23-46

IP ID: 194.54.67.10 i
MAC: 00:1b:48:64:42:24 : ARP_REQUEST

A A Helle, | need the MAC address of 192.168.168.3 g
. : ..........................................................-..............‘.;.. .
ARP_REPLY 1 am 192.168.168.3. MAC address is 00-14-20-01-23-47

IP ID: 192.168.168.3
s P MAC: 00-14-20-01-23-47

Connection Established
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. ARP Spoofing Attack
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ARP packets can be forged to send data to the attacker’s machine

ARP Spoofing involves constructing a large number of forged ARP request
and reply packets to overload a switch

Switch is set in ‘forwarding mode’ after ARP table is flooded with spoofed
ARP replies and attackers can sniff all the network packets

Attackers flood a target computer’s ARP cache with forged entries, which
is also known as poisoning
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How Does ARP Spoofing Work

Yes, | am here
This is 10.1.1.1 and
_ my MAC address is
Poisoned ARP cache A1.B1.01.D01-E1-F1

10.1.1.0 21-56-88-99-55-66

10.1.1.1 11-22-33-44-55-6E
I want to connect to

10.1.1.1, but | need 10.1.1.2  55-88-66-55-33-44 User B

MAC address
Switch broadcasts

Sends ARP request onto
the wire

*Kp

Actual legitimate user
responds to the ARP request

M sssnsnnal

P

frosmssanannafe Aresmmamamena e

Switch

ser A
(10.1.1.0)

©

o

Sends his malicious MAC

Malicious user eavesdrops on the
address

ARP request and responses and
spoofs as the legitimate user

Iam 10.1.1.1 and
iE i \‘/ my MAC address is
N 11-22-33-44-55-66
|! @ \v PN

Information for IP address - Attacker

10.1.1.1 is now heing sent to
MAC address 11-22-33-44-55-66
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Threats of ARP Poisoning C/EH

Larkifind § Gablowl  Wachas

Using fake ARP messages, an attacker can divert all communications between
two machines so that all traffic is exchanged via his/her PC

m Packet Sniffing Data Interception

Session Hijacking

Connection Resetting

Stealing Passwords

Denial-of-Service (DoS) Attack
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ARP Poisoning Tools: Cain &
Abel and WinArpAttacker

Cain & Abel

# Cain & Abel allows sniffing packets of various protocols on @
switched LANs by hijacking IP traffic of multiple hosts
concurrently

] L | e |

File Yiew Cgnfigore Took Help

JH @hEBR +0 ¥ LYDEEO®RE 0 0
[&£ Decoders |3 Hetmork [l seifier [ Cracker [ @) Tracerowte [HB coov [ wiess 155 Query |

'E'E] SEabus | IP address WAL pddress | Packets - | <- Packets | MAC address | 1P adidress
& arki Gen [T P [ETTTIT T T TR T WORNSLUBTIS
4
X APE.DNS i

--.PF.-sz-»-' o -
& APE-HTTRE (@)
j LPR-BrooyHTTPS. {04 .
) apr-R0P m ] j g
5 APR-FTPS (0 L ‘et = i = Stew | Serdd  Sucocni Oodoss | Uemlin | aEaul
S APR-POFIS I d [ | : Daine | Saifli. | Aitect ArpS | aspiP | Arpt | ArpfP | Peckets | Teffict)
B APR-IAPS D) § IP address BAAC sddress | Paciel ' iz A O i ol W . ’ oo
b i — | O] ] ) B WNMISILON. Onime Mor.  Mommal 1] } i 3 i
= "fF-'-E'":N' il 1 vam c W vanDY S thn e ¢ i i & i
APELSIPS ] WAMDCWAE Oniing  Mor Memral 4 t 3 ()

WinArpAttacker

WinArpAttacker sends IP conflict packets
to target computers as fast as possible and
diverts all communications

Unaithed - WindrpAiacksr 3.5 20066 4

Fde Scen Amsck [eled Optend Hew Bep

WIR-L 0N T Cmina  Mor Heor—al & 3 i 3 9.0
WORKORLUF Dalne Hor Mgl | ¥ id W rm
ADMIN Omlne Mo Hpamol ] i '] Q)

| Effectirme

Hew_Hpst

: t e Scan
¢ m 320917 104008 ff.“fx:

— |@ Configuration | Enited Packet:

| E_!_-j, Hosts | @ Ak [ Routing [T Panwerss [aa ve |

Lot pocketn B%

http /S www.oxid. it = F: a0l [ 43 G, 1008 Gne T Ol 8 Enfbng 0

http:/fwww.xfocus.net
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. ARP Poisoning Tool: Ufasoft Snif

lTeam Hslg

& Cibeinay
Pachen
i TokaRng
= T PP
A Maki_T
AP

ot BIT5aelid

Portnton Fid7 TN

www.ethicalhackx.com EthicalHackx.com

passwords and email messages on the network and works

Ufasoft Snif is an automated ARP poisoning tool that sniffs
O
~ on Wi-Fi network as well

Wiew Capiar Tuuk

Flame 1
63155, R Fllag [
a5 Flagr L]

15801 40 Plagra [ 1

ST

11 MM
B Flag ] ¥ MY
T g (] ey 4 1

Bkl MW
S

& MR 11 AR AN
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How to Defend Against ARP
Poisoning

Implement Dynamic ARP Inspection Using DHCP Snooping Binding Table

sh ip dhcp snooping binding

Type WVLAN Interface

la:12:3b:2f;df:1c 10.10.10.8 1256864 dhop- 4 PastEthern=t
SDOODLINGg 3jfi8

No ARP entry in the
binding table then

DHCP Snooping Enabled - PSRN RS

Dynamic ARP Inspection Enabled vy

ﬁllllllllllllllllllllllll.l'.ll.E f ARP10.10.10.1
--...-l..‘h-.-..-.-.__.._l__.} W e | -ﬁllllllllllllllllllllllllll.: E Sa?ingiﬂ.lﬂ.lu-z

{Illlllllhlll EEE R E H i iS MACC

Z 18 |
10.10.10.2 ARP 10.10.10.2 Saying - 10.10.10.5

MACB 7 10.10.10.1 is MAC C f -~ MACC

AEEIEEEEEEEEEEEE

Check the MAC and IP fields to see if the ARP
from the interface is in the binding; if not, traffic
is blocked
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Configuring DHCP Snooping and Dynamic
ARP Inspection on Cisco Switches

'_|.
[T T T

=

W

hi{config)# ip dhcp snooping

et ot

x

=
e I I T

h# show ip dhcop snooping

DHCP snooping is enabled
snooping is configured on following VLANs: 10
snooping is operational on following VLANs: 1
snooping is configured on the following L3

rTacesa

L, W &

oo
[ O |

n
W

o L I e T e R 1 O O O O
= noLtn g =

ord b o o

p
H
h

DHCP snooping trust/rate is configured om the
following Interfaces:

Interface Trusted Bate limic

3

Switch# show ip dhcp snooping binding

Iphddreas Leass Type VLAN Interface

1la:12:3b:2f;df-1c 10.10.10.8 125864 dhcp- 4 FastEthernet
snooping 0/3

Total number of bindings: 1
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=

Awitch (configld ip arp inspection wlan 10
Gwitch iconfigld "B

Switch} show ip arp inspection
Jource Mac Talidation . Dimabled
Destination Mac Validation : Disabled
dation : Dismabled

Configux Operation ACL Match

Enabled Active

ACL Logging DHECP Logging Frobe Logging

D=y De=ny DEE
Forwarded Dropped DHCF Dzrops ACL Drops

ACL Permits Frobe Pemits Souroe Failures

- = E
Dest MAC Failures IP Validation Failures Invalid Protocol Data

o a

%5W DAI-4-DHCP SHOOPING DENY: 1
Invalid LRPs (Res) on Fal/5%, vian

10. (00236050 .acta/182 168,101 /FFfFF.
L fEFE/ 102168 .10:1/05:37:31 UIC
Mon Mar 1 20121}
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ARP Spoofing Detection: XArxp

J XArp helps users to detect ARP attacks and keep their data private
d It allows administrators to monitor whole subnets for ARP attacks

2 Different security levels and fine tuning possibilities allow normal and power users to
efficiently use XArp to detect ARP attacks

File Kiep Profewuonal  Hela

x [51at|:5 ARP attacks .j.EqEr_qE.::l] Security kewed set ior  aggressive
® Yo geinioed pindc

The sogressve secuty vl enatles |

B ol ARP picke! rapes o moduled

I ‘] |

= Ased B Harelios S3F sttachsbeic B e e R g kRt -

o e XA loofl Bagh Prequency. Uisng B vl gt - >
== o= Faie mttack aberts o & nperases

0 & highiy aggresseve packet

it i 10/17/2013 15:3%:55

ot Marp P femsona now! .
Fpaiar NArm Profusponl Directedf eguestFiter: torgeted request.
destmation mac of arp request not set to
broadcastfimalid address

| Vemsee | Intarfuca | Onkna | Caehe | Firtieen

E
=
&

Lin koo el - It B P e e
unksswn 5 - IrebaliR) P, i vee

unkesn B - Inbk{R] P— e e

Interface :

Ferann [l - IrvbebiR) ¥ &5 {acharnat]

o 1 - Intek B e nli 3 xy SCUTCe mac:

unbmeam sl - Ircha ) [’ i i dest mac

un kesomn [ = et} y ! 3 TYPR

(T ] D3 = IntekR] Ve T [azpl

Mlioro-dar intle 00 - intellB) Pe eg T dirsction 3

Netgear, inc. [l - IntediR) ] 1 1 type

un keoman e = IniwbiR] P, e ¥

Sewsdwall %3 « hrieb{R] P, D

Cadmis Cam. (e - IniekR] P [

N krsoaan ¥ = Ircbek' B P e 3 WU T T sy
= b ammm o= dest mac

IEEEREEREEERREERS

Jource Ip o
dest ip
SoUTred mac:s .

ZRELEBREERBELE

=
LR

Whsp 223 « ¥ mappings - | eterdace - 2 deds
|

hitbp A wwwe chirisenc d
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IModule Flow

Sniffing
Concepts

ARP
Poisoning

Counter-
measures
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DNS Sniffing
Poisoning Tools

Sniffing
Detection
Techniques

Sniffing
Pen Testing
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IVIAC Spoofing/Duplicating

MAC duplicating attack is launched by sniffing a network for MAC addresses of clients who are actively associated
with a switch port and re-using one of those addresses

By listening to the traffic on the network, a malicious user can intercept and use a legitimate user's MAC address to
receive all the traffic destined for the user

This attack allows an attacker to gain access to the network and take over someone’s identity already on the network

My MAC address
\is aa:bb:cozdd:ee:ff | Switch Rule: Allow access to the network only
' ' if your MAC address is aa:bb:cc:dd:ee:ff

dennnnannnnunni ransunnnnnunnfe B R

s W

Switch Attacker sniffs the network for MAC addresses of the
currently associated users and then uses that MAC address

to attack other users associated to the same switch port

Legitimate User

E LIRS RTETRRTRT 1Y

~No! My ™
Jr..-"

[ MAC Address is \‘g
b " .aa:hh:oc:dd:ee:ff{f’ @

M e

Attacker

Internet

Nete: This technique can be used to bypass Wireless Access Points’ MAC filtering
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MAC Spoofing Technique:
Windows

In Windows 8 0S Go to Right bottom of the screen =2 Settings = Control Panel
Method 1 If the network interface card = Network and Internet 2 Networking and Sharing Center

supports clone MAC address then follow

the steps: Click on the Ethernet and then click on the Properties in the

Ethernet S5tatus window

Broadcom Netlink (TM) Gigabit Ethernet Properties Beall |

Gerers :un-er Detads | Everts | Power Management . In the Ethernet properties window click on the Cenfigure

Thia followig propariies aee avadabin for this netwodk adagter. Ok button and then on the Advanced tab
thes propesty you want to change on the laft, and then select its value

ey fE -lujhl

Promay Vahue i " .
——— o 000w Under the “Property:” section, browse for Network Address

irtemupt Moderaton : and click on it

On the right side, under "Value:”, type in the new MAC address
you would like to assign and click OK

Ef’id@ﬁ:;e, Note: Enter the MAC address number without “-" in between

TCRAJDP Chackeum Offload {IPv
TCPUDP Checksum Offioad 1P
VLANID v

Type “ipeonfig/all” or “net config rdr” in command prompt to
verify the changes

If the changes are visible then reboot the system, else try method 2
(change MAC address in the registry)
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MAC Spoofing Technique:
Windows (Conta)

Method 2: Steps to change MAC address in Registry

Go to Start =2 Run, type regedt32 to start registry
editor

Meote: Do not type Regedit to start registry editor

Goto
"HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlS - e e
et\Control\Class\{4d36e972-e325-11ce-bfcl- ol (Pl

08002bel10318} and double click on it to expand | e |
the tree

4-digit sub keys representing network adapters will
be found (starting with 0000, 0001, 0002, etc.)

Search for the proper “DriverDesc” key to find the
desired interface

Edit, or add, the string key "MetworkAddress" (data
type "REG_57") to contain the new MAC address

Disable and then re-enable the network interface
that was changed or reboot the system
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IMAC Spoofing Tool: SMIAC

SMAC is a MAC Address Changer (Spoofer) that allows users to

change MAC address for any network interface cards (NIC) on the
Windows systems

Features

Automatically a.s:twates new L e
MAC address right after Mevs Spocled MAC Addess > |
changing it |00 =08 —EF =81 —=|D6 = 91 x|

_ Uipdate MAL
Restart Adapie
Random

Shows the manufacturer of the |DIBALS A |000SEF| = Refrezh

5 pooled MAL &ddress Natwork Cormection
MAC address | Il [NotSpocied | [Ethemet

Randomly generates any New Active MAL Address . Hudwae D
:| mhml_mdzv_1%gﬁrﬁ_mi:@m
MAC address or based on a _
\Dizclaimer Usze thiz program at youn own sk, 'We ae not responsible for any damage that may ocourto any system. A~

selected manufacturer [Thes proggamis no 19 be used oty legal o unethical purpose. Do nol use this rogram # you do not sgiee wih v
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How to Defend Against MIAC
Spoofing

Use DHCP Snooping Binding Table, Dynamic ARP Inspection, and IP Source Guard

sh ip dhcp snooping binding
10.10.10.1

Zm:33:4c:2f 4n : . I_ MA{:.A

IP and MAC entry in the binding table .-
does not match then discard the packet

>

DHCP Snooping Enabled
Dynamic ARP Inspection Enabled
IP Source Guard Enabled

F WL ] {...........................'

‘ Traffic Sent with 1P
10.10.10.5 MacB

>

10.10.10.2 ‘ Traffic Sent with IP

MAC B 10.10.10.2 Mac C 10.10.10.5

- - MACC
‘ Received Traffic Source
IP 10.10.10.2 Mac B

Check the MAC and IP fields to see if the traffic from the
interface is in the binding table; if not, traffic is blocked

EEEE ISR E SRR E AR AR RS E R R
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How to Defend Against MIAC
Spoofing

Use DHCP Snooping Binding Table, Dynamic ARP Inspection, and IP Source Guard

sh ip dhcp snooping binding
10.10.10.1

Zm:33:4c:2f 4n : . I_ MA{:.A

IP and MAC entry in the binding table .-
does not match then discard the packet

>

DHCP Snooping Enabled
Dynamic ARP Inspection Enabled
IP Source Guard Enabled

F WL ] {...........................'

‘ Traffic Sent with 1P
10.10.10.5 MacB

>

10.10.10.2 ‘ Traffic Sent with IP

MAC B 10.10.10.2 Mac C 10.10.10.5

- - MACC
‘ Received Traffic Source
IP 10.10.10.2 Mac B

Check the MAC and IP fields to see if the traffic from the
interface is in the binding table; if not, traffic is blocked

EEEE ISR E SRR E AR AR RS E R R
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Sniffing
Concepts

ARP Spoofing
Poisoning Attack

Sniffing
Detection
Techniques

Counter-
measures
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Sniffing
Tools

Sniffing
Pen Testing
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. DNS Poisoning Techniques

- DNS poisoning is a technique that tricks a DNS It allows attacker to replace IP address
server into believing that it has received entries for a target site on a given DNS server
authentic information when, in reality, it has not with IP address of the server he/she controls

It results in substitution of a false IP address at Attacker can create fake DNS entries for the
the DNS level where web addresses are server (containing malicious content) with
converted into numeric IP addresses same names as that of the target server

Intranet DNS
Spoofing (Local
network)

Internet DNS
Spoofing (Remote
network)

DNS Cache
Poisoning

Proxy Server
DNS Poisoning

DNS Server T, DNS Attack Scripts
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Intranet DNS Spoofing

& For this technique, you must be connected to the local area network (LAN} and be able to
sniff packets

& |t works well against switches with ARP poisoning the router

What is the 1P
address of

W XS ECUTTY T Router IP 10.0.0.254

NS Request - : Real Website
L hbipaali ol e L MM M WWW.XSeCUrity.com
IP: 200.0.0.45

Attacker poisons the router :

: and redirects DNS requests Attacker sniffs the &

Rebecca : n Lw his iachine credential and
IP: 10.0.0.3 redirects the request -
to real website .

/7 anwwLKSecUrity.oom

is located at

ATTACKEr runs
arpspoof/dnsspoof

<

Fake Wehsite
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Internet DNS Spoofing

Internet DNS Spoofing, attacker infects Rebecca’s machine
with a Trojan and changes her DNS IP address to that of
the attacker’s

© whatistheir
address of ]
|, www.xsecurity.com /

Rebecca's Browser
connects to 65.0.0.2 }
Attacker sniffs the

credential and redirects the
request to real website
Fake Website Real Website
IP-65.0.0.2 WWW XseCUriby. com
IP- 200.0.0.45

Rebecca
{IF: 10.0.0.5)

: DNS Request do
: to 200.0.0.2

Attacker infects Rebecca's o

computer by change her DNS IP
address to: 200.0.0.2

lllllllllll-lll-llllll'lll}

Attacker runs DNS Server
in Russia (IP: 200.0.0.2)
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Proxy Server DNS Poisoning

= Attacker sends a Trojan to Rebecca’s machine that changes her proxy server settings
& in Internet Explorer to that of the attacker’s and redirects to fake website

‘What is the IP Proocy Server
| address of -
_ gt L€ @ proxy server for your LAN (These settings will not apply to Real Website

—dial VPN connections). A
ipe ] WWW.Xsecurity.com
Address: | 200.0.0.2 Port: | 8080 Advanced (IP: 200.0.0.45)

| Bypass proxy server for local addresses

Attacker’s fake website sniffs =
the credential and redirects :

Rebecca the request to the real website

(1P: 10.0.0.5) * -
: + All Rebecca’s Web

* reguests goes through
Hacker's machine

Attacker infects Rebecca’s
computer by changing her IE
Proxy address to: 200.0.0.2 Attacker runs Proxy Server Fake Wehsite

in Russia IP: 200.0.0.2 (IP: 65.0.0.2)
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DNS Cache Poisoning

01 DNS cache poisoning refers to altering or adding forged DNS records into the DNS resolver cache so
that a DNS query is redirected to a malicious site

it will cache the incorrect entries locally and serve them to users who make the same request

| =
0 2 If the DNS resolver cannot validate that the DNS responses have come from an authoritative source,
-

What is the
IP address of
\ m.mcuﬁt_'{.mm_

Cuwery for DNS info Query for DNS info
.o} U1l A OORPRRRN. 1

{-u|-||-||||-||-|-|-|-|-||||-||-elll I_ w{l.lllllllllellll
DMNS cache at user is
updated with IP of fake

e website Internal A Authoritative
: DNS J DMNS server for

: Redirected to a fake website xsecutity.com

Pl RNy

: Send DNS response
: with IP of a fake
E website
Attacker's fake wehbsite sniffs .
the credential and redirects the
request to the real website

| SRS -
Real Website Fake Website Attacker Rogue DNS
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How to Defend Against DNS
Spoofing

Resolve all DNS T | Configure firewall
queries to local from going to =i to restrict external
DNS server =xternal server _ | DNS lookup

) Configure DNS
Implement IDS = S resolver touse a

and deploy it | | :;::;I;En::ent new random source
correctly A - port for each

outgoing query

Restrict DNS Use DNS Non-
recusing servi o Existent Domain Secure your

) , ' (NXDOMAI te internal machines
to authorized tin: :
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IModule Flow

Sniffing
Concepts

ARP Spoofing DNS
Poisoning Attack Poisoning

Sniffing S
Counter- Detection Sniffing

measures Techniques Pen Testing
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Sniffing Tool: Wireshark

capture and interactively browse the traffic

It captures live network traffic from Ethernet, IEEE 802.11, PPP/HDLC, ATM, Bluetooth, USB, 03
Token Ring, Frame Relay, FDDI networks

set of filters

Attacker Wireshark Tool Victim
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Sniffing Tool: Wireshark  ¢|gH

(CDntJd) Certified || Erhicai Macker

Fie Edit Yiew Go Csplure [Snalyze  Statictes Telephnnr l Internals  Help
ed AN BRXE AT iE BEE @@ W

Fiten v | Erprassion.. Clear  Apph v

Mo Time Source Destination Protoco]l Length Info

1 0.00000000 192.168.168.133 239.255. 255,250 S50F 175 m-SEARCH = HTTP/1.1

2 1.60276800 FeB0: :4855: 5cad:blaffoz::1:3 LLMMNR ES Standard query Oxdd7a A seotd
. 60 300 192,168, 168. 61 224.0.0.2 LLMNA 63 Standard query Dxddia A seord
0272400 ToB0: :4855: 5c3d:b13TH02::1:3 LLMNA ES standard query Oxddia A seotd
. TO272800192.168.168. 61 224.0.0.252 LLMKER _515j}.??#?:#_&aﬁf:j’i‘!ﬂ%_ A seotd
. 72908900 De11_c3:h1:8h Broadcast ARP
72911900 CadmusCo_T3:24:9F Dell_c3:bl:8b ARP

-'.g:. L, T20E640 .-:.:_-.:.- 6B.168.75 o 192.168.16E 33 o -

9 1.73001600 CadmuscCo_73:24:9F Broadcast ARP

18 1, 730676500 Del1_c3:bl:Eb cadmusCo_73:24:9F aRP i Field name

121.73139200192.168.168. 75 192.168.168.133 TCP & 10dapci - [EC G08T0-5-104-Apci

131 TIMTAAA TG TARE 1AR TE 147 188 1A 133 HTTD
B 1Masdu - EC 60ET0-5-104-Asdu Predefined values

i Frame 3: 65 bytes on wire (520 bits), 65 bytes captured (520 B f 2dpantyfes - Pra-MPEG Code of Practice =3 relea
i Ethernet IT, Src: Elitegro_22:30:de (00:25:11:22:30:de), Dst: B 3COMBNS - 3Com XNS Encapsulation

il Internet Protocol Version 4, Src: 192.163.168.61 (192.16E.168.

7 User patagram Protocol, Src Port: 49279 (49279), Dst Port: 11m £ 3GPP2 AT - 3GPPL ATI

# Link-Tocal Multicast Mama Resolution (query) B ELOWPAN - IPvE over IEEE B0Z.154

£02.11 MAGT - IEEE 802.11 wireless LAN managems

E02.11 Radistap - [EEE 802,11 Radictap Capture he cantang
o000 01 00 5e 00 00 Tc 0O 11 22 30 de OB 00 45 00
0010 00 33 o7 F3 00 00 O1 67 @5 c0 a8 a& 3d o0 00 : ¥ 802.3 Slow protocols - Slow Protocols matches
0020 00 fc oD 7f 14 b 00 bl db 4d Ta 00 00 00 01
0030 00 00 00 00 00 00 0§ 65 6F 74 34 00 00 01 0O ¥ 9P - Plan 990
0040 01 .
A-bis OBL - G5M A-bis OML
AALT - ATM AALY
BALEE - A1MW AALS/E

@ 57 |Ethernet: <live capture in progress> Files C:h.., | Packets: 2164 - Displayec: 2194 (100.0%)

httop://www.wireshark.org
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Follow TCP Stream in Wireshark

| B Edt Vew Go Coptwe fnaboe Qstistics Tewpheny Teals Imtemals Halp Siream Comient
o d N 2 R - L 4 EE & qaam L %01 POET Flog iy r1f~:,-pr-p|-'rr~|1

ik HOST: e |

connect1on:

Content -Lengths O

Atcepl: text ital applicatfon/shinl+xal , applicatfon/xal; cub, 9. fnage,/webp, * /5 e, 8

C arigin: hetp: fmail. in com

- 3 | User-Agent: Mozt 1la/s. 0 (Windons NT 6.3 WOwEd) applowebkiT/537.36 (kMT™ML, Tike Gecko)
1 &, BO07F 11000 175, 56, 201, 105 3 A 133 0 htep = I:I = Chrgme, 30,0, 1598, 101 safari /537,98

sg.? !‘E-. CII:E*ZI‘::'!I}C“EI :?3-25,.‘"“1 5 7 . D&, ¥ “?:'6.- I1|TE 1.1 {?ﬂ‘ HMovad SOACENT-TYRR: BRPT1CaTION o-mm-Tors—or] wnooded

Fdter | lopifiesm igq 16 w ! [aprmsan.  Clisi

Beferer: Btep://mail \ B
Arcept-Encoding deflate , ssdch
* E 3 ACCEPE-LARQUAgQE: en-L5, enjg=0.8 i s e
= Coocin: Th_MAPop_ wiel; Ix_GEO_RGHe-hyderabad; ind igv el 1o mdy
543 WTTR/1.1 301 Haved _,...rna-r«z";mjf_ 108470308, 1 2565810, 1 FRIESEI20, 1 FRIEELE E%..\-,P
_wrEn=1 I2T 042,10 1 202660661 : __wrsc=112739414;
__ubeps] W37 R34, 17476 R’I"". 1.1, e irm{direcy) |vrstcrm (direct) |urntnda(nomne )}
_an_ll= aly B uT=ZEDbbe Ik T BRONE T el 5055 52 4 BERIATCT -4 FY 160 TS 2ES0a T
ep, yulbB b 082 cch "1 el bS58 0ar eb S 20 40 TOG 1407 - 02 B1 AT 22 5260047 3;  NotOnTy=Shomws;
_wik Ag-fai fdiol ictdlledan IETa0i tRdEee s | _wlEs-Rd&7Ehdddt. 77

& Frame 4401 1125 byres om wire (9000 biTs), 1125 bytes captured (9000 bits) on inrerface O r.'.i_f'll-l"l'-i"l' a1 =ML PRI FRE i i

£ Exherper Ii, Src: CadeusCo_73:24:0F (0B:00:27:73:124:9F), Dor: Somdlcwal_3f :Lle:al (00:06:b1:3f ;:-"’-Jr ﬂ::af;!gr’"-"“ﬂ” il Jarbe : vl .1 30 Moved Tesporar iy
FyRe !

m Explres: Thu, 18 mov 1581 0B:52:00 oaT

# Trans®ission Control Protocol, SPC PoOrT: BTS-%73 (36813, OST PorT: MOop (807, Seq: 1. ack: 1§ Cache-Control: no-store, mo-cache, sust-revalidate, poit-checksd, pre-checkad

- HypErEERt Trardfer protacol !"rz_ugna: l:u:--:.u;rvo -

Lire-based Text data: uppl'i\‘.-:.'['i\:ﬂ":l.-M\-T-:-rn-ur'lzn:nded ;‘E:r';;';l:. 1ra. ?ﬁ %I‘_’“"""‘

f_sourcerst=httpRlaklFidrmad 1. in. cosfi2 Frennad 15251 rbo. phpd ] gf roas | 18F_§ de= johndF_ perdegrer COATSAT- ‘E,,,JEF

3 Crmanct fon: l:'l-\.-'&"

Content-Type: Eext) |'|1.'|'-I charset=UTF -8

Daiuw: Tha, 34 Jeil JOES Z1:9%:00 GWT

comnection: kesp-alive

VAFY: ACCepT-EnCoding

SerT-Cookin: uisdeleved; axpiresewed, 24-por-2002 11:54:59 GT: pachs/;

set~Cookie: upedeleted; expiresswed, J4-Dee-2007 11:%8:59 GHT: =

. :_n;.l:lu'g-q'_l: i Enting comversstie (252 bytes)
alive..
Lengrhi: Endd Sawe A% Brint EBCDRE Hex Dhisnp i Aireys
Ti TENT
nhcano
unl, zpp

@ | Fie e Cupploe Lo h T e mire., Dioplaye.  Profies Befaull

Hep Filter Clut Thix Sream

Password revealed
in TCP Stream
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Display Filters in Wireshark

Display filters are used to change the view of packets in the captured files

Display Filtering by Example: Type the protocol in the filter |
Protocol box; arp, http, tcp, udp, dns, ip é )

. . i 8 tep.port==23
Monitoring the : ) ]
¢t 8 ip.addr==19%2.168.1.100 machine

SPEGIfIE Ports ip.addr==192 .168.1.100 && tcp.port=23

3 Filtering by Multiple
IP Addresses

Filtering by ko L
4 | IP Address : ip.addr == 10.0.0.4

.dst =— 10.0.1.50 && frame.pkt len > 400

.addr == 10.0.1.12 &£& icmp && frame.number >
&& frame.number < 30

.8rc—205.153.63.30 or ip.dst—205.153.63.30

Other Filters
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Additional Wireshark Filters

01 top.flags.reset==
Displays all TCP resets

02 udp contains 33:27:58

Sets a filter for the HEX values of 0x33 Ox27 0x58 at any offset
| e il

http.request

Displays all HTTP GET requests

top.analysis. retransmission

Displays all retransmissions in the trace

tcp contains traffic

Displays all TCP packets that contain the word ‘traffic’

! (axrp or icmp or dns)
Masks out arp, icmp, dns, or other protocols and allows you to
. view traffic of you interest
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Sniffing Tool: SteelCentral
Packet Analyzer

Crszadds P (30 div s’ Cotrace R (i€ Lt rmrastang)

Litbe Pl 12 M el

&

http:/www.niverbed com

SteelCentral Packet ' " - ﬂ

Analyzer provides a
graphical console for high-
speed packet analysis
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Sniffing Tool: Tcpdump/Windump

TCPdump is a command line interface packet sniffer which runs on Linux
and Windows

TCPDump WinDump

Runs on Linux and UNIX systems Runs on Windows systems

Command Prompt

topdump -1 etho
13:13:48 . 437836 10.20.21 .03, routar > RIFZ-
ROUTERS . WCAET . HET . router: RIPW2
13:13:48 436364 10.20.21.23 > 10.20.21.558: iomp: RIF2-
ROJTERE . HCAET HET udp
13:13:54 . 54T195 wmtl .endicott . jugyyboy . com. routar > RIF2-
ROUTERS . HCAET . HET . rou
13:13:58. 313192 :: > FEOZ:r1:fF00:11: lomps: nalghbar aol: whe has
FaBl::
13:13:58_ 313573 FabB0::260:5a00: 10011 > ipwE-mllrontars: Lomps:
FoUter o
L13:14205, 179288 @ > FEOZ:r1:fF00:14: lomps: nalghbor sol: whoe has
Fabl
13:Rd106. 173453 Fabl:: 260 5a00: 10014 > ipwE-allrontars: Losps:
Touter o 18:36 497512 PG ad 3552 th 78
13:14218. 473315 10.20.21 .55, routar > RIF2- L 3 gth 7@
ROUTERS . HMCAST . HET . rovtar: RIPwE b ¥R & . .13 192 : 8.1 th
13:14:18. 473950 10.20.21.23 > 10.20.21.55: icmp: RIPZ- ] - ] - E3EE s UDF. 1 th 98

1 L I - lepngth @

ROUTERS . HCAET .HET udp or g d d J1%7: UDP TE
13:14220. 628768 10.20.21 .64 . fllanat-tme > & 2
BEtvdnall . arv. joguybey. com domain: 49
13:14: 24582008 vmtl . andicott. juggyboy . com. router > RIFZ-

| ROUTERS . NCAST HET . ron

http://www.tcpdump.org http:/fwww.winpcap.org
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Network Packet Analyzer:
OmniPeek Network Analyzer

OmniPeek sniffer displays a Google Map in the OmniPeek capture window showing the locations of all the public
IP addresses of captured packets

This feature is a great way to monitor the network in real time, and show from where in the world that traffic is
coming

|-gu-_|

apnge  Sena WosD
- i ME R
Yiari Paga Caplnel «

Packeiy sacprwed: 000 Budien Lunger T

Padorts Wilered: 2002 Filim sl & Aol sl machels
L TR
Dasbbioards

[E L]

Wikt B Wi

Al

wh |

Souroe

Cogd
Caphuss
b Padeis
Loy
Pittary
Lxpart

EAEE

R )

AT
el el el el il el et el el

o GHREDE = ==
[E N ST T P P
i

BB vitheinry Eoanten PO GRE Fariy Cembinler - vwvtual Daliory Pac Burshow SokiZ

i http:/, wﬁ&::fidmckets.mmi
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Network Packet Analyzer: clEH
Observer

Cartiffed § Ehleal Hachar

EthicalHackx.com

Observer provides a comprehensive drill-down into network traffic and provides

back-in-time analysis, reporting, trending, alarms, application tools, and route
monitoring capabilities
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Network Packet Analyzer:
Sniff-O-Matic

Sniff-O-Matic is a network protocol analyzer and packet sniffer that captures

Features

Capture IP packets on your
LAN without packet loss

Maonitor network activity in
real time

Filters to show only the
packets you want

Realtime checksum
calculation

Save and load captured
packets

Traffic charts with filter info

Copture  Opleong

| [m] [marp
Pk Sourcd
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TCP/IP Packet Crafter: Colasoft
Packet Builder

Colasoft Packet Builder allows user to select one from the provided templates: Ethernet
Packet, ARP Packet, IP Packet, TCP Packet and UDP Packet, and change the parameters

in the decoder editor, hexadecimal editor, or ASCIl editor to create a packet

File Edt Send Help
42 i & o y L i O e

Impart Export* | Add Incert | Copy Merve Dewwn | Checksum | Send  Send All  Adapter  About
& Decode Editor Packet Ma. ! & Packet List Packets 4 | Selected
T Packet Info: o Mo, Delta Time | Source Destination

1] 0100000 - 000000000000 | FEFREFFFEFRFF
2
1

LI00000 - D000 0000
000000 | 0u0L0.0e0 00000

00000 Second
4 CLT00000 | 0.000.0:40 0.0.0,0c0

iFF:FF:FF:FF

L 4

%1 Hex Editor

oo | FF FT FF FE
2 06 90 O
0 00 a0 0
0 00 00

g OO0 90 O

J

http:/fwww colasaft com
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Network Packet Analyzer:
RSA NetWitness Investigator

NetWitness investigator 3
i Qeletien fdW  Yiew Qescknsis  Hotsey  Hels
&l Dacs Tex
folloctany y @O
&wla oo @ 0l :_,_II:._Il;.;|.u.l.“r; l-—-.-..‘i.‘_'al- i"'-'h|':“|n|"ﬂ i
Hame S i = = e
ik £ 0N A-DE-27 a5 POV A-DE-FT FrdE >

Baady am o+ Serdice Type A
CITHER METRAOHS (16 TP

Twacky

5 4 Hostname Aliases
- W'l JOOge Com e iAol S « S IT. Wit £ 6
ghrove pasogie Coam § 1)+ Clienis: | gogie ooem

1 = plul.| Goaghe Cor

Source I Address
ERTTE B }
S BEE0 TS IS Fat
B2 FERO44 125 190166050
TR FEEQ T
Destination 1P sddress
B0 L Fi 11T

Source [Pl Address

Fackeln Capturedt 3679 (0.0% Dropped

http://www.emc.com
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Additional Sniffing Tools

Ace Password Sniffer R EffeTech HTTP Sniffer

http:/fwuna effetech.com - http:/ v effetech.com

IPgrab - .=. ntopng

http://ipgrab.sourceforge.net http:/ /v ntop.org
FH. YN

Big-Mother 'Y Ettercap

http:/ v tupsoft.com a i http:/fettercap.sourcefarge.net

EtherDetect Packet Sniffer | SmartSniff
http:/fwanw etherdetect. com _ httpeffwnwenirsoft.net

dsniff EtherApe

http:/fmaonkey.org & 3 http:ffetherape.sourceforge.net
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Additional Sniffing Tools

(Cont’d)

Network Probe CommView
http:/fwna objectplanet.com : http:/ /v tamos. com

WebSiteSniffer ‘ NetResident

http:/fwaana nirsoft.net http:/ /v tamos. com

ICQ Sniffer - Kismet

http:/fwun etherboss. com < http: v kismetwireless.net

MaaTec Network Analyzer = 7 AIM Sniffer

http:/fwunw maatec.com . httpffwnw.effetech.com

Alchemy Network Monitor > Netstumbler

http:fwane mishelpers.com http:fAavnwenetstumbler.com
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Packet Sniffing Tools for Mobile: Wi.cap.
Network Sniffer Pro and FaceNiff

Wi.cap. Network Sniffer Pro

Mobile network packet sniffer for ROOT ARM
droids

il

Information

UoFs
o1oo
0108
o110
0118

: mn 7 BEtoxtecET| % P Info Data  Stats  Param

https://play.google.com
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FaceNiff

FaceNiff is an Android app that allows you to sniff
and intercept web session profiles over the Wi-Fi

www.ethicalhackx.com

Vibration

bponury

t bponury

MAC TOV

Filter services

Bartosz Testowy

(]

Unlock npfi Bequesk new key &0 1o webizde

Exjicefl seadicna Irrpait e Eion e il g iE]

http://faceniff.ponury.net
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ARP Spoofing DNS Sniffing
Poisoning Attack Poisoning Tools
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Detection
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How to Defend Against Sniffing

(Cont’d)

Use HTTPS instead of HTTP to protect user names and passwords

Use switch instead of hub as switch delivers data only to the
intended recipient

Use SFTP, instead of FTP for secure transfer of files

Use PGP and S/MIPE, VPN, IPSec, SSL/TLS, Secure Shell (SSH)
and One-time passwords (OTP)

Always encrypt the wireless traffic with a strong encryption
protocol such as WPA and WPA2

Retrieve MAC directly from NIC instead of OS; this prevents
MAC address spoofing

Use tools to determine if any NICs are running in the
promiscuous mode

Capyright @ hy FR-Raunell all Righte Rocanwnd Ropradurctinn ic Strictly Brahibitad
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Promiscuous
Mode

Network Tools
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. How to Detect Sniffing

You will need to check which machines are running in the
promiscuous mode

Promiscuous mode allows a network device to intercept and read
each network packet that arrives in its entirety

Run IDS and notice if the MAC address of certain machines has
changed (Example: router’s MAC address)

IDS can alert the administrator about suspicious activities

Run network tools such as Capsa Network Analyzer to monitor the
network for strange packets

It enables you to collect, consolidate, centralize and analyze traffic
data across different network resources and technologies
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Sniffer Detection Technique:
Ping Method

Promiscuous Mode Non-Promiscuous Mode

Ping Message Ping Message
{10.0.0.1, AA:BB:CC:DD:EE:FF) {10.0.0.1, AA:BB:CC:DD:EE:FF)

bl [T R S syt >

Response Received : ‘

Admin Suspect Machine Admin Suspect Machine

10.0.0.4, 10.0.0.1, 10.0.0.4, 10.0.0.1,
36-2E-3G-45-56-K2 11-22-33-44-55-66 36-2E-3G-45-56-K2 11-22-33-44 55-66

MNo Response

Send a ping request to the suspect machine with its IP address and
Ethernet adapter rejects it, as the MAC address does not match, whereas the suspect machine
running the sniffer responds to it as it does not reject packets with a different MAC address
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Sniffer Detection Technique:
ARP Method

B LT EETEP I d—
IP 1D 192.168.168.1 : ARP Request IPID: 192.168.168.1

Mon-Broadcast ARP Mon-Broadcast ARP Q
;................................}. ( E.................................} (j

MAC: 00-14-20-01-23-45 MAC: 00-14-20-01-23-45

MNon-Broadcast ARP L Non-Broadcast ARP y
| ' D

.{ .......................... f—

: IPiD; 122.168.168.2 Ping Reply P D 192.168.108.2
IPID: 194.54.67.10 MAC: 00-14-20-01-23-46 IPID:; 194.54.67.10 MAC: D0-14-20-01-23-46
MAC: 00:1b:48:64:42:e4 MAC: 00:1h:48:64:42:e4

Mon-Broadcast ARP > Non-Broadcast ARP > El f !
| i L o I
— (D 2, W— — D

IP 1D: 192.168.168.3 ARP Request IP IC: 192.168.168.3
MAC: 00-14-20-01-23-47 MAC: 00-14-20-01-23-47

A machine in promiscuous mode replies to the ping
Only a machine in promiscuous mode message as it has correct information about the
(machine C) caches the ARP information host sending ping request in its cache; rest of the
{|p and MAC address m apping} machines will send ARP probe to identify the source
of ping request
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Sniffer Detection Technique:
DNS Method

Most of the sniffers perform reverse DNS lookup to identify the machine from the IP address

Ping (192.168.0.1) H G
ey S S S S R }
(D

IP1D: 192.168.168.1
MAC: 00-14-20-01-23-45

Ping (192.168.0.2) : . Reverse DNS Lookup
. | .................................................}

E IFITe 192,188, 108.2
IP ID: 194.54.67.10 5 MAC: 00-14-20-01-23-6 DNS Server

MAC: 00:1b:48:64:42:e4
Ping (192.168.0.3) ﬂ
2 i
— 6D

IP1D: 192.168.168.3
MAC: 00-14-20-01-23-47

A machine generating reverse DNS lookup traffic will be most likely running a sniffer

Copyiight & vy [B-Bauneil. A0 Rghoe fesenved. Reproducduon is Suicdy Frobilbived.
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CEH

Promiscuous Detection Tool:

PromqryUl

IF”E Edit Help I

Systems To Query Query Results
Start IP address | End IP address | Query Status
AR I M (0.0 oo sysen
4] 192.168.168.133 e Tes
InstanceName:
InteklR} PROMOCO MT Desidop Adapler
NEGATIVE: Promiscuous mode currently NOT enabled

At True

: 3 Instancalama:
PromgryUl is a security tool from WAN Miniport (P)

Microsoft that can be used to NEGATIVE: Promiscuous made currently NOT enabled

detect network interfaces that are Active: True

- - - Instancatams:
running in promiscuous mode WAN Miniport (PvE)

HEGATWVE: Promiscuous mode currently NOT enabled

Active: True

Instanceams

WAN Mniport (Nebwork Monitor)

HEGATIVE: Promiscuous mode currently NOT enabled

Aatnee; True
instanceName

http://www.microsoft.com
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Promiscuous Detection Tool:
Nmap

Nmap’s NSE script allows you to check if a target on a local Ethernet has its network card in
promiscuous mode

Command to detect NIC in promiscuous mode:

nmap —--script=sniffer-detect [Tar Address/Ran

root@roct; =
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Counter-
measures

#EthicalHackx CEH v9

www.ethicalhackx.com EthicalHackx.com

Sniffing
Poisoning Tools

Sniffing
Detection
Techniques
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. Sniffing Pen Testing

- Sniffing pen test is used to check if the data transmission from an organization
is secure from sniffing and interception attacks

J Sniffing pen test helps administrators to:

Audit the network Implement security Identify rogue
traffic for malicious mechanism such as 5SL snhiffing application

content and VPN to secure the in the network
network traffic

Qo0

Discover rogue DHCP Discover the presence
and DNS servers in of unauthorized

the network networking devices
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Sniffing Pen Testing

(Cont’d)

Perform MAC flooding attack using
tools such as Yersinia and macof

Perform DHCP starvation attack using
tools such as Dhepstarv and Yersinia

i Use tools such as
flooding attack Yersinia and macof

: Perform rogue server attack by
¥ running rogue DHCP server in the
Perform DHCP Use tools such as network and responding to DHCP
Starvation Attack Dhepstarv requests with bogus IP addresses

V Perform ARP poisoning using tools
such as Cain & Abel, WinArpAttacker,

Perform Rogue » Run rogue DHCP server Ufasoft Snif. etc.

Server Attack
v Perform MAC spoofing using tools
such as SMAC
Perform ARP
Poisoning

Use Cain and Abel,
¥  WinArpAttacker, Ufasoft
Snif, etc.

v

Perform MAC 1 1 . > Use tools such as

Spoofing SMAC
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Sniffing Pen Testing

(Cont’d)

O

v

Perform IRDP 5 Send spoofed IRDP router
Spoofing advertisement messages

v

Perform DNS Use technigues such

Sapm:_:fmg i it b i Perform IRDP spoofing by sending

V spoofed IRDP router advertisement

messages
Perform Cache > Send Trojan to the
Poisoning victim’s machine Perform DNS spoofing using technigues

such as arpspoof/dnsspoof

v o :
Perform cache poisoning by sending

Perform Proxy Server Run Rogue DNS Trojan to the victim’s machine that
DNS Poisoning changes proxy server settings in |E to
: that of attackers, thus redirecting to
¥ fake website

EH. VYN L
Perform proxy server DNS poisoning by
running rogue DNS
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. Module Summary

o a
i
e

—_—

d

d

By placing a packet sniffer in a network, attackers can capture and analyze
all the network traffic

Attackers can sniff confidential information such as email and chat conversations, passwords,
and web traffic

Sniffing is broadly categorized as passive and active; passive sniffing refers to sniffing from a
hub-based network, whereas active sniffing refers to sniffing from a switch-based network

Networking layers in the OSI model are designed to work independently of each other; if a
sniffer sniffs data in the Data Link layer, the upper OSI layer will not be aware of the problem

Attackers use MAC attacks, DHCP attacks, ARP poisoning attacks, spoofing attacks, and DNS
poisoning techniques to sniff network traffic

Major countermeasures for sniffing include using static IP addresses and static ARP tables,
and using encrypted sessions such as SSH instead of Telnet, Secure Copy (SCP) instead of FTP,
SSL for data transmission
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