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How Tech Companies Prepare for ClEH
Cyber Attacks | i

Most Common Cybersecurity

of small and mid-size companies are increasin
98% = = Resource Investments

resources devoted to cyber security

5“{? are increasing their spend, and investing in , { Monitoring/Assessment
5 active response, not infrastructure 1 :

. . . . ) Policies/Controls
52.“/ are storing their info privately, not in the
(1]

public cloud

78% say their data and IP are threatened
Software

76% say cyber attacks threaten serious business

interruption )
Firewalls

46.[}; say media attention has increased awareness
(1]

of the issue Authentication/Access

5 49‘” of non-security companies have or plan to add
% a cybersecurity component to their product o~ | Encryption

According to the survey of U5 technology and healthcore executives nationwide by Silicon Valley Bank  hitp//drsvb com
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. Module Objectives

Overview of Network Scanning Understanding Banner Grabbing

Understanding different technigues to Overview of Vulnerability Scanning

check for Live Systems , )
Drawing Network Diagrams

Understanding different techniques to

check for Open Ports Using Proxies and Anonymizers for

Attack
Understanding various Scanning

Techniques Understanding IP Spoofing and various

Detection Technigues
Understanding various IDS Evasion

Techniques Overview of Scanning Pen Testing

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com

Overview of Network Scanning

Network scanning refers to a set of Network Scanning Process

procedures for identifying hosts, ports,

and services in a network Sends

TCP/IP probes

Network scanning is one of the

: : : Gets network

components of intelligence gathering information

an attacker uses to create a profile of
the target organization

Attacker Network

Objectives of Network Scanning
Wadﬂress. and open ports of live hosts
To discover operating systems and system architecture
~ To discover services running on hosts

To discover vulnerabilities in live hosts
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TCP Communication Flags | C(EH

Coriifbed B Ethical Hachar

Source Port Destination Port
Data contained in There will be no Resets a - =

the packet should more connection enios
be processed transmissions : .

immediately Acknowledgement No

; ;
offset  Res TCP Flags Window i
: =

URG FIN ; i
(Urgent) (Finish) . TCP Checksum Urgent Pointer l
|

Options
- 0-31 Bits )|

PSH ACK
(Push) ¢ (Acknowledgement)

Sends all Acknowledges Initiates a
buffered data the receipt of a connection
immediately packet between hosts

Standard TCP communications are controlled by flags in the TCP packet header
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TCP/IP Communication

TCP Session Establishment
(Three-way Handshake)

PR P : 4 A —— - n

Bill Sheela Bill Sheela

Three-way Handshake

10.0.0.2:21 = 10.0.0.3:21 10.0.0.2:21 10.0.0.3:21

TCP Session Termination
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Creating Custom Packet
Using TCP Flags

lasoft Packet Builder

File Edt  Send - Help

'work packets to audit @ & @ @ B 3 [ |w % ®
; wnpert Erpert= | Add besert | Copy Bderee fowen | Chselium | Send  Serl A1l Adaptes
orks for various . € Decods Exttor PackstMo. 1| [l Backet it
*  HNa | DetaTeme Source Destinati..  Pretocol Sgw

¥ Packet Imfod
|_| . " oo0ant i Y i e AR o

mzkmt laagodi &t

i, s i 000000 GUB0LD =1iEil] = d
F - Nt Ao 1 G000 OALLD | DODG | TOP &
D.1000C0 Seoni

4 DI00S0 CRO00  D0000 | LDP 6

< EEheinat Trpe 11

D FEsFFIFFFT PP EY
0000000010000
DRLELE

o AAP - Aadreks Asaclubich Protasal

L8

| &t Hex Ediner

0000 | T FY FF ¥T I IY 00 GF ©D 00 Q0 °0 DB O
oOE G 93 08 400 of 04 00 GL Q0 00 QO 0 90 O
DOLC | 00 OO0 60 03 &0 00 00 2% O0 00 G0 O DO

‘ems in a network

http:/fwww.colasoft.com
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CEH Scanning Methodology| C(EH

Coriifbed B Ethical Hachar

Check for Live Systems I_,;d I Check for Open Ports
I

Scanning Beyond IDS n Banner Grabbing

I
Scan for Vulnerability ‘ — l Draw Network Diagrams
I

Prepare Proxies | _'&,SI Scanning Pen Testing
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Checking for Live Systems -
ICMP Scanning

4 Ping scan involves sending ICMP ECHO requests to a host. If the host is live, it will return
an ICMP ECHO reply

- This scan is useful for locating active devices or determining if ICMP is passing through a
firewall

ICMP Echo Request Bl
=

srmmsmsAmsEEEEETEsSREE RS nn T A nn T e T T T P =

ICMP Echo Reply
Source (192.168.168.3) Destination (192.168.168.5)

Zenmap - olEN [

N Scan Tocls Profile Help |[

The ping scan output
using Nmap:

Tar;ﬂ: 192.168.168.5 LS Profile Plng sCan W :Sc.sn_ |

Command: [r\rna.p -5n 192,168 1['-3.‘]

Hiosts Sarvices Mmap Cutpud | Ports 4 Hosts | Topology | Host Details | Scans

05 % Host nmap -5n 192.168.168,5 bt Detaals

W 152 168.1685
SLnl'LlnB Heap 6.48 { http://nmap.org Y et 2013-16-83
19:53 Pacific Dawlight Time
Nmap scan report for 191.168.168.5
Hozt is wp (B.8818s latency).
Nmpp done: 1 IPF address (1 host up) scanned in @.17

seconds o

Filter Hosts

= 0}

= - - _—

http://nmap.org
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Ping Sweep

Ping sweep is used to determine the live hosts from a range of IP addresses by sending
ICMP ECHO requests to multiple hosts. If a host is live, it will return an ICMP ECHO reply

Attackers calculate subnet masks using Subnet Mask Calculators to identify the number
of hosts present in the subnet

Attackers then use ping sweep to create an inventory of live systems in the subnet

--'f-._.-:
Scan Joch Profis  Help
: ICMP Echo Request

Target: | —en-PL-PAIT2IB0 I3RS 192 « | Profile

Commend: [noap—n —PE —Pa2) 23 80 3285 152,160, 168.1-3 I 192.168.168.5

Heomtw Sernces hemap Cwutpul | Porte f Hoetn | Topology | Hosgt Details | Scams .
a5 * Hest - nmap —zn —PE—PAZT 2T 80,1550 102,168 168.1-1 - Details = ICMP Echo Request >
W 19316268 1 Nasgi semn rebort foe 192 1688 188.3 % :
Hant dn up (0.B21 1leEsnsy). a
Hot shiwn: 582 Filtered ports - - sACs nssannsiadnaansannanyan S0,
[T 192,162 15683 ORT STATE SERVICE 5 I‘:Mp Echl} H.Epl"f' =
T A T wak H
s e sl o : 192.168.168.6
®iifrn ety Bt a2 and -
EH ey
ope
witbios- ]
rpE

Source
192.168.168.3

192.168.168.7

FCiChIb Echo Reply
n report for 1832, 168,168, 5

Host i3 Up (B BN4S TaEancy). I ICMP Echo Request

Filter Hosly

192.168.168.8
htip.‘;f.r"mrrup.urg
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. Ping Sweep Tools

Angry IP Scanner pings each IP address to check if SolarWinds Engineer Toolset’s Ping Sweep enables
it's alive, then optionally resolves its hostname, scanning a range of IP addresses to identify which
determines the MAC address, scans ports, etc. IP addresses are in use and which ones are

currently free. It also performs reverse DNS lookup.

e | Fing Sweep
jcan Oote Commands Faoverites Teok Halp flo_ f Jirm Leb
=
W Rarge: | 192,168, 16870 to| 192166156130 Ringe e Stating IP Addvess [152158 16810 =] ‘

Huostname: | admin &P Metmask

h Faddress ONS Lookup
P sinaine 152 163164 10 - §
| -RTERTTRACE - " irval 192 TEAFEE. 11
@ 192.158.068.71 In/a} e X, e O L ET B2 183 164 12
[ R ERERTE [ s] [ E ; 3 . 182 16896812
E 192,188, 168,73 Ind] 4 P . 2 | 182 165 16314
@ 10280 60T Imds] Scanning completed 182 162 16215

' el I T2 TEE TERTE
e '5:"?"53'}‘_ 1yl Totel time 359 iae 163 218247
B 192,158, 96875 Infs] Average time per host: 06 sex :
[ ——— vl 192 182 188, 18

= I Bangs | 162 162 163.18

192188 1EA.TH |mie] k]
® L i 192,168 166,70 - 192,166, 168.130 182 168,158 20
@ 102180 06073 Inis] 152 T8 18 2Y
@ 102188168 J.' L] aam: t::..ﬁ.ﬂ.rud. & 182 163 168 27
@ 16216851 e ot albve 9 192 163, 16823
@ 102188 6080 Ins] - RTCRYTE M
8 19215808853 [is] - 152 164,168 25
R ERER T sl 182 165168 26
@ 1258 600 [nis]  E——— - 192 163 168.32
8 192168, 16055 [mis] t

Erady Thewass: 0 SeanCorpleted  Scar [ O~ T

Angry IP Scanner SolarWinds Engineer's Toolset

http://www.angryip.org http://www.solarwinds.com
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Ping Sweep Tools

(Cont’d)

Colasoft Ping Tool (o Advanced IP Scanner
http:/fwanw. colasoft.com g http:/fwwwradmin.com

Visual Ping Tester - Standard - Ping Sweep
http:/fwanw pingtester. net - ol http:/fuwwwhatsupgold.com

Ping Scanner Pro Network Ping
httpe S v, digilextechnologies. com http:/fwww greenline-soft.com

OpUtils = Ping Monitor

http: i ww. manageenagine.com http:/fwwweniliand.com

PinginfoView -4 Pinkie

http:/wanw, nirsoft.net http:/fuwwwipuptime.net
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Ping Sweep Tools

(Cont’d)
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CEH Scanning Methodology| C(EH
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Check for Live Systems | Ll I Check for Open Ports

Scanning Beyond IDS n Banner Grabbing

I
Scan for Vulnerability ‘ — l Draw Network Diagrams
I

Prepare Proxies | _'&,SI Scanning Pen Testing
o
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SSDP Scanning

B Vulnerabilities in UPnP
may allow attackers to
launch Buffer overflow
or DoS attacks

Attacker may use UPnP
SSDP M-SEARCH
information discovery
tool to check if the
machine is vulnerable to
uPnP exploits or not

#EthicalHackx CEH v9

® The Simple Service Discovery Protocol (SSDP) is a
network protocol that works in conjunction with UPnP
to detect plug and play devices available in a network

roobfkali; =

Terminal Help

s f = use auwiliary/scanner/upnp/ssdp msearch

} = set RHOSTS 152.168.0.17
} = show options
s |auxiliary/scanner/upnp/ssdp_msearch) :
Current Setting Reguired Description

number of hosts to probe in each set
local client address
LOCATION false 5 This determines whethar to report the UPRAP a
197.168.0.17 1= Tha target address range or CIDR identifier
1 S50 a5 Fhe target port

L = L Aumbe r pf concurrent threads
msf auxiliary| = @xplolt

[*] Sendimg UPnP SSDP probes to 152.168.0.)
Ho S550P endpoints found.

Scarnned 1 of 1 hosts (188% complete)
Auxiliary module execution completed
a

ciliary >

1 *]
*]
*]

.

=9
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Scanning in IPv6 Networks

s size from 32 bits to 128 bits, to support more levels

Traditional network scanning techniques will be computationally less feasible due to larger
search space (64 bits of host address space or 25 addresses) provided by IPv6 in a subnet

Scanning in IPv6 network is more difficult and complex than the IPv4 and also some
scanning tools do not support ping sweeps on IPv6 networks

Attackers need to harvest IPv6 addresses from network traffic, recorded logs or Received
from: and other header lines in archived email or Usenet news messages

Scanning IPv6 network, however, offers a large numhg; nf Josts in a subnet if ar
attacker can compromise one host in the subnet; attacker can probe the "all hos
link local multicast address

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Scanning Tool: Nmap

_live hosts on the network services
t\rpe of pal::ket ﬁltersff' rewalls operating systems and OS versions

Scgn Jook Prefile Help Scgn  Jock Profile Hep
Tamget | —p 1-69525 A — 162162 168 | = | Profile | imtanss tcan, i TCP ports || (Seand € Taiget: | =p 165535 «& = 192168068 v | Profle | Interse scan. all TCP pests

Command | nmap -p 183505 -T4 -8 -y —p 165305 A - 1601011605 Comrmmand: | prriap «p 1455535 T ok or p 1455535 =k = 192, 150.160.5

Hfmh Services Mmap Quiput | Pams f Heats | Tapology | Host Detail | Seang Hosts R Fimep Dutput | Posts £ Hosts | Tepeiogy | Hoit Datss | Scang

-p 1-BE5I5 T4 A -v -p 1-65535 A v [AZIGE IR | v 1
05 4 Hom arimp - L ¥ " 05 4 Host rurrugs o 15535 <Td <& <v=p 1-B5535 =4 = TALIGRIEES | w|
; z E_t1ALErEd

Sterting Wmep £.40 { kitp://rmap.org | st 2033-10-00 L 1520681605 e e R
13155 Paciic Oaylight Time B i e

: Loaded 118 i f canming. i
m-‘ii' 5::1;t wf_::;:r__:i_"" . isl\.rﬂp commanas: Couldn't sstablish cermaction an part
Inftiating Ping Scan avr 12:58 3
scanning 192.168.160.% [4 porte] B Top i A
Cospleted Ping Scen st 12956, 9.83% elspsed (1 total L oz iyi-mx
HELES ) T wfmrd
Infilaiing Parallel ONS resvlsublom of 1 Posi. at 12p%8 ! open  papdl
Coepleted Parailsl ONS resclitlon of 1 host. at 17:348, FR LY open  petp?
P.33s slapsed 135/ OpEn  REFRC icroseft Windows APT
Inltlating SYH Stealtm Scan at 13:5E (L TATS ] apen  metbion-aun
Seanning 192 188 168 5 [B5235 pocta] 143 ca  op imap!
HMecoverad open port $93/tcp on 192.168.168.% | Lmap.capanibivies:
Discovered open port E880/tcp on 193.168.164.% |_ ERROR: Fafled to comnect bo server
Cliscoversd apen port BARR/tcp on 197 168 168.5 a rEep apan  skypel wpe
Discovered open port 5B7/tep on 152.168.168.5 tp-tiile: Tite dossn t Revd @ title
Dlecovered apen port 155/ tcp an 191, 168.168.% AASIEes
Iscovered open powt S8f1op oo 132, 168.168.5 v
icowrdrad open pert
Uiscovered open port 110/tcp
Clscoverad open pert 143/Tep =
Tzcovered open port 445/tcp 197,26, 060, % S63/tep  open smswsd
Discoversd open pert $95/tep 192, 168, 168.5 IET tcn  open  smberission . .
Discoversd opsn port 138/tcp 197, L6K, 16E. S ia;?'ﬁ' commands : Couldn't aatablish cormaction an port
Tiscovered open port 443/ top 192,568, 168, 5
Biscouered apen port S081 Tcp on 192 1681648 % SLX/Ech  OpER  WERATC-& Vianre Anthent ication
5YM Stealth 5o -Iﬂ_[,!.!l‘.lj,:_. About 2.3TR done; ETC: 15:2@ Daercs 1.0 [Vees VNC, SOBP)
{@:23rdd resaining = al/tcn  open  imapal

apdA  retbiod sn
AE5FEop X stpsk
Couldn't =stablish comnectdon on port

http://nmap.org
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Hping2 / Hping3

Command line network scanning and packet crafting tool for the TCP/IP protocol

It can be used for network security auditing, firewall testing, manual path MTU discovery, advanced
traceroute, remote OS fingerprinting, remote uptime guessing, TCP/IP stacks auditing, etc.

http:/fwww.hping.org

roabikalk ~ roobifikall: ~

Earch armnal  |Help

ICMP Scanning ACK Scanning on port 80

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Hping Commands

ICMP Ping

hping3 -1 10.0.0.25

ACK scan on port 80

hping3 —-A 10.0.0.25 —p 80

UDP scan on port 80

bhping3 -2 10.0.0.25 —p 80

Firewalls and Time Stamps

Collecting Initial Sequence Number @
hping3 192.168.1.103 -0 —-p 139 -=

hping3d -5 72.14.207.99 —-p 80 —
top-timestamp

EthicalHackx.com

C|EH

Coriifbed B Ethical Hachar

SYN scan on port 50-60

hping3 -8 50-60 —S 10.0.0.25 -V

FIN, PUSH and URG scan on port 80

bping3 —F —P —U 10.0.0.25 —p 80

Scan entire subnet for live host

hping3 -1 10.0.1.x —rand-dest
—I ethl

Intercept all traffic containing HTTP
signature

hping3 -9 HTTP —I ethO

5YN flooding a victim

bping3 -S 192.168.1.1 -a
192.168.1.254 —p 22 ——flood

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Scanning Techniques CEH

Cortified B Ethical Hschar

Open JOF Seannmp : -p- TCP Connect [ Full Open Scan

Stealth TCP Snannmg an
Methnl:ls PP

o TP PO - ol Smea
Scanning TCP ;
Network Services /

B4 EEiAEIAIREIAEEERS b AT

Third P‘““"’ and 5P°°hd Inverse TCP Flag Scanning
TCPS¢annlngMelhor.|s
Scanning UDP

3 ACK Flag Probe Scanning
Network SEMCES ..-‘:- e e RO o R R e e e o

ll.lll.ll-lp

LEREETE 2 UDP Scanning IDLE /IP ID Header Scanning

bt
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TCP Connect / Full Open Scan

gl

TCP Connect scan detects when a port is open by completing the three-way handshake

TCP Connect scan establishes a full connection and tears it down by sending a RST packet

It does not require super user privileges

1 result when a port is open 4

Attacker

5YMN Packet + Port (n)

LT RET R R RN R R R R RN R A O

SYMN + ACK Packet

e T T T LT

_. LR LR R AR T LR R R R LR o

(IR TRT RS RS RIS NI IR TSR ©

W insteEsal

Attacker

Hemap Thatias! | Poria # ot | Tepology

=gl -y reeap P02 IELOGET

maap.crg ) ¢t 3054-87-34 18:3)

LT

n 1AL 168087
n $0F. 168 0.97

e IR, 10,0, 9F
AR @afe] BT 1E:E
T 391,184,097

@ Tilteresd parte
PR T RNATI S Ewidl

45, &8s clapsed (1 Setel hoits
host 1013

Frask Detmsls | Tcam

an of 1 hosi. wt 30:33
«f 1 bawt. ak 20030, 0.0 sleosad

D1, 188 8,97

S 18N 6.8

#EthicalHackx CEH v9
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Stealth Scan (Half-open Scan) m

. Stealth scan involves resetting the TCP connection Port is open
between client and server abruptly before completion
of three-way handshake signals making the
connection half open

SYN (Port 80)

Attackers use stealth scanning techniques to bypass
firewall rules, logging mechanism, and hide
themselves as usual network traffic

Bill Sheela

Stealth Scan Process 10.0.0.2:2342 10.0.0.3:80

The client sends a single SYN packet to the server
on the appropriate port

Port is closed

If the port is open then the server responds with

a SYN/ACK packet
SYN {Port 80)

If the server responds with an RST packet, then
the remote port is in the "closed” state

Bill Sheela

The client sends the RST packet to close the initiation 10.0.0.2:2342 10.0.0.3:80

before a connection can ever be established

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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Inverse TCP Flag Scanning

Attackers send TCP probe packets with a TCP flag (FIN, URG, PSH) set
or with no flags, no response means port is open and RST means the
port is closed

- "I-IIIIIIIIIIIIIIII-IIIIIIIIIIII

Port is > / fﬁ lillllllFll:?lhlflflalﬁ:tl !EFEJ.EEE{.FIE‘E{E EJII:!.I]IIII-I} I"m-I
I:/i - “

open

Mo Response [
Attacker Target Host

- Probe Packet (FIN/JURG/PSH/NULL
Port is e e L

closed
Target Host

Note: Inverse TCP flag scanning is known as FIN, URG, PSH scanning based on the flag set in the probe packet. It is known as null
scanning if there is no flag set

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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vl Prelie

/: In Xmas scan, attackers send a TCP frame to a
remote device with FIN, URG, and PUSH flags set

—

Pl Chitpat Poss ¢ Hov | Topalegy | Hest Tetaily | Scam

a (el reeap 1R01EL0ET

WEIBR.007
4 Searting Hmap 698 [ nois migr. & g 1 ab Jdd-0d-34 145

/ FIN scan works only with OSes with RFC 793- Scannirg T3, b0h.0.97 (1 port]
L=

Fasplahsd SO0 Diag Foss oo Bds &

spees {1 Sanal mases
. . Initlating Farailel OHS res = of | host, at 18145
based TC Plfrl P |mpiementat|ﬂ“ Completed Paraliel 068 re of 3 hopt, st 10:4%, 0.0&p elspwed
Inftiating EMAS Scas @
E Sceaning 192, 168.0.97 (1290 sorts]
Coapleted XMAS Soan 8% 19ad, 20,39 elapied (1000 total ports
Wmip sean repart fer 191 16K.8.07
Failed to resolwe “seap®.
Most 45 up (B.@Ps letency),
All 186 weanned ports os 193.186.8.97 are cpes|filterem
&:8E Dell)

It will not work against any current version of i ol A i Y
Hmie dene: 1 IP sddress (1 hast up)d scanned in 13.54 secends
Mi:rcsnft Windows Gan packets sent: 1881 (BE.22BEE) | Aocvdr 1 (281

Filter Hesils

Port is open Port is closed

FIN + URG + PUSH 1 FIN + URG + PUSH

> {TTTTPPPEPPTTTPTPIPRPPEPPEPTTTNE | o s frrenrrnnsnnsnnsinnnnas

No Response a8 X RST

Attacker Attacker
10.0.0.6 10.0.0.8:23 10.0.0.6 10.0.0.8:23
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ACK Flag Probe Scanning

B Attackers send TCP probe packets with ACK flag set to a remote device and

=
then analyzes the header information (TTL and WINDOW field) of received ! ::_.. ! T

RST packets to find whether the port is open or closed

TTL based ACK flag probe scanning WINDOW based ACK flag probe scanning

-I,ll-ll-'lirl'l'l.il"lin’l'l'lrl" ==
= 32

RST Responses

*III.I:III-I.IIIIIIII_I_I-.I_.;_.I.IIIIII %

Attacker Target Host , ' Target I-It_wsl

.11 port 20:
<11 port

.11 port

.11 port 23:

If the TTL value of RST packet on particular If the WINDOW value of RST packet on
port is less than the boundary value of 64, particular port has non zero value, then that
then that port is open port is open
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ACK Flag Probe Scanning

(Cont’d)

www.ethicalhackx.com

d  ACK flag probe scanning can also be used to check the filtering system of target

J Attackers send an ACK probe packet with random sequence number, no response means
port is filtered (stateful firewall is present) and RST response means the port is not filtered

Stateful Firewall is Present

Probe Packet [ACK)

x‘..................

MNo Response

Artacker Target Host

No Firewall

Probe Packet [ACK)

dhsrsasman AR RN

RST

Artacker Target Host

Scgn

Target:

Joals  Profile  Hep

nrnap 192, 168094

Commend: | & -gh v nmap 192 158066

Hodts SEniced

05 1 Hest ~

i
]

Menap Qitput | Poats [ Mests | Topology | Hiost Details | Scans

= -l v nmap 192 16810.95 w

192.168.0.95

= Starting Nesp 6.49 ( hitp://resp.org ) at 2004-82-24 11:¢4

142,188,097 N e AR,

Iritiating ARP Plng Scarm at 11:84

Scanning 192,188 .8.98 [1 port)

Complatad ARP Plag Coan ot 1194, @.09c slapesd (1 tatal hoste)

Initiating Parallel DHS resolution of 1 host. at 11:84

Completed Parallel DNE resolution of 1 host, at 11:8d4, @.fdg

elapsed

Initinting ACK Scam &% 11:04

Scanning 192.168.6.96 (18088 ports)

Cospleted ACK Scan ot 11:85, 21.40s slspsed (1089 total ports)

M=ap scan report for 192.168.0.96

Failed to resalve “nmap™.

Host is up (B.88s Iatency).

A1l 1998 scanned ports on £92.168.0.96 are filtered

MAL Address: 2:05 (Dell)

Bead datp Files feom: C:\Program Files (a86)" N=ap

Wmap doner 1 IF address {1 host up) scanmed in 21383 seconds
Raw packets sent: 21091 (30.9284E) | Rovo: 1 (288)

Filter Hests

EthicalHackx.com
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IDLE/IPID Header Scan CIEH

Coriifbed B Ethical Hachar

Most network servers listen on TCP ports, such
as web servers on port 80 and mail servers on
port 25. Port is considered “open” if an application
is listening on the port

A machine that receives an unsolicited SYN | ACK
packet will respond with an RST. An unsolicited
RST will be ignored

One way to determine whether a port is open is
to send a "SYN" (session establishment) packet
to the port

Every IP packet on the Internet has a
“fragment identification" number (IPID)

The target machine will send back a "SYMN | ACK"
(session request acknowledgment) packet if the
port is open, and an "RST" (Reset) packet if the port
is closed

0S increments the IPID for each packet sent,
thus probing an IPID gives an attacker the
number of packets sent since last probe

C:\>mmap -Pn -p- —-sI www.juggyboy.com www.certifiedhacker.com

Starting Mmap ( http://mnmap.org )

Idlescan using zombie www. Juggybov.com (192.130.18.124:80); Class: Incremental
Hmap scan report for 198.182.30.110

(The 40321 ports scanned but not shown below are in state: closed)

Port State Service

21 ftep open fip

25/tcp open smip

80/top open http
Hmap done: 1 IP address (1 host up) scanned in 1931.23 seconds
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. IDLE Scan: Step 1

Send SYN + ACK packet to the zombie machine
IPID number

Every IP packet on the Internet has a fragment identification
number (IPID), which increases every time a host sends IP packet

ﬂgaﬁ’fﬂ + hCI_( packet will send RST packet, disclosing

Analyze the RST packet from zombie machine to extract IPID

IPID Probe 5YMN + ACK Packet

Response: IPID=31337

RST Packet
Ottacker Zombie
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IDLE Scan: Step 2 and 3

Step 2
@ Send SYN packet to the target machine (port 80) spoofing the IP address of the “zombie”

& If the port is open, the target will send SYN+ACK Packet to the zombie and in response zombie
sends RST to the target

If the port is closed, the target will send RST to the “zombie” but zombie will not send anything back

SYM Packet to port 80 1 SYN Packet to port 80
spoofing zombie IP address = spoofing zombie IP address —

Attacker Jupanae = - Attacker : s _

L
mn®

RSt Pa::""e*‘ et

Target

Port is open ' Port is closed

Step 3
: IPID Probe SYN + ACK Packet .
e Prnbe "’zomblell e - IIIIIIIIllllllIIIIIIIIIIIllllllIIIIIIIIllIlllllllllllllllllllli |

IPID again
Response: IPID=31339 RST Packet

Attacker IPID incremented by 2 since Step 1,
so port 80 must be open
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UDP Scanning

Are you open on UDP Port 297

!!HI-Fr!'|"FI!H-'l!!II'lI-IlI'F!!HF'l!!II'lI-IlI'F!!HF'IIIIl'lF-IlI'I!!HF'IIIIIHF-IIIIIIIIIIIIIIIIII}
ii: < Mo response if port is Open

A e RN NN RN TN NI E RN EEANEEEIEEEEIEEEIEEEIEETEEEETTEES

If Port is Closed, an ICMP Port unreachable message is received
Attacker Server

Sewn Tosk Profile Help

[ ..
UDP Port Open

Taget  nmap 19016057

Command £l -y rmap TR 1BB0ET

There is no three-way TCP handshake for UDP

Hogts Senvices Nmap Dulpud Pors | Hosts | Topolegy | Het Detls | Scani
sCan sy e & | nmap VSO HRDST u Ditals
UL AT

The system does not respond with a message ¥ I Sacking Betw: 484 | turtimmniny). 4 SMLI9E T
: Indtisting 4RF Fing Scan st 101114
when the port is open Scannieg 192.168.8.57 [1 port]
Cospletad ARP Ping Seas 2t 10:04, B.0d45 elansed (L tabal
L 1L8]
Indtisting Perallel DNS resclution of 1 most. st 11:14
Cospletad Passllel DS resalwtios of | host. sk 11:14, @.013
dlapiad
indtisting UOF Scam ot 17:04
Scanning 1593 .168.0.97 [108 poerts]
Digcovered oo pert 137/ads on 190.168.9.97
Completed LOP Sian ot 10:04, B.79S elagied (1BME total poctal
Frdp §ddn Fepert 70 191.188.0.97
Fadled to resclve “rmsp”
Bost fs ep (B.8300s Latercy)
s 4 cpanlfiltered perta

If a UDP packet is sent to closed port, the system PORT ATt SRvIcE

130/ wilip apeem  methios-ns

responds with ICMP port unreachable message i pe. (Seai)

Bead dats files from: C:"Frogren Files (=) Mmep

Ewp dore; 1 IF adoress (1 Post wp) scenned dn 11,29 reconds

Spywares, Trojan horses, and other malicious R pachets semt: ZOL (S7.S578) | Reva: § (3968)
applications use UDP ports
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ICMP Echo Scanning/List Scan

ICMP Echo Scanning

2 This is not really port scanning, since ICMP
does not have a port abstraction

- But it is sometimes useful to determine which
hosts in a network are up by pinging them all

J mmap -P cert.org/24 152.148.0.0/16

www.ethicalhackx.com

EthicalHackx.com

CEH

Cortified B Ethical Hschar

List Scan

A This type of scan simply generates and
prints a list of IPs/Names without actually
pinging them

d  Areverse DNS resolution is carried out to
identify the host names

L]
Scgn  Jook Profile Help
Target: | 19L1B805T

Commamd  nmap -0 192168057

Hasts Srvices Wmap Dutput | Parts / Hosts | Tapology | Host Detail | Scans

05 4 Host & | mmap - HL160.97 |
L AL
= Starting Mmap 6.40 ( nitp://fomap.org | at 2014-93-24

192968057 11356 Time

Nmap scan report for 192.168.8.97

Host {5 wp (@,.081Bs latency).

HAT Address: 4:8E (Dell)

Mmap done: 1 IF addracs (1 hast upd scanned in @.12
seconds

Fled Hosts

#EthicalHackx CEH v9

www.ethicalhackx.com

Soan Teok Profile Help
Target: 19188007 w | Profile

Comeanct | mmap -5l «v 102168057

Huoss services Hmap Dutput | Posts £ Hosts | Topology | Host Details | Scane

a5 4 Hest e nmap -l -v 182.168.087 W

W 9216800
s Starting Neap €.4@ { hbtp://reap.org | at 2@14-82-24

W 19206809 14:11 Tise

Initiating Parallel ODHY resolution of 1 host. et fd:11

Corpleted Parallel DA% resclution of 1 host, ot 14:11,

@.81s elapsed

Neap scan report for 192.168.8.97

Baap gdone: 1 IP address (@ hosts up) scenned in 8.13

S&candd

Fitter Hosts
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Scanning Tool: NetScan Tools Pro

Network Tools Pro assists in troubleshooting, diagnosing, monitoring and discovering devices on the
network

It lists IPv4/IPv6 addresses, hostnames, domain names, email addresses, and URLs automatically or with
manual toals

i Chtkc Fuf e 1o By M ont sl Tomi i - Hebwon Comnedion Evap i P
kit wmabed Boalt

Pl 1e08 4 Redresh Cigsiny ol Pogcei: P Depprnesct M TCR Ak gty

=

] b gay | DeRCEOTeRt Raiie TOF T8 Aulirinel
a e fastobie e ki v i
Liumsches ool Dendre il 5 Repxtn
TOF [ssoonner Py
= TCRADE Conneciion Endpert iLnd hSd b Paveroes

AL Alarais Dy MaRUrataid

] Sy atan
firtwok Conmeect iom Tnpoany sepacti.txe

-
=

AT B Gn 8 ALEsR

Lanae.are

a8 -4%0

mxplopres . axs
¥ gagraw Tone

Artive Doy Tests

134 .40.41.97
14404147
134.40.41.77

55109 unimsss L3619, 148. 108

http;ffmv.nﬁsmnmofs.cuﬁ

ypivee Dhoweey Foak
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SuperScan : Network Inventory Explorer
httpe S v meafee. com ; http:/faww, 10-strike.com

Global Network Inventory

Scanner
http:/fwww. magnetosoft.com

PRTG Network Monitor

httpe v, paessler.com

Net Tools | SoftPerfect Network Scanner
http:/fmabsoft.com 3 http:/fwww.softperfect. com

IP-Tools Advanced Port Scanner
http:fwanw, ks-soft.net http:/fwww, radmin.com

MegaPing 77 CurrPorts

http:/Swane. mognetosoft.com ==L http:/fwwanirsoft.net
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Scanning Tools for Mobile

Umit Network Scanner i IP Network Scanner

1:03 PM

IP Network Scanner

10.0.2.15 - "—’;“\ G,“_ﬂ??k ﬂIFI , _] E-IED - Netwark router
Wireless network 1’2 hours ago

192.168.0.1 Router candle

00:18:40:CCBEFS Metgear

192.168.0.5 (+4) Desktop Apple device/computer
DV 7:F 29T A4 BA Apale

192.168.0.12 Printer rhynemaids-MacBook-Air (us...

HP
macha-mini.local

Nma Apple device/computer
p 192.168.0.14 PP P

O Gd-45: 4053 .
Canon printer

., Traceroute
- Apple device/computer

| 192.168 iPod
Port Scan § ARTERRAT A Apple Ecume-Retina (user: Eric Red...
192.168.0.22 iPad
04 1E 6414544 58 Apple Apple device/computer

Reset 192.168.0.23 Media Player

00:12:F c THX gllsun Devices Found: 11

http://www.umitproject.org http://www.overlooksoft.com http://10base-t.com
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Scanning Tools for Mobile
(Cont'd)

PortDroid Network Analysis Pamn IP Scanner Network Discovery

- ®.48 0053 ST ALl

PartDroid - Pamn IP Scanmer

1:1? Local Metwork

Fart Scanner

tipe/fnmap.org ) at

<¥> Trace Route

ASINTE Nmaf. .60 EES v Tt 25/tep (smtp)
@ Ping Zle e Y, 15T ! 220 ESMT
! rtod i G

B0/tep (http)

% Connect

111/tep (rpcbind)
netbios-ssn
C microsoft-ds
P open  WS-5ry
P open  alys:
{a1] open UKo

555/1cp filtered unknown

443/tcp (https) % Connect

/tcp (ssh)

& Connect
Scan finished !

ESERVICE

11 '-!-[-::|:|“.| -|-;:!;.|.-.: | Q Scan
http://www.stealthcopter.com http://pips.wjholden.com http://rorist.github.io
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Port Scanning Countermeasures

Configure firawall and 1D5 rules to detect
and block probes

Run the port scanning tools against hosts on
the network to determine whether the
firewall properly detects the port scanning
activity

Ensure that mechanism used for routing and
filtering at the routers and firewalls respectively
cannot be bypassed using particular source
ports or source-routing methods

Ensure that the router, IDS, and firewall
firmware are updated to their latest
releases

Use custom rule set to lock down the

network and block unwanted ports at the
firewall

Filter all ICMP messages (i.e. inbound ICMP
message types and outbound ICMP type 3
unreachable messages) at the firewalls and
routers

Perform TCP and UDP scanning along with
ICMP probes against your organization’s IP
address space to check the network
configuration and its available ports

Ensure that the anti seanning and anti
spoofing rules are configured
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CEH Scanning Methodology| C(EH

Coriifbed B Ethical Hachar

Check for Live Systems | Ll I Check for Open Ports

Scanning Beyond IDS n Banner Grabbing

I
Scan for Vulnerability ‘ — l Draw Network Diagrams
I

Prepare Proxies | _'&,SI Scanning Pen Testing
o
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IDS Evasion Techniques

Use fragmented IP packets

Spoof your IP address when launching attacks
and sniff responses from server

. Use source routing (if possible)

Connect to proxy servers or compromised
trojaned machines to launch attacks
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SYN/FIN Scanning Using ClEH

IP Fragments i

The TCP header is split into
several packets so that the packet
filters are not able to detect what
the packets intend to do

It is not a new scanning method
but a modification of the earlier
methods

Command Promg

C:\>nmap -sS -T4 -A —f -v 192.168.168.5 i SYN/FIN (Small 1P

Fragments) + Port (n)
Starting Hmap 6.40 ( http://mmap.org ) at : T T TT PP PP TP TP
2014-02-10 11:03 EDT .

Initiating SYN Stealth Scan at 11:03 ik i
Scanning 192.168.168.5 [1000 ports] RST (if port is closed)

Discovered open port 139 /tcp on 192.168.168.5
Discovered open port 445/tcp on 192.168.168.5 Attacker
Discovered open port 135/tcp on 192.168.168.5
Discovered open port 912/tcp on 192.168.168.5

Completed SYN Stealth Scan at 11:03, 4.75s SYNIFlN Scanning
elapsed (1000 total ports)
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CEH Scanning Methodology| C(EH

Coriifbed B Ethical Hachar

Check for Live Systems | Ll I Check for Open Ports

Scanning Beyond IDS n Banner Grabbing

I
Scan for Vulnerability ‘ — l Draw Network Diagrams
I

Prepare Proxies | _'&,SI Scanning Pen Testing
o
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Banner Grabbing

Banner grabbing or OS fingerprinting is the method to determine the operating system running on a remote
target system. There are two types of banner grabbing: active and passive

Identifying the OS used on the target host allows an attacker to figure out the vulnerabilities the system
posses and the exploits that might work on a system to further carry out additional attacks

Active Banner Grabbing Passive Banner Grabbing

Specially crafted packets are sent to remote Banner grabbing from error messages
0S5 and the responses are noted Error messages provide information such as type
of server, type of 05, and 55L tool used by the target

The responses are then compared with a
remote system

database to determine the OS
Sniffing the network traffic

Response from different OSes varies due to

i . Capturing and analyzing packets from the target
differences in TCP/IP stack implementation

enables an attacker to determine 05 used by the
remote system

Banner grabbing from page extensions

Looking for an extension in the URL may assist in
determining the application version

Example: .aspx == lIS server and Windows platform

R ———
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Banner Grabbing Tools

ID Serve Netcraft

ID Serve is used to identify the make, model, and Netcraft reports a site's operating system, web
version of any web site's server software server, and netblock owner together with, if

It is also used to identify non-HTTP (non-web) available, a graphical view of the time since last
Internat servers =tich as ETP. SMTE POP. NEWS. ete: reboot for each of the computers serving the site

Site report far weiw.certifedhacker. com

i Tolind= Ll ]
Inlena! Serves ientibealion Uik, o1 02

ID Serve moEaimmvies |
Backgmund  SercerCuery | OpagMHelp | :—-“d
B pwerdy

E nbs o copy # peatte s bribsnet ssvet LIAL oo [P sodie s e esarnpie s rRcImeoll com)

Q

etk

7 | ‘When an Inbesnet LIFEL ot P haa Bser piosaded shove
(i I Dy rl“'_ﬁ"f i - ks braa bufion o illate & guery of Bhe spached terves

S (s (EocEsEng
[ - Eie Al 1
Aoregt-Hanges bvies
Elna S0T60A RS chl 2 3ahe
=eruer MicrosotEEm0

st Reboat |

T
edHEy AP NET aharsting 18t ey
A TR LA AT Bk AR A LA T

Arilbioh ey

. T perven whenifed doel an

hllp:/fwww.gre.oorn htips/ AMlootbar nelorofi.oum
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This utility reads and
writes data across
network connections,
using the TCP/IP
protocol

This technique prohes
HTTP servers to
determine the Server
field in the HTTP
response header

#EthicalHackx CEH v9
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Banner Grabbing Tools

(Cont’d)

1. # nc —vv www. juggyboy.com 80 - press[Enter]
2.GET / HTTP/1.0 - Press [Enter] twice

Server identified as
Microsoft-115/6.0

http://netcat.sourceforge.net .i_ -

1. telnet www.certifiedhacker.com B0 - press[Enter]

2,

GET / HTTP/1.0 - Press [Enter] twice

Server identified as
Microsoft-l11S/6.0

{titleX*Directory Lizting Deni

a4 L AWA MThia Uirkual Divectarsy d
g not allow contents to he

Connection to host lost.
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Banner Grabbing Countermeasures: ClEH
Disabling or Changing Banner bt e

#EthicalHackx CEH v9

Display false banners to misguide attackers

Turn off unnecessary services on the network host to limit the information
disclosure

Use ServerMask (http://www.port80software.com) tools to disable or change
banner information

Apache 2.x with mod headers module - use a directive in httpd.conf
file to change banner information Header set Server “New Server Name”

Alternatively, change the ServerSignature line to ServersSignature
Off in httpd. conf file
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Banner Grabbing Countermeasures:
Hiding File Extensions from Web Pages

=

Change application mappings
such as .asp with .htm or .foo,
etc. to disguise the identity of
the servers

IS users use tools such as
PageXchanger to manage the
file extensions

% Itis even better if the file extensions are not at all used
Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.
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CEH Scanning Methodology| C(EH

Coriifbed B Ethical Hachar

Check for Live Systems | Ll I Check for Open Ports

Scanning Beyond IDS n Banner Grabbing

I
Scan for Vulnerability | — l Draw Network Diagrams
I

Prepare Proxies | _'&,SI Scanning Pen Testing
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. Vulnerability Scanning m

Network Open ports
vulnerabilities and running services

Vulnerability scanning
identifies vulnerabilities
and weaknesses of a
system and network in
order to determine how a
system can be exploited

Application
and services
configuration errors

Application and
services vulnerabilities
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Vulnerability Scanning Tool:
Nessus

Nessus is the

vulnerability and _

configuration Local Network
assessment pl’DdUCt Scam > Hast Vulnerabilities  [E]

C ——— Severity & Faapn MNamse F ount Scan Details

Features

PASDS-050: Microsoft Win

EEN
B oo vanersbity in

Agentless auditing
Compliance checks MIET2- 02 Winardoilties .
Content audits icrasoft Windows Rermo
Customized reporting i Sl Rocuied

High-speed vulnerability S e Valnerabilties
discovery
In-depth assessments

o5 Doesnt .

Maobile device audits
Patch management Terminal Servicss Encrypti-
integration .' BEETE o rce Cpher suites Sup
Scan policy design and
execution

http:/ywww.tenable.com
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Vulnerability Scanning Tool: | clEn
GFI LanGuard el e

GFI LanGuard assists in asset inventory, change management, risk analysis, and proving
compliance

Features T —
: | ® Q E & 2 ¢ =N
sy i Pk

Selectively creates custom
vulnerability checks

Identifies security
vulnerabilities and takes
remedial action

Creates different types of
scans and vulnerability
tests

Helps ensure third-party
security applications offer
optimum protection

Performs network device
vulnerability checks

|Computern B Corraang Semrrs | Coromonry Sy ek B |

http://www.gfi.com
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Vulnerability Scanning Tool:
Qualys FreeScan

www.ethicalhackx.com EthicalHackx.com

@ Scans computers and apps on the Internet or in your network

B Tests websites and apps for OWASP Top Risks and malware

QUALYS FriL SCas

£ Pashan

Bummany: 10 pagos inpacied | 197 fuss iound

[T ——
N

& i

SCAP 3can e

3 it Identify network ard welr application
vismerabdives, nduding UWASF Top
Scan on 02142013 . JERCELCHEL LA
Bummary; 300 vircatif bes
= OE s e W I M

0 &
SCAP scan an I2A4R 13—

BEAP § wminbny: 45 ol 237 Ruird ies il (16 00%5
| Cormplimn

o &

OWASP scan Report on 021472013 s

Summery: 11 pagas impactsd | 117 fusan iousd

V5 Fabruary M3 w0800

ettt \/ulnerability Audit

OUALYE FREE Sgasy oo Mssen

£ Vem Moy Do Tos  Tamm e LAl - L

‘Wi by O'WASP Regan Paich Rapon m P Flga® w

Vubnarabilfy Scan = Patruary b2, 2510 a2 1144
N o [t 1 e Detection

Seritify Fmalware is hasted on your [ )
hitpei10.10.26. 238 24 wretshand seived o your clents. ilalelaiiiatbee

g A
P

o Wy ey el

l!l l i 7 Ll W) 1
10.10.30.32

T A Wi Ml T LD
W vt 3
P Mo Pagey Dhangs i e

10.10.26.538 TR R R S
Fasorunry 2513 m 1643
B et P T ALK (e

¥ ionoy P oo e Owecsd

T A My P drn s i il

'Iu"m.mﬂ I Wed P . STy AL Dl el
b Fsbruary 2513 @1 1800
i # O MR AT B LTI Sl s

B e e ke el wwy Sy

& el s Mmoo 3 T ma ] "

S imLIEEp (e S e, & el femeeh wes Srienied by b
BATSIrE BNACTiSN BETELON, PURATRA] GETEE (Swnoctis phosla e
sooaw s nareal wel Bowsulng SRy TRLS |8 an Isdispmina of

I1|."I|:|'.|'."I 0.10.26.238
v Fagbruary 2012 o2 11430
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http://www.qualys.com
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Network Vulnerability Scanners

Retina CS ) OpenVAS

http:/fwaw. beyondtrust.com . http://www.openvas.org

Core Impact Professional = Security Manager Plus

http:/fwaw. coresecurity.com = http:/fwww. manageengine.com

MBSA ” Nexpose

http v microsaft.com i ' http: S wwnw rapid 7.com

Shadow Security Scanner SAINT

httpe S wanwe safety-lab. com - http:Swww. saintcorporation.com

Nsauditor Network Security
Auditor

http:/fwaww.nsauditor.com

Security Auditor's Research
Assistant (SARA)

http: /Y www-arc.com
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Vulnerability Scanning Tools
for Mobile

Retina CS SecurityMetrics Nessus Vulnerability
for Mobile MobileScan Scanner

(D Retinacsm.. ( comsct securitymeTrIics | Mobils =Tal R G Tarle

Vulneraiiy informatr

) Yulnerability Summary

Vulnerability Information ssed 8/ Rl Q vunersbies [
. s R m Ak 106 = 5.1.1 Wuliple VuharubiBbes
ORAGE_EMABLED
LUSB_MASS_STOR, . _ ® [ o [T —
Medium Risk Vulnerability Password Pobcy B oo s corm e
m m- - ) n Appio K6 « 5 | Muicis Vo nitites
m Apple 05 « 801 LBl Velnemtdes
m Al 05 = 5 0 M uBpis Volna mitdites
| PR o Phon? < 707958 Out-of-Dain

L Vindows Phona < 7,10.8307 Dut-o-Daw

MO Ml Deewie Peaprieting

0 Vidliverabilities

http:/fwww.beyondtrust.com https://www.securitymetrics.com http://www.tenable.com
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CEH Scanning Methodology| C(EH

Coriifbed B Ethical Hachar

Check for Live Systems | Ll I Check for Open Ports

Scanning Beyond IDS n Banner Grabbing

I
Scan for Vulnerability ‘ — l Draw Network Diagrams
I

Prepare Proxies | _'&,SI Scanning Pen Testing
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Drawing Network Diagrams

A Drawing target’s network diagram gives valuable information about the network and its
architecture to an attacker

J Network diagram shows logical or physical path to a potential target

| | ]
Intranet l ' l Intranet ]

M M e » B M M s

: =4 - . 1] 1
User 2 File Server User 1 User 2 File Server App Server

[ =
= —1}-——-—%——-— Internet |

——

Proxy Server Router Proxy Server

= I E o

: I
— SSHTT u H |

PHP Server HTTP Server whl

I

Liser 3 User 4 App Server User3d  Userd
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Network Discovery Tool:
Network Topology Mapper

Features

Network Topology Mapper discovers a network
and produces a comprehensive network diagram

Network topology
discovery and mapping

Expnrt nmnrk e EH Werw Pesdi  Heb

diagrams to Visio o P

o Lo

4 Fatwed [rm Vos

Network mapping for
regulatory compliance

[t rer g

Multi-level network
discovery

Auto-detect changes to
network topology

http://www.solarwinds.com
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Network Discovery Tools:
OpManager and NetworkView

OpManager NetworkView

OpManager is a network monitoring software 1 NetworkView is a network discovery
that offers advanced fault and performance and management tool for Windows
management functionality across critical IT
resources such as routers, WAN links, switches,
firewalls, VolIP call paths, physical servers, etc.

- Discover TCP/IP nodes and routes using
DNS, SNMP, ports, NetBIOS, and WMI

- e BB Veew Lty Logs  Wisdew  lidp
PR g e § x B &S O- 0 (9 G|+ =—H 294 B - H w03 e

|
M

EhEw el L APy v Basinecs Vs w .' q
W F % rhis B 8 sample mas

o | D

iy sl

roE

-

1 & .=
-1
¥

-

LI -1 R -
|

LE T
Sowrce

Lt

Q prekad
Lt s mtneny L knces @ Pait idadi Sest Pel iy

hoopefwwwernunogeen gine. coem froLpey A wwwl re L wior Kview, Lo
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Network Discovery and

Switch Center Enterprise

http:/fwww. mikrotik.com : http:/fwww fon-secure.com

LANState ) NF InterMapper

http: /S wnnw, 10-strike.com | http:/fuwwwintermapper.com

Friendly Pinger NetMapper

httpeSwanwe kilievich. com http:/fwww.opnet.com

Ipsonar £ 3 NetBrain Enterprise Suite
httpe/ v lumeta. com ] http:/fwww. nethraintech.com

WhatsConnected Spiceworks-Network Mapper
httpe /S wanw, whatsupgold, com http:/fwww.spicewarks.com
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Network Discovery Tools for
Mobile

Net Master

6:32 PM - - ' i i
: 3101 Network "Swiss-Army-Knife" )
Net Master

Network "Swiss-Army-Knife"

Host

Host & Device Info
\ - Mac name (05 X,/Bonjour)
paully.com

- PC name (Windows/NetBIOS)
b - Device name (DLNA/UPRP/SSDP)
Speed Test - Domain name & WHOIS
- Reverse domain (PTR) & WHOIS
* |P address & WHOIS
IP network range & WHOIS

- ISP identifier (ASE) & WHOIS
- Country (Gaa IP)
- Hardware MAC address

178 177 148 - Hardware manufacturer
F8- 1L 195-4  Mac hardware model
Port Scan

- Shared printers (05 X)

- Open ports (TCP/UDP)

- Network seérvices (Bonjour)

GeoTrace

\\ A algiz.zaz.by.v}
. -
WiFi Finder

| e |

http://www.nutecapps.com

http://happymagenta.com

IPv4 Subnet Calculator
Classtul & Classiess Notwork Subnetting

MAC Address Lookup

Hardware MAC Address Lookup

Domain to IP Lookup
Single/batch Domain Name to IP Lookup

Deep Whois Lookup

Domain IPvd, IPvE or ASN whois lookup

IANA Port Number Lookup
LANA Porte/Senices Number Lookup

IANA TLD Lookup

LANA Top-Level-Domain Loockup

My Device WiFi IP Addr

Show davice lbcallntemet IP Address

http://foobang.weebly.com

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

#EthicalHackx CEH v9 www.ethicalhackx.com

EthicalHackx.com




#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com

CEH Scanning Methodology| C(EH

Coriifbed B Ethical Hachar

Check for Live Systems | Ll I Check for Open Ports

Scanning Beyond IDS n Banner Grabbing

I
Scan for Vulnerability ‘ — l Draw Network Diagrams
I

Prepare Proxies I _'&,SI Scanning Pen Testing
=
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. Proxy Servers m

A proxy server is an application that can serve as an intermediary for connecting with other computers

To hide the source IP address so that they can hack without any legal
corollary

To mask the actual source of the attack by impersonating a fake source
address of the proxy

I J To remotely access intranets and other website resources that are normally
. off limits

e ——

TEF

To interrupt all the requests sent by a user and transmit them to a third . ﬂ

destination, hence victims will only be able to identify the proxy server address

0.
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el
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ﬁ Attackers chain multiple proxy servers to avoid detection

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com

Proxy Chaining

05 Atthe end unencrypted request is passed to the web server

~N BL-B R-

1P: 20.10.10.2 IP: 10.10.20.5 IP: 20.10.15.4
Port: 8023 Port: B030

Encrypted/unencrypted traffic

IP: 20.15.15.3 IP: 15.20.15.2 1P 10.20.10.8
Port: 8054 Port: 8045 Port: B0O28
Web Server
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Proxy Tool: Proxy Switcher

Proxy Switcher
o hides your IP
g% Proxy Switcher Unregistered ( Active Proxy: 217.33.193.179:3128 - UNITED kingoom ) | = | o Il |  address from

File Edit Actions View Help thE WEb5|tES

1TBE 7 W N 2l | 5] | [Fner Py Serve
OZ7HX WOUHEZ o Fa¥ A B you visit

Proxy Scarmer Server Skate Resporge Conmilsy

E‘ M“I_IGEEJ ...' - s .|a.. Ly —miaw :‘.: UNITE WWH
Hoh Arerwoin @ |18 213122 178 59:2080 Ave ﬁ;
5L 0 N 5013835 125400 He £55 UNITED KINGDOM
iy & 1621311363128 thve-55
Dead .é,gieé.:. » 217.3319317%3128 n ] e i
i i & 9413635 | 24:0400 St UNITED KGNGDO!
Dasie Ay 45y | £ 8815020053128 45 UNITED KINGDOM
R ' 136413818:8080 B UNITED REFUBLIC OF TANZA
I e < 415917 36,3080 B UNITED REPUEBLIC OF TANZA
Denoerms (149 | ¥ 412232 433028 B UNITED REPUBLIC OF TANZA
Wy Progy Servers D) | o 541,178 members Bnode. W |NITED STATES
P eiicner £l & 1230150121128 W UNITED STATES
# 16578 179.35:5555 B UNITED STATES
& 97.73.31.100.87 = UNITED STATES
& 7548 17241:95%9 SE= UNITED STATES http://www.proxyswitcher.com
A ar DB MAALING mevwas [Blea 551 = INITFD STATRS -
: m

[ Dwsbled || Kespfive || Ao Swish

Your bepip sys diver seems o be nol miling hall-open connection count. &'s a good thing.
You ane wsing the most recent version

Basic Anonymity

Copyright © by EG-Eamneil. All Rights Reserved. Reproduction is Strictly Prohibited.

#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com




#EthicalHackx CEH v9 www.ethicalhackx.com EthicalHackx.com

Proxy Tool: Proxy Workbench

Proxy Workbench is a proxy server that displays data passing through it in real time, allows you to drill into
particular TCP/IP connections, view their history, save the data to a file, and view the socket connection diagram

Ede \iew Inn!s Help

FEREHO AW S

Meritoting WIM-DEBEMOPESPE (192 168.0.54) | Detais for Al Activity 4> M
[ 20 Activity Fiam Lagt Siats |
ﬁ-‘ SMTP - Dugoing e-mail (23] = 127.0.01:3747 192 168.0.4,8080 17780 141712190 i

dp POP3 - Inscoming e-mad (110 A=270.01:3750 192 168046080 : 14121218 14171530
Az HTTP Prowy - \Web [8080] AN127.001:3752  192.168.0.4:8080 141715375 141715564 PWE hag dizco

Aoy HTTPS Prowy - Secue Web [443) Hl127001:375¢ 192 166.0.4:6050 141715568 141310775 PWB has disco
FTP - Fide Transler Piotocol [21)

8. Pass Thiouah - For Testina Aoo: 0001

<

[Heal time data for &8 Actiily

000384 te.  Coockie: PREF + 3 BE
000400 =ID=bafa%23364ch 61
000416 4927 :TH=13929756 54
00D432 27 IM=1392975627 3d
gpoo448 S=8TJEZ7rC3R3Hn 4a
DDD4d6d k1O,  Connection 43
goo4s0 keep—alive. Pra B & 2d
0004% gma: no-cache. .C (13
000512 ache—Control: no 6 43
000528 -—cachs. . 2 65

0 O O OO el O T
L+ e ek e O e [
(=B F RS ST RTATRT.
£ b3 bk O LT P P i B U

£ m
| Memony: 35 KBwer Socketz 4 e == i LA T T NN O LA O LU O [ T T

hitp://proxyworkbench.com
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Proxy Tools: TOR and CyberGhost

Tor allows you to protect your
privacy and defend yourself
against network surveillance
and traffic analysis

Vidalia Control Panel | = | & [N

f
-

@\_ Connacted 1o the Tor netvwerk!

Vidaia Shortouts

299
Stop Tor Setup Relaying
@ Vigie the RiEhwork 1'.&! & Naw Identity

B savidth Grapgh @) Help ﬁ' About
s5age Loy Fosetngs  [qent

|| Shaw thes window on startup Hide

hlttps:,a'}'-’www. torproject.org

#EthicalHackx CEH v9

CyberGhost allows you to protect your online privacy, surf
anonymously, and access blocked or censored content

It hides your IP and replaces it with one of your choice, allowing
you to surf anonymously

hﬂp,.-f',.-"w W.C}rberghﬂsrvpn,mm
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. Proxy Tools m

SocksChain »  Fiddler

http:/fufasoft.com i\ﬁf’ : http:/fwwtelerik.com

Burp Suite | o Proxy
http:/fwuww, portswigger.net hittp:/fuwwwanalogx.com

Proxifier Protoport Proxy Chain
https:Swwaw. proxifier.com http:/fwww. protopart.com

Proxy Tool Windows App k ProxyCap

http:/Swebproxylist.com f http:/fwwaw. proxycap. com

Charles CCProxy

http/fwanw. charlesproxy.com http:/fwww. youngzsoft.net
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Proxy Tools for Mobile CIEH

Coriifbed B Ethical Hachar

Proxy Browser for Android ProxyDroid NetShade

2.2 Bl @ 12:07em

#4 Proxy Browser 'ProxyDroid
Service Controller

@ @ Proxy Switch BE= United States

Proxy One Proxy Two I = United States
C.h‘_pc-.se one profile I"'I e

E Proxy Settings J LZ United Kingdom

=1 %= 061 sec
Moie Apps — ; .
Host :~+-' United Kingdom

T B
. Czech Republic

. / Port s Netherlands
HiiWN The vort niamber of votir Prox (p—
aryice - Germany

Prg;{}.r type | ,- France
HTTP f s =

Account Information

Proxios
https://play.google.com https://github.com http://www.raynersw.com
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Free Proxy Servers CEH

Cortified B Ethical Hschar

[ Froe Prosy Senvers - Goog| x

€ C | 8 hips:y//www.google.com

GU 3[(-_ Free Frony Servers

Bravy Liet - Pubilie =N=m = ] iy Aee]
nlips. fhdemyass Com proxy 5 ~

50+ items - Frae proxy list index. the largest réal-time database of public ... A search in Gﬂ.ngle "sts
Ll iy, thousands of free proxy

"I.'a_; Thailand
servers
Erae Proxy Servers - Protect Your Online Privacy with Our Prosoy List
wasy proavydfras ram -
nra.'m:,' 4 Frae Iz i frrlf- prady st and proyy checkar phoading yvou with the Best free
proxy servers for crvar 10 yoars Qur sophisticaled chec Eing System meRsurds ...

Prowy List - Country - Rating - Domam

List of Free Proxy Servers - Page 1 of 11 - Proxy 4 Free
Wl proxydfree com/listebpraxyl hiimi =
The besl kst of workeng and continuously checked proxy servers - page 1 of 11

Top Free Anonymous Web Proxy Servers - Wireless / Networking
compnetworking. about conmy’ . /proxyserversandlists’ . = Abgut
by Berndiey Miteivel

E These siles support YWeb-based free AnCNYMOus proxy Seners A
andnymous Web proxy is an aflematwe 10 configuning HTTF ar SOCKS prowes

in the Web ...
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Introduction to Anonymizers | C|/EH

Coriifbed B Ethical Hachar

An anonymizer removes all the identifying information from the user’s computer
while the user surfs the Internet

Why use Anonymizer?

Privacy and anonymity

Access restricted content

Bypass IDS and Firewall rules
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Censorship Circumvention

Tool: Tails

EthicalHackx.com

Tails is a live operating system, that user can start on any computer from a DVD, USB

A stick, or SD card

It aims at preserving
privacy and anonymity
and helps you to:

€  Use the Internet
anonymously and
circumvent censorship

Leave no trace on
the computer

Use state-of-the-art
cryptographic

tools to encrypt files,
emails and instant
messaging

#EthicalHackx CEH v9
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. G-Zapper

G-Zapper —

-Zappet - Protecting wour Search Privacy

kepords pou search for. G-Zapper wall sutomatically detect and clean this cookie in yous web beowser

@ [Did you know - Google stores a unique identifier in a cookie on yow PC. which aliows: them ta track the
| GGDB’IE‘ sets a CDDkiE‘ on Just run GoZapper, miremize the wirdow, and enjoy your enhanced seanch pivacy.

I = N
user's system with a unique ﬂ ot - 0 s v P
identifier that enables them Your Google ID: (Chome) e6dZ3a44d T4e Tied

; ik g Google installed the cookie on. Thursday, October 03, 2013 06:34:58 AM
to track user's web activities

Your searches have been racked for 1 days
such as:

ﬂ Mo Google searches found in Intemet Explorer or Firefox.
@ Search Keywords and habits

Hows to Uze it

® Search results To delete the Google cookie, click the Delete Cookie button
Tour idertity will be obscured liom previous searches and G-Zapper will reguiaiy clean haue Cogkbes,

®  Websites visited To block and delsis the Gocgle saarch cookie, cick the Block Cookie butian.
(Gl and Adsense will ke unavailable with the cookie blocked)

Information from Google
cookies can be used as
evidence in a court of law [Deleltcanh&] [Bh:n:k cmm] [TﬂthogI\! ] [ Seftngs ]

http://www.dummysoftware.com
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Anonymizers

Proxify : Guardster
http:/fproxify.com I > http:/fwnww. guardster. com

Psiphon Spotflux

http:/fpsiphon.ca http:/fwww. spotfiux. com

Anonymous Web Surfing Tool 7| Ultrasurf

http: v, anonymous-surfing. com 1l https:/fultrasurf.us

Hide Your IP Address | Head Proxy

http:/fwanw, hidevouripaddress. net [ http: S www heodproxy. com

Anonymizer Universal [ Hope Proxy
http. S wanw, anonymizer. com . (™ J http:/ A hopeproxy.com
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Anonymizers for Mobile | C(EH

Coriifbed B Ethical Hachar

Psiphon OpenDoor

11:02 PM

STATUS

o Tunnel Whole Device (requires
4.0+)

Open Feedback Abaout

Sto ;
i Browser Psiphon

https://guardianproject.info https://s3.amazonaws.com https://itunes.apple.com
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. Spoofing IP Address

o IP spooting refers to changing source IP addresses so that the attack
appears to be come from someone else

When the victim replies to the address, it goes back to the spoofed
address and not to the attacker’s real address

IP spoofing using Hping2:

Hping? www.certifiedhacker.com

| =9

T =g N
ictim IP a
555,

c B i Real address
1.LET

You will not be able to complete the three-way handshake and open a successful TCP connection with
spoofed IP addresses
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IP Spoofing Detection Techniques:
Direct TTL Probes

Send packet to host of suspect spoofed packet that triggers reply and compare
TTL with suspect packet; if the TTL in the reply is not the same as the packet
being checked, it is a spoofed packet

This technique is successful when attacker is in a different subnet from
victim

Sending a packet with
spoofed 10.0.0.5 IP-TTL 13

Attacker

(Spoofed Address
10.0.0.5)

10.0.0.5

Note: Normal traffic from one host can vary TTLs depending on traffic patterns
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IP Spoofing Detection Techniques:
IP Identification Number

Send probe to host of suspect spoofed traffic that triggers reply and compare IP ID

with suspect traffic I

If IP IDs are not in the near value of packet being checked, suspect traffic is spoofed

This technique is successful even if the attacker is in the same subnet

Send packet with
spoofed IP 10.0.0.5; IP ID 2586

Attacker

(Spoofed Address
10.0.0.5)
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IP Spoofing Detection Techniques:
TCP Flow Control Method

Attackers sending spoofed TCP packets, will not receive the target's SYN-ACK packets
Attackers cannot therefore be responsive to change in the congestion window size

When received traffic continues after a window size is exhausted, most probably the
packets are spoofed

sending a SYN packet
with spoofed 10.0.0.5 IP

Attacker

(Spoofed Address
10.0.0.5)
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IP Spoofing Countermeasures

Encrypt all network traffic using cryptographic Use random initial sequence number to
network protocols such as IPsec, TLS, SSH, and prevent IP spoofing attacks based on
HTTPS sequence number spoofing

Ingress Filtering: Use routers and firewalls at
Use multiple firewalls providing multi-layered your network perimeter to filter incoming
depth of protection packets that appear to come from an internal
IP address

Egress Filtering: Filter all outgoing packets
Do not rely on IP-based authentication with an invalid local IP address as source
address
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CEH Scanning Methodology| C(EH

Coriifbed B Ethical Hachar

Check for Live Systems | Ll I Check for Open Ports

Scanning Beyond IDS n Banner Grabbing

I
Scan for Vulnerability ‘ — l Draw Network Diagrams
I

Prepare Proxies | _'&,SI Scanning Pen Testing
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. Scanning Pen Testing

- Pen testing a network for scanning vulnerabhilities determines the network's security posture
by identifying live systems, discovering open ports, associating services and grabbing system
banners to simulate a network hacking attempt

- The penetration testing report will help system administrators to:

Troubleshoot
service
configuration
errors

Hide or
customize
banners

Disable
unnecessary
services

Calibrate
firewall
rules

______________.
ORI A2
R

BRI e

Y
1
1
1
i
I
i
i
1
1
I
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Scanning Pen Testing ClEH

(Cont’d) R] "

EH. VN Check for the live hosts using tools such
= le VIS as Nmap, Angry IP Scanner, SolarWinds
Engineer’s toolset, Colasoft Ping Tool,
etc.

IIIIIIFIIIII) US-E tanls such astaPJ
Angry IP Seanner, ete. Check for open ports using tools such as

Nmap, Netscan Tools Pro, SuperScan,
PRTG Network Monitor, Net Tools, etc.

Perform port > Use tools such as Nmap, Perform banner grabbing/05S
scanning Netscan Tools Pro, ete. fingerprinting using tools such as Telnet,
MNetcraft, ID Serve, etc.

4

Scan for vulnerabilities using tools such
Perform banner grabbing LS Use tools such as Telnet, as Nessus, GFl LANGuard, SAINT, Core
/0S fingerprinting Netcraft, ID Serve, etc. Impact Professional, Retina CS

: Management, MBSA, etc.
v

Scan for > Use tools such as MNessus,
vulnerability SAINT, GFl LANGuard, etc.
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Scanning Pen Testing

Draw network
diagrams

%

Prepare proxies

the findings

-+»  Workbench, Proxifier,

(Cont’d)

Uze tools such as Network

' Topology Mapper,

OpManager, etc.

Use tools such as Proxy

Proxy Switcher, etc.

EH.IN

EthicalHackx.com

Draw network diagrams of the vulnerable hosts using tools such as Network Topology Mapper, OpManager,
NetworkView, The Dude, FriendlyPinger, etc.

Prepare proxies using tools such as Proxy Workbench, Proxifier, Proxy Switcher, SocksChain, TOR, etc.

Document all the findings

#EthicalHackx CEH v9
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- Module Summary

4

Q

—
—
The ohjective of scanning is to discover live systems, active/running ports,
the operating systems, and the services running on the network

Attacker determines the live hosts from a range of IP addresses by sending ICMP ECHO
requests to multiple hosts

Attackers use various scanning techniques to bypass firewall rules and logging mechanism,
and hide themselves as usual network traffic

Banner grabbing or OS fingerprinting is the method to determine the operating system
running on a remote target system

Drawing target’s network diagram gives valuable information about the network and its
architecture to an attacker

A proxy server is an application that can serve as an intermediary for connecting with other
computers

A chain of proxies can be created to evade a traceback to the attacker
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